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Limited warranty

Norman guarantees that the enclosed diskette/CD-ROM and documentation do not have
production flaws. If you report a flaw within 30 days of purchase, Norman will replace
the defective diskette/CD-ROM and/or documentation at no charge. Proof of purchase
must be enclosed with any claim.

Thiswarranty is limited to replacement of the product. Norman is not liable for any other
form of loss or damage arising from use of the software or documentation or from errors
or deficiencies therein, including but not limited to loss of earnings.

With regard to defects or flaws in the diskette/CD-ROM or documentation, or this
licensing agreement, this warranty supersedes any other warranties, expressed or implied,
including but not limited to the implied warranties of merchantability and fitness for a
particular purpose.

In particular, and without the limitations imposed by the licensing agreement with regard
to any special use or purpose, Norman will in no event beliable for loss of profitsor other
commercial damage including but not limited to incidental or consequential damages.

This warranty expires 30 days after purchase.

The information in this document as well as the functionality of the softwareis subject to
change without notice. The software may be used in accordance with the terms of the
license agreement. The purchaser may make one copy of the software for backup
purposes. No part of this documentation may be reproduced or transmitted in any form or
by any means, electronic or mechanical, including photocopying, recording or
information storage and retrieval systems, for any purpose other than the purchaser's
personal use, without the explicit written permission of Norman.

The Norman logo is aregistered trademark of Norman ASA.

Names of products mentioned in this documentation are either trademarks or registered
trademarks of their respective owners. They are mentioned for identification purposes
only.

NV C documentation and software are

Copyright © 1996-2001 Norman ASA.

All rights reserved.

August 2001
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Conventions

We use the following conventions throughout this manual:

When we give examples of what you should type in order to use
aparticular program, the examples look like this:

format a: /s /u [Enter]
We designate certain keys by surrounding the key name with
“[“and "], asin:

[Ctrl]

When we describe a series of menu choices for you to choose,
we will use the following:

Start|Run

This means that you should click on “Start” and from there click
on the “Run” menu item.

Important notes appear in boxes like the one below:

Note: Right-click to start on-demand scanning.

We use bold face type to identify anything that you can click or
select, for example, button names and dialog box names.

Click OK to view the Scheduled task dialog box.
Individual words or phrases that we intend to stressare initalic:
Thisvirusis very dangerous and will...

Paragraphs that are clearly intended for usersin a network or for
the system administrator, and hence of little or no interest for
single-users, are identified by a network icon in the left margin.

Thismanual isintended for Windows' aswell as OS/2 users.
Whenever platform specific differences affect NV C, thisicon in
the margin denotes a special consideration for OS/2.

Thisisabeta version of NVC for OS/2 version, available at the
end of June. The official releaseis scheduled for third quarter
2001.
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System requirements

Norman Virus Control (NVC) v5 for Workstations can run on
any machine that runs any national language version of
Windows 95/ 98, Windows NT 4 with SP 4 or higher, Windows
2000, Windows ME, OS/2 Warp 4, OS/2 Warp Server,
Workstation On-demand, and eComStation.

For Windows 95 and NT, Internet Explorer version 4 or higher is
required.

Who should read this manual?

Feferetwe Goide

Prerequisites

This manual coversal functionsfound in NV C and is therefore
intended for all NV C users—single-users aswell as
administrators—with aneed for in-depth information about the
product.

In addition to this manual, the Administrator’s Guide covers
topics that are particularly useful for those responsible for
network installations, and the User’s Guide is a short
introduction to the basic functionsin NVC.

Installation is not discussed in this manual. For installation in
networks and on stand-alone machines, refer to the
Administrator’s Guide or User’s Guide, respectively.

To take full advantage of all the functionsin NV C, you should
have a good understanding of the different modulesin NVC and
how they work together, as described in this document.

If you are running NV C in a network, you should have detailed
knowledge about the operating system(s) on servers and
workstations, as well as the network installation in your
organization.

Copyright © 2001 Norman
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Technical support

Norman provides technical support and consultancy services for
NV C and security issuesin general. Technical support also
comprises quality assurance of your anti-virus installation,
including assistance in tailoring NV C to match your exact needs.

Note that the number of services available will vary between the
different countries.

Copyright © 2001 Norman
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About NVC

What is NVC?

Norman Virus Control (NVC) isan anti-virus program that
monitors your PC for malicious software, also referred to as
malware. Malware is viruses, worms, and other varieties of
destructive code. NV C can detect and remove known and
unknown viruses from hard disks, floppy disks, e-malil
attachments, etc.

NV C checks files when they are accessed, and possible viruses
areremoved automatically. If NV C isunableto clean an infected
file, you will receive awarning and instructions how to proceed.

You can—and we encourage you to do so—perform manual
scans of selected areas of your machine, and use the task editor
and scheduler to define what to scan and when.

Note: NVC is shipped with pre-selected settings that we
consider sufficient to protect you against virus attacks.
Most modules can be configured, so that you can set up
NV C to suit your needs.

What's new in NVC v5?

For those familiar with the previous version of NV C, the 4.x
“generation”, the current version is distinctly different. And there
is more than meets the eye. Behind the new GUI the
functionality has been significantly improved. The increasingly
popular use of right-click functionality has been implemented in
NV C where appropriate, providing short-cuts to certain tasks.

Planning for NV C v 5 included the ambition of improving all
facets of the product. First of all we wanted NV C to be more
user-friendly, especially with regard to installation,
administration, and distribution in networks. We also wanted
NVCto beas‘invisible as possible, knowing that the average
customer wants an anti-virus product to be a silent partner that

Copyright © 2001 Norman
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keeps the PC virus free with a minimum of distraction for the
user.

NV C v5 employs two different network mechanisms:

» For installation, distribution and configuration, regular
file sharing using drive letters or UNC pathsis
employed.

e For messaging and logging, a proprietary network
protocol layer has been devised.

The messaging system is part of the basic installation of NVC on
anetworked computer, and it is active as soon as the resident
agent is running. Among a number of other vocations, the agent
handles the traffic between the different input and output
modules. The administrator merely has to configure the system
in away that messages of various importance are passed on to
the correct message output modules.

Aside from the cosmetics, we have of course kept and further
developed Norman's renowned core technology; the scanning
engine. Thereis nothing wrong with afancy GUI and clever
programming, but the single most important task for an anti-
virus application isto keep computers virus free.

The scanning engine will now detect and remove viruses based
on Floating Point Unit (FPU) and Multi Media Extensions
(MMX) instructions. Even though only a couple of today’s
viruses use FPU or MMX instructions, the number will grow.

The scanner’s new 32-bit emulator will allow detection and help
analysis of complex, encrypted, polymorphic viruses.

Summing up some of the most prominent modificationsin
NVC V5, thelist includes:

e Simplified installation
*  Simplified management
* Easeof use
e Invisibility
NV C v5 user interface is made up from four main groups:
e Configuration editor

e Task editor
o Utilities

Copyright © 2001 Norman
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* Internet Update
These appears as separate items in the Norman program
group.
These groups are located in the Norman folder on the OS/2

052 "m rP desktop.

= See‘Configuration editor’ on page 17, ‘ Task editor’ on page
49, ‘Utilities on page 55, and ‘Norman Internet Update’ on
page 62.

Copyright © 2001 Norman



NVC program groups

This chapter presents the groups and their matching modules and
components that make up NV C v5. If a component has arelated
function elsewhere in the program, there will be a reference with
title and/or page number to the relevant section. Sometimes we
refer to the other two NV C 5 manuals: the User’s Guide and the
Administrator’s Guide. Most components can be configured in
different ways, and the following sections describes al available
configuration options.

Groups, modules, and components

When we talk about a NV C group, we are referring to alarger
entity that holds modules and components. Examples of NVC

groups are: Configuration editor, Internet Update, Task editor,

and Utilities:

Configuration E ditor

. Internet Update
@ Release Notes
- Scan diskette
- Scan hard digks
Task Editor
Litilities

3
]

Listed on the left-hand side in each group, there are modules:

&% NVC configuration

Companents

Commaon
zettings

Copyright © 2001 Norman



NV C program groups e 15

And finally, the modul es contains components, that often are a
set of configuration options. You can view thislist from NVC
configuration|l nstallation settings|install:

Companients:

Dn-demand scanner
Qr-access zcanner
Command line zcanner
Task scheduler

Task ediar

[tilities

Imternet update
Felease notes

Shortcut to NVC modules and scanning

During setup, a Norman icon is placed in the system tray in the
lower right-hand corner of the screen.

0OS/2: NV C appears as an entry in the desktop menu. Right-click
on the desktop and select Norman Virus Control.

The items listed above the separation line on the menu that
appears when you click on thisicon, are copies of the items that
at any time appear on the Start|Programs|Norman Virus Control

menu.
Thisisashortcut to NVC’'s main

Configuration Editor modules, as well as some typical
Internet Update scanning tasks. In Windows, you
Pelzeve Ualies can click on either mouse button to
Sean diskette display this menu. In addition to
5can hard disks easy access to the NV C modules
Uz Bl and scanning options, you can read
Hidligze the release notes for the current
Active components. . version, view active components,
Contact infarmatiarn. . display alist of Norman offices
About... with street, web, and e-mail

addresses. The “About” option
displays information about the
current scanner engine, including signature date and number of
viruses for the virus definition files.

Copyright © 2001 Norman
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Thisfunction is also the originator of messages regarding
outdated virus definition files, expiration of licence period, and a
warning if you shut down your computer while afloppy is
inserted in the floppy drive.

Copyright © 2001 Norman
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Configuration editor

You can configure the different functions in NV C from one
central point — the Configuration editor. Select Configuration
editor from the Norman group/folder:

NV conhigwation - [NVCCF]

Instal | Siat | Update mode | Intomet | LANAWAN | Auhentication |

To add a component, select the check box.
To remove a component, clea the check bos.

B Command ine scannes
B Tazk schedules

& Task edtor

B Litlibas

] Irtemes update

] Aelease notes

Language:
IEn;ish

Orracces:
wcannet [n

o
L]

=

The configuration editor’s different modules are listed on the left
hand side of the dialog box. Thelist inside the dialog box reflects
which componentsyou have installed. Components like Message
router and Messages, for example, will not appear on asingle-
user, stand-alone installation.

Each component hasits own tabbed dialog box with a set of
configuration options. Click on the component you wish to

Copyright © 2001 Norman
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configure and make your selections from the corresponding
tabbed dialog box.

List of components

Since NV C is made up from different plug-ins, the list of
components is subject to change. The present version of NVC
features these components:

¢ On-demand scanner

¢ On-access scanner

¢ Command line scanner
e Task scheduler

e Task editor

o Utilities

e Message router
e Messages

¢ Norman Internet Update

List of products in the pipeline

The following plug-ins are in the pipeline for release in the near
future. Some items on the list aready exist as productsin their
own right, but need to be implemented in the new version 5
framework:

 E-mail, SMS, SNMP messaging

e Internet proxy

¢ NVCfor Novell - FireBreak

¢ NVCfor Lotus Domino

¢ NVCfor MS Exchange

e Norman Personal Firewall

 NVCfor MIMEsweeper

Installation settings

NV C comes with a set of components that will be installed
during setup. When setup is complete, you can remove possible
undesired components. NV C is a plug-in based application, and
new plug-ins, i.e. components, are likely to be introduced as new
technology and security threats commence.

Copyright © 2001 Norman
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Install

Common for all tabs:

In anetwork environment, the Accessfield at the bottom of each
tab will appear if you have administrator’s rights. The system
administrator decides what should be visible and/or configurable
from the workstations. The average user may therefore view all
or some of the tabs, but is not necessarily entitled to change the
settings.

Note that you at any time can go back to this tab to add and/or
remove components. By default, all components are added when
NVC isinstalled.

M On-demand scanner

The On-demand scanner enables you to perform periodic scans
of selected areas of your computer. If you are using the Task
scheduler (see below), you need to install the On-demand
scanner.

= ‘On-demand scanner’ on page 30.

M On-access scanner

The On-access scanner is an ongoing process that monitors
critical activities on your system. Depending on your
configuration, this can involve file access and copy/move to
other drives or directories.

= ‘On-access scanner (interactive)’ on page 33.

M Task scheduler

The Task scheduler isatool that isused for running task files at
scheduled times.

= ‘About the scheduler’ on page 54.

M Task editor

Use thistool to create task files and to view/change events
entered in the Task scheduler. A task file shortcut can be placed
on the desktop as an icon, or added to the Start menu as an item.
Scheduled task filesmust residein . . . \nvc\tasks.

Copyright © 2001 Norman
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Start

OS2V 0

You can place the OS/2 shadow for the task file wherever you
wish. The actual file(s), however, must reside in

... \nvc\tasks.
= ‘Task editor’ on page 49.
M Utilities

Thistool lets you view and edit task files, quarantined files, and
displays status for installed components.

= ‘Utilities' on page 55.
M Internet update

Use this tool to download the latest version of NVC
automatically. Internet update can be configured to download
updates at scheduled intervals.

= ‘Norman Internet Update’ on page 62.
M Releasenotes

Presents useful information in web browser format about the
current release, including links to downloading aress, etc.

L anguage:

Select which language version of the components you want from
the pull-down menu. Click on the arrow to display available
languages. Thislist is subject to change as new language
versions are included.

You can choose to start some of the components automatically,
i.e. they are loaded when you start your computer. Some
components are by definition not intended to start automatically,
such as the On-demand scanner.

On the other hand, the On-access scanner is designed to monitor
your system in real-time, and the default setting is consequently
ON.

You can aso select automatic start for the Task scheduler.
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Update mode

Whenever you make a change for a component, you must click
on Save to activate the change. A component will remain
selected/desel ected until you manually change and click Save

again.

New viruses appear every day, and Norman provides frequent
updates to the virus definition files, aswell as regular program
updates.

You can update NV C in different ways, and the alternatives are:
Update from physical media

O Manually from CD-ROM

Use this option when you receive a version update from Norman.

Note: When you receive the CD-ROM, the virus definition
files are aready outdated and replaced by newer
versions on the Norman server. Thisis due to time spent
on production and shipping. Whereas new files can be
available on the web a minute after they are ready, it will
take aweek or two to prepare and distribute the same
files on diskette/CD-ROM. Always check the Norman
server for new virus definition files and updated
software after you have installed a new program version
from CD-ROM. Norman provides atool for this
purpose—Norman Internet Update (N1U). See page page
62.

Update from the Internet

Note: If your machineis protected by afirewall or proxy
server, you may haveto enter the required information in
the Inter net tab (page 22).

The program Norman Internet Update (N1U) handles NVC
updates. Updates are available as packages, and NIU decides
which packages are relevant for you based on the operating
system and language. The selection you make in this section
affects the way NIU handles updates from the Internet.

Copyright © 2001 Norman
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Do not use the option Manually from CD-ROM if you update
from the Internet.

® On-demand only

Select this option if you prefer to start NIU manually to check for
updated packages.

O Daily on dial-up connection (wait for connect)

If you use a modem to connect to the Internet, select this option
for daily checks for updates on Norman's servers. You just
access the Internet like you normally do, and the program will
figure out if updated files are available.

If you connect to the Internet several times per day, NIU checks
for updates the first time you connect only. If you connect to the
Internet once aweek, for example, NIU will check once as soon
as you’ re connected.

O Daily on direct connection at scheduled time

You can select this option if you have a permanent connection to
the Internet. First specify when NV C should check for updates.
Enter the time of the day in the Scheduled time field, and then
usethe'+-' field to allow the system atime slot to fit in the task at
the most convenient time to avoid possible overloads.

Update from LAN/WAN
O Automatically from server

If you select this option, make sure that you enter the relevant

= 2 information in the Software field in the tab L AN/WAN, so that
] the machine can locate the server where the updates are placed.

Note: You must select thisoption if you intend to fill in the
fieldsin the LAN/WAN tab (page 23).

Internet
If you have selected updates from the Internet, Norman Internet
Update (N1U) will use the information you enter in the I nter net
tab. Thisinformation is only required if your local network is
-; 52—' protected from the Internet by afirewall.

Proxy server

Copyright © 2001 Norman
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LAN/WAN

Authentication

Enter the address and port for the firewall’s HTTP proxy.

If you have specified information for HTTP proxy in your
browser, you should enter exactly the same settings here.

Note: Before you change anything in this dialog, you must
refer to the instructions in the Administrator’s Guide.

Common for these fields: from this tab the administrator can
update the workstations (may include other servers) with NVC
software updates, configuration, and task files. The fieldsin the
tab represent the location from where the workstation will fetch
updated software.

Where to |look for updates
Software;

Identifies the server path where NV C software updates can be
fetched after they are downloaded from the Internet, for example.
Make sure that you have selected the option Automatically
from server in the tab Update mode (page 21).

Configuration:

Where the machine looks for changes that the administrator have
done to the configuration file(s).

Tasks:

Where the machine looks for changes that the administrator have
doneto thetask file(s), for example edited existing files or added
new task files.

= ‘Task editor’ on page 49 and ‘ About the scheduler’ on page
54.

Like all virus control applications, NV C is perpetually updated
because new viruses are added to the virus definition files, or
viruses of a nature that require software changes occur. You will
need to confirm your licensing information before you're
alowed to install and/or update NV C.
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Serial number

The serial number that you received when you purchased NVC,
and that you typed in during installation.

The number appearsin thisfield and contains license
information that enables you to use NV C in accordance with the
licensing agreement.

Server logon

Note: Before you change anything in this dialog, you must
refer to the instructions in the Administrator’s Guide.

This section is only displayed in a network environment.
Account:

Enter an account name in accordance with the syntax required by
the operating system you’ re running.

Password:

Enter a password for the account.
NDStree:

Enter the name of the NDS tree.

Common settings

Common settings primarily affect malware handling, including
detection and cleaning, and this module is consequently a
supplement to the scanning modules On-demand on page 30,
On-access (interactive) on page 33, and On-access (non-
interactive) on page 37.
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| NVC configuration - [NVCCF] M= i

H Scarning | Exclude fist | Quarartine |
[~ Scan far
Winuges, ojans, worms. etc. and:
¥ Mew, unknown viruses
I™ Aggressive commercaals
¥ Security nisks

Inztallation
seltings

[ Exclude from scan [default valuesz)
¥ Files of indeterminate format
™ Files on netwark dives
I Files on exclude kst

Orraccess
scanner [n,

P
=

Scanning

Scan for

NV C scansfor viruses, trojans, worms, and other malicious code
or unwanted programs that can harm your PC.

In addition, you can instruct NV C to scan for:
M New, unknown viruses

NV C employs heuristic methods to detect new, unknown viruses.
Select this option if you want NV C to look out for new virus
variants. Note that this option may induce false dlarms. In that
case, you should clear this option temporarily until the problem
has been taken care of.
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O Aggressive commercials

Sometimes unwanted programs are attached to programs that
you download from the Internet for evaluation purposes, for
example. They do not inform you about their presence, and if
you uninstall the original program, the hidden program may still
be on your machine. It is hard to find and has no uninstall
procedure. At odd intervals these programs will log on to the
Internet and download commercials al by themselves. They are
not harmful like atraditional virus, but it is annoying and creates
unnecessary network traffic. NV C can detect and remove such
programs. Note that free software that you have installed may
not work when this option is selected.

O Securityrisks

This option instructs NV C to scan for objects that represent a
possible security risk. Some administrators have installed
programs like password crackers and remote administrative tools
that are perfectly legal and probably useful too. However, the
lack of security featuresin some of these tools can expose
machines to unauthorized users and crackers. NV C detects the
activity of such tools and will warn against potential security
risks. Warnings will report the name of the program, and you can
therefore decide if it is alegitimate program or cracker activity
that triggers the alarm.

Exclude from scan (default values)

You may want to speed up the scanning process by excluding
certain files from scanning. Note that excluding files or areas
from scanning is adecision at the expense of security.

NV C employs the following settings during all scans (On-
demand and On-access). Use the Exclude list tab to specify files
that you do not want to scan.

M Filesof indeterminate format

Select this option to instruct NV C to skip files of indeterminate
format. Such files are most likely files with an unknown format.

O Fileson network drives
In networks, not all users are allowed to scan files on the server.

2 ,:;? Select this option if you are only permitted to scan files located
= on the workstation.
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Exclude list

O Fileson Excludelist

In certain situations, you may want to include the files that are
currently on the Excludelist. If you clear this option, the Exclude
list is disabled. Since file exclusion affects security in a negative
way, we recommend that you consider carefully the files you put
on thelist. Files that are time-consuming to scan, or that cause
false alarms may be placed on the Exclude list.

= ‘Excludelist’ on page 27,

Note well: Exclude lists should be handled with great care, as
they represent a potential security risk. We recommend
that you scan the Exclude list manually (using the On-
demand scanner) on aregular basis, and aso include
these files or areasin scheduled scans.

Specify files, directories, or entire drives that you don’t want
NV C to scan. Follow these steps to exclude items from being
scanned:

1. Click onthe Add button enter afile, directory, or driveletter.
Wildcards (‘*’ and ‘ ?') are accepted.

Examples:

c:\dir

Excludes dl filesin the directory, including subdirectories
*  XYZ

Excludes dl files with the extension .xyz
c:\dir\*.xyz

Excludes dl files with this extension in the directory.
example.exe

Excludes the specified file regardless of where it’s found.
c:\winnt\system32\xyz.sys

Excludes this particular file.
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Quarantine

Note: Do not use apostrophes (* or *) when you specify items
for exclusion.

2. Usethe Comment field to type in optional explanatory text
for the different entries. We recommend that you revise the
Exclude list regularly. During revision it’s useful to be
reminded of thereason for excluding an item from scanning.

3. Tochange an existing entry, highlight it and click on Edit or
Remove.

4. Click on Save when you're done.

From thistab you decide how to handlefilesthat NV C has
identified as infected or in other ways suspicious. If you don’t
clean or delete such files, we recommended that you isolate them
to adesignated area, a quarantine.

Properties
Minimum timeto keep filein quarantine:

Specify a period ranging from one day to one week. Files newer
than the specified minimum time will never be deleted.

Maximum timeto keep filein quarantine:

Specify aperiod ranging from one to four weeks. Files older than
the specified maximum time are deleted without warning.

Maximum size of quarantine (% of partition size):

Specify how much disk space of the current partition quarantined
files are alowed to occupy. The maximum size can be exceeded
in the case quarantined files have yet to reach their specified
minimum time.

Options
M Back up filesto quarantine before repair

Before NV C repairs an infected file, you can back it up. In
genera, repairing afile represents aminor risk.

0 Moveurepairablefilesto quarantine
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If NV C cannot repair afile, you can choose to move infected
filesto the quarantine area.

For security reasons, NV C may move unrepairablefiles to
guarantine regardless of your selections.

Note: Regardless of what you choose, NV C will move
unrepairable files to quarantine if you have selected
Scan new or changed filesin the On-access scanner
(non-interactive) module (page 37). The reason is that
the option of scanning new and changed files represents
astrategy that requires a virus free environment. When
repair fails, the infected file is therefore not permitted to
reside on the machine.
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On-demand scanner

Diagnostics

The On-demand scanner is

Expl _
E“p o frequently referred to as the Right-
Open _ ,

Eiagl click scanner, because that's what

Marman Yirus Cantral....

you do when you useit: select one or
more file system object(s) and click

sharing... on the right mouse button to launch

Send To the scanner: The purpose of the On-
demand scanner is to make periodic

Cut . .

Co inspections of selected areas on your

Ea:i'; system. The scanner hasits own

Create Shorkcut

entry on the menu that pops up when
you place the cursor on file system

Delete objects such as disks, directories,
Fename and filesand click on the right

. mouse button.
Propertiez

Many users consider virus scanning
anecessary evil. We believe that the
easier virus scanning becomes, the more often it will be
performed. The On-demand scanner does not require double-
clicking an icon or running an executable file. You simply select
the area(s) you want to scan from Windows Explorer or 0S/2’'s
desktop, for example, and then Norman Virus Control from the
right-click menu.

The On-demand scanner will use the settings you specify under
Common settings ‘ Scanning’ on page 25 and ‘ On-demand
scanner’ on page 30.

The On-demand scanner can detect and remove all types of
viruses automatically, except for boot sector viruses on hard
drives.

= ‘Cleaning infected files' on page 67.

When the on-demand scanner has completed the scan of the
selected area(s), al relevant information appears in the scanning
dialog. There are separate entries for infected files and for files
that could not be scanned. The Diagnostics field advises you
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Scanning

why NV C couldn’t scan a particular file. The most common

reasons are:

Diagnostic

Explanation

Access denied

Thefileis most likely in use and
unavailable for scanning.

Damaged file

NV C didn’t recognize the format of
the file, which is probably damaged.

Error opening archive

NV C encountered an error when
trying to open the archive for scan.

Sharing violation

Thefileis being used by another
application.

Password protected file

NV C cannot scan password protected
files.

Password protected
archive

NV C cannot scan password protected
archives.

Damaged archive NV C didn’'t recognize the format of
the archive, which is probably
damaged.

1/O error I/O errors occur in different situations,

e.g. when afileis damaged in away
that NV C cannot handle in a scan, or
files that reside on damaged floppies.

See also the tabbed dialog box * Common settings' on page 24 for
basic configuration of the On-demand scanner. These settings are
your primary scanning options, and the ones that will be used if
you choose the default value in this dialog box.

If you have atemporary need for scanning with adifferent set of
options, this tab allows you to do so.

Exclude from scan

You may want to speed up the scanning process by excluding
certain files from scanning. Note that excluding files or areas
from scanning is a decision at the expense of security.
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® Usedefault values (from Common settings)

Thisinstructs NV C to employ the basic settings specified in the
Common settings module.

O Specify filesto exclude from scan

Note that by selecting this option, you will overrule the default
settings, and activate the following three options:

O Filesof indeterminate format

Select this option to instruct NV C to skip files of
indeterminate format. Such files may be damaged files, or
fileswith an unknown format.

O Fileson network drives

In networks, you may not allow all usersto scan files on the
server. Select this option if you are only permitted to scan
fileslocated on the workstation.

O Fileson Excludelist

Select thisoption if you want to activate the Excludelist. We
don’t recommend that you select this option, because the
files on the Exclude list should be scanned regularly.

About On-access scanning on Windows NT/2000

The on-access scanner options for this platform are divided into
two different modules; I nteractive and Non-interactive. Under
normal circumstances, a workstation runs in Interactive mode,
while a server runsin Non-interactive mode. In any case, you
should configure both modules to cover the different roles that
Windows NT/2000 can play. Thisis how these roles are defined
with regard to scanning in NV C:

Interactive:

Virus control for alogged on user, which includes everything
that the user does on the local machine. If the user islogged off
or the machine acts like a server, the non-interactive mode

applies.
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Non-inter active:

All other activity that takes place on the logged on machine, such
as access from other machines to directories that are shared out
on the logged on computer. Non-interactive mode applies to any
NT/2000 machine that islogged off.

The typical scenario isthat non-interactive activity takes place
on the server. However, if someone physically logs on the server,
the interactive mode applies.

On-access scanner (interactive)

Note: These settings apply to workstations running
Windows 95/98/ME, Windows NT 4.0/2000, and OS/2
acting as workstations. See | nteractive and Non-
interactive mode above.
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NVC configurabion -

Installation
setlings

Comrman
zethngs

e 4

Or-demand
ECAnnel

Orraccess
zcanner [n.,

-~

[NVLCLCF]

Scanring | Cleaing |

Shategy
W St Es Befare e are Uses

Exclude from zcan
% Use default vahues [om Common settings)
" Specify files to exchade from scan:

= e i e

Tl e v mieite diver

I Fiies o Erctidelist

How to handle e that cannot be scanned
= lgnore

+ Display warnirg

" Display warnirg and dery access

On-access scanning involves constant monitoring of the file
system. For an anti-virus application, it's imperative to detect
and block avirus beforeit’s activated. In on-access scanning,
NV C is communicating with the operating system at alow level
and enables the scanner to “see” all activities on the system. This
process gives NV C ahead-start versus the virus and alows NV C
to take immediate action.

Whenever afileis accessed in aread/write operation or a
program is executed, the On-access scanner is notified and scans
thefile on thefly.

Like the On-demand scanner, NV C’'s On-access scanner detects
and repairs all types of viruses. Whenever possible, an infected
fileisrepaired before the file is handed over to the application. If
repair fails, NV C denies access to the infected file.
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Scanning

= ‘Cleaning infected files' on page 67.

Srategy

If you don’t want NV C to scan all filesthat are accessed, you can
do so by selecting a scanning strategy. Regardless of the strategy
you select, NV C will monitor your system in real-time.

Note that when you open a document with a macro virus, the
macro is executed and therefore scanned by NV C.

O Scanfilesbeforethey areused

This option instructs NV C to scan files that are opened for read/
execute, and it is mandatory for security reasons.

M Scan new or changed files

If you don't want the presence of viruses on your machine, not
even dormant ones, you should select this option. You should
scan the entire hard drive(s) and remove possible viruses before
you select this option.

Exclude from scan

You may want to speed up the scanning process by excluding
certain files from scanning. Note that excluding files or areas
from scanning is a decision at the expense of security.

There are two mutually exclusive option buttonsin this section.
® Usedefault values (from Common settings)

Instructs NV C to use the basic settings specified in the Common
settings module.

O Spexify filesto exclude from scan

When you select this option, the following aternatives are
available to make the On-access scanner more efficient and save
system resources. Because file exclusion represents a possible
security risk, you should be careful which filesyou exclude from
scanning.

O Filesof indeterminate for mat

Select this option to instruct NV C to skip files of
indeterminate format. Such files may be damaged files, or
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files with an unknown format.
O Fileson network drives

) In networks not all users are allowed to scan files on the
] server. Select this option if you are only permitted to scan
= files located on the workstation.

O Fileson Excludelist

Files on the Exclude list are not scanned. We do not
recommend that you select this option, because files on the
Exclude list should be scanned regularly. Reasons for not
scanning certain files may be that they trigger false darms,
or they are too time-consuming to scan.

How to handle fil es that cannot be scanned

In some situations NV C is unable to scan afile. Examples are
Word 8 files with password protection, damaged files, or when
internal system errors occur. There are three available optionsfor
how NV C can treat files that cannot be scanned:

O Ignore

NV C will not warn about files that elude scanning.

®© Display warning

NV C warns when you access afile to inform you that thisfile
has not been checked. You may, however, proceed at your own
risk.

O Display warning and deny access

NV C warns that access is denied because the file could not be
scanned.

For network environments:
The Accessfield at the bottom of each tab isinvisible unlessyou

_i é have administrator’s rights. The system administrator decides
& what should be visible and/or configurable from the

workstations. The average user may therefore view all or some
of the tabs, but is not necessarily entitled to change the settings.
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Cleaning

When viruses, trojans, worms, or other malware are detected,
you can select how NV C should treat them.

O Deny access

If you try to run an infected program, accessis denied. Infected
documents are blocked.

® Remove

NV C will try to remove the virus from the infected file. Select
this option to instruct NV C to repair infected files automatically.
NV C can remove most viruses on the fly, except for boot sector
viruses. NV C will always prompt for user intervention before
boot sector viruses are removed. Note that afile is deleted
altogether if it contains nothing but malware.

O Ask user what todo

If you neither want automatic removal of viruses nor denied
accessfor infected files, you can check this option. When you try
to open an infected file, you'll receive information about the
incident. From the dialog that appears, you can choose between
removal and exit.

On-access scanner (non-interactive)

Note: Thismoduleis available on Windows NT/2000 and
OS/2 machines only.

Srategy

If you don’t want NV C to scan all filesthat are accessed, you can
do so by selecting a scanning strategy. Regardless of the strategy
you select, NV C will monitor your system in real-time.
However, you can decide that NV C should scan afile only when
it's handled in such away that a possible virus can be activated.
A filethat containsavirusisno threat if it is opened for write
only. You may not want to check files that cannot activate
possible viruses due to the way they are treated by the system.
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O Scan filesbeforethey are used

This option instructs NV C to avoid scanning of files that are
opened for write. Even if the file contains a virus, the virus will
not be activated in an open for write operation. When the same
fileis opened for read, however, it will be scanned. Thereason is
that a possible virus will be activated in this situation.

Scanning time increases when this option is selected.
M Scan new or changed files

If you have zero tolerance for viruses on your machine, even
dormant ones, you should select this option. All changed and
new files will be scanned. Remember to scan the entire hard
drive(s) and remove possible viruses before you select this
option.

Scanning time is reduced when this option is selected.

IMPORTANT

If you only have selected the option Scan new or changed files,
you have selected a strategy that relies on a clean server.
Theoretically, an infected file can be copied to server where
cleaning failsfor somereason. The presence of an infected fileis
in conflict with the zero tolerance for viruses. Consequently
NV C moves the infected file to quarantine--even if you haven't
selected M ove unrepair able file to quar antine (see
‘Quarantine’ on page 28).

Exclude from scan

You may want to speed up the scanning process by excluding
certain files from scanning. Note that excluding files or areas
from scanning is a decision at the expense of security.

By default, NV C scansfiles of certain types, for example . exe,
.com, and . doc. All critical file types arelisted, including file
types that we know are likely to be exposed to viruses. Refer to
the Readme file for acomplete list of file extensionsthat NVC
includes in a scan. Consequently, certain files are excluded from
adefault scan. There are two mutually exclusive option buttons
in the section Exclude from scan.
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Cleaning

® Usedefault values

The on-access scanner checks all files with the file extensions
listed in the Readme file. These default file extensions are
updated on aregular basis.

O Spexify filesto exclude from scan

When you select this option, the following aternatives are
available to make the on-access scanner more efficient and save
system resources. Because file exclusion represents a possible
security risk, you should be careful which filesyou exclude from
scanning.

M Filesof indeterminate format

Select this option to instruct NV C to skip files of indeterminate
format. Such files may be files that are damaged, or with an
unknown format.

O Fileson network drives

In networks, you may not allow all usersto scan files on the
server. Select this option if you only permit scanning of files
located on the workstation.

O Fileson excludelist

Select this option if you want to include the exclude list. In other
words, you activate the exclude list by selecting it. We do not
recommend that you select this option, i.e. activate the exclude
list, because files on this list should be scanned regularly.

How to handle viruses, trojans, worms, &tc.

When viruses, trojans, worms, or other malware are detected,
you can select how NV C should treat them.

O Deny access

If you try to run an infected program, accessis denied. Infected
documents are also blocked.

® Remove

NV C will try to remove malicious code. Select this option to
instruct NV C to repair infected files automatically. NV C can
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remove most viruses on-the-fly, except for boot sector viruses.
NV C will always prompt for user intervention before boot sector
viruses are removed.

NVC on Windows Terminal Server

In aWindows NT or Windows 2000 terminal services
environment users may be connected to the server viaterminal
services clients. Using this configuration, the terminal services
clients do not run applicationslocally, but instead they depend on
the server to run instances of the applications they use. The
server distributes screen layout to each user that logs on and runs
applications on behalf of the user.

This design simplifies the administrator’s maintainance of files
and applications in an environment of multiple users. NV C adds
value to the design by making it easy for an administrator to
configure NV C accordingly.

During on-access scanning for Terminal server client sessions,
NV C will always use the “non-interactive” (or server)
configuration. This meansthat no virus alert dialog box will
appear on the Terminal server when avirusisfound. On the
Terminal server client’s machine however, a message box like
thiswill appear:

Morman ¥irus Control

Possible virus Found. File: testapp.exe, Virus: Loren, 13741387,

This messageis purely informational. The terminal server client
is not allowed to change the behavior or the configuration of the
scanner.

Note that scan of changed or new files only isthe default setup
for the “non-interactive” configuration. Files read or executed
from aterminal server client are therefore not affected by on-
access scanning.
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On the administrator’s NV C Messages consol e the following
message has been added:

WYL Litilibies

Messages | Mesnage Fies |

Type [ Oign [ T save [Meszage  [inin
Q Spehem 1TZ174.28 20000800 123208 Meamengss Popu
Gﬂ.lum 1T21T428 20000600 124336  Vius Infectad) Loien 13747138

Srwn e Dl adls

X
< FEMCEF TRt 2 000 A6 1245 %

Whrus Lonen, 1 374 3807

Login inio: user Teminal sever chent Pefterh] st N T 2000PR 0-BL"
TR A

Irlscad e Lo \behapn s

g
[ Pevoss W Nt W Coee

The name of the logged on terminal client aswell astheterminal
client’'s machine is added to the virus alert message. In the
example above the user PetterN on the machine NT2000PRO-

BLI caused the virus alert message on the termina server
W2KTSRV.

NV C on-demand scanning is still possible from each terminal
session. The functionality in this respect is no different from on-
demand scanning on any other configuration.
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About messages and logging

Messaging is made up from three modules: M essage routing,
M essage handling, and E-mail, SM S, SNM P.

Note: TheE-mail, SMS, SNMP moduleis currently available
asabetaversion only. It is scheduled for releasein third
quarter 2001.

Message routing allows administrators to select what kind of
messages that will be routed to other PCs running NV C in the
network. Please refer to the chapter “Messaging” in the
Administrator’s Guide for a detailed technical description of the
messaging system.

Message handling allows users as well as administratorsto select
what kind of messages that are displayed or kept locally. The
messaging functionality is an effective way of keeping track of
all activity related to the NV C components locally aswell asin
the network.

You may not have access to the network at all times, but the E-
mail, SM'S, SNM P modul e allows administrators as well as
single usersto be notified by e-mail or SM S messages when
certain incidents occur on workstations or servers.

You should use the messaging tool to determine which incidents
you wish to be warned about.

The traditional way of logging isto write messagesto alog file.
In NV C v5, thisfunctionality istaken care of by one of the
standard output modules that are loaded by the agent.
Accordingly, messages received by the agent are passed on to the
log file output module, M essages in the Utilities group (page
58). Thisisthe only tool for viewing thelog file.

Message routing

_ :? Note: Thismoduleisonly available in anetwork installation.
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Messages

NYLC conhguration - [NVCCF]

Irstallatiar
settings

Comrnon
sethhgs

Orrdemand
ZCENNET

I
@

On-access
ECannet L.

Orraccess
scanfe [

Meszages | Routing ]

¥ Feply to broadcasts and enable message routing of
Localy generated meszages
[+ Wiz infections and othes alams
[* Program and instalation amarz
W ‘Wamings
[ Infoiration meszsages
F Ty stan e el et g o a s a

— Messages received from other computers
[v Vius infections and other alarms
[v Program and installation emors

[ Infomnabon messages
P Sysiem ard hourekeening messages

This output module for messages supports IP aswell as 1PX
networks. It is connection-based, using TCP/IP and/or SPX.

Note: Refer to the Administrator’s Guide for detailed
information on how NV C handles messages and alarms.

M Reply to broadcasts and enable message routing of:

You must select this option to get access to the remaining options
in thisdialog. If you clear this check mark, you have turned the

message router off.

Broadcasting is to ssmultaneously send the same message to

multiple recipients.
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Locally generated messages

Select which incidents that occur on the local machine that the
message router should pass on.

M Virusinfectionsand other alarms
Forward message if virus or other harmful code is detected.
M Program and installation errors

Forward message if an installed NV C program reports an error,
or if there are error messages during installation of NV C.

M Warnings

Forward warnings that appear.

O Information messages

Forward message of an informative nature.
System and housekeeping messages

Forward messages regarding network related activities on the
system. This option is always on.

Messages received from other computers

In the previous section you selected which incidents that
occurred on the local machine that should be sent. In this section
you can decide which messages of incidents on other computers
that you want the message router to pass on.

You can select from exactly the same set of options asin the
previous section.

Routing

If you enabled message routing, specify the receiver(s) of the
messages here.

Forward incoming messages to:

Click on Add and enter the address and name of the receiver.
You must repeat the operation for each recipient you wish to add
to the list. Names and addresses can be edited or removed from
thelist by clicking on the appropriate buttons.
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Normally only one receiver should be specified in order to avoid
message duplication. Refer to the Administrator’s Guide for
further details.

M Forward messages

Select this option to send incoming messages to the member(s)
on thelist. You can also select when incoming messages expire,
where the options are 1, 8, or 24 hours, 1 or 4 weeks, or never.
The default value is 1 week.

Message handling

OSQ“‘AHF

Message handling selects messages to alog file, displays
messages on a message console, and decides what should go into
the Event Log in Windows NT/2000. Therefore there are three
tabs with identical optionsin this dialog. The selections you
make decide which entries that appear in the NV C logfile, on the
message console, and in the Event Log in Windows NT/2000.

NV C stores messages in the system error log.
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Message logger

MNVLC configurabion - [NVCCF]
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M Send messagesto thebinary log file

You must select this option to get access to the remaining options
inthisdialog. If you clear this check mark, you have turned the

message logger off.

Note: Thelog fileisencrypted and can only be viewed from
the Utilities module (the Messages component). See

page 58.

Copyright © 2001 Norman



Configuration editor e 47

Locally generated messages

The selections you make in this section decide which incidents
that occur on the local machine that appear as entriesin the log
file.

M Virusinfectionsand other alarms

Create log file entries of virus detection or if other harmful code
isfound.

M Program and ingtallation errors

Create log file entries of an installed NV C program that reports
an error, and if there are error messages during installation of
NVC.

M Warnings

Create log file entries of warnings that appear. Examples of
warnings are..

O Information messages

Create log file entries of messages of an informative nature.
Examples of information messages are....

System and housek eeping messages

Create log file entries regarding network related activities on the
system. This option is always on.

Messages received from other computers

In the previous section you selected which incidents that
occurred on the local machine that should be entered in the log
file. In this section you decide which messages of incidents on
other computers that you wish to store in the log file.

You can select from exactly the same set of options asin the
previous section.
Messages expire after:

Select for how long you wish to keep messages in the log file.
You can choose to let messages expire after one day, two days,
one week, one month, or never.
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Message console

Event Log

You must select
M Send messagesto the message console

in order to access the configuration options, which areidentical
to those discussed in the “Message logger” section, starting on
page 46.

Messages expire after:

Specify how long you wish to keep messages on the console.
You can choose to let messages expire after one hour, eight
hours, one day, two days, one week, one month, or never.

The message consoleislocated in the module Utilities (page 55).

You must select
M Send messagesto the Win NT/2000 Event L og

in order to access the configuration options, which areidentical
to those discussed in the “Message logger” section, starting on
page 46.
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Task editor

Sometimes it’s convenient to define tasks that should be
performed several times and/or at regular intervals. Scanning for
viruses is agood example of atask that needsto be carried or
regularly, and the Task editor is the tool NV C provides for that
purpose.

General Targets |Elpti|:|ns| Schedulel

— Select maching independent targetz

f" g g &l removable media

| B A il

El 3 My Documents
; [:I Karrekur

@3 My Pictures =]
— Achonz
¥ | Scan subfalders ¥ Scan memaony
¥ Scan archives ¥ Scan boot sectors

You can create atask file for scans that you wish to perform on a
regular basis, or special scans that you intend to run in certain
situations. For example, if you download files from the Internet
to designated areas, you can create atask file that scans these
areas only and run the task manually after downloads. In
addition, you can schedule the task to run at a preselected time.
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General

Targets

Administrators can create task files and distribute them to all
workstations in the network to ensure consistent checking of
areas that require special attention.

The default location for storing task filesis . . . \nvc\tasks.
You can view, edit, run, and delete your task filesfrom NVC
Utilities (see page 55).

The following sections describe the four tabs in the Task Editor.

From the tab General, use the Description box to enter a short
description of the task. If you create several tasks, it may be
helpful a alater stage to see why you created this particular task
a the time, for example it may have been spurred by a particular
incident.

From Utilities|Task files you can view the complete list of
existing task files.

= ‘Ultilities’ on page 55.

In this tab you can specify which areas you wish to scan, and
how the scan should be performed and save your selectionsin a
Task file.

There are two sections in this tab; the first for larger entities like
multiple hard drives, and the second for more specific scanning
targets.

Within asingle task file, you cannot combine a selection from
the first section with one from the second. For example, you
cannot select all removable mediaand a specific folder on ahard
drive.

Selecting targets

For both sectionsin thistab, thisis the procedure you should
follow to include areas for scans and save your selection(s) in a
task file:
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1. Click ontheradio button ® to activate the section you wish
to select from.

2. Click on the areas you wish to include in the scan. You can
add several areas for scanning within each section.

3. If you select specific drives and folders, all subfolders under
the selected drive/folder are automatically selected. You can
clear the option for subfolders that you don’'t want to
include.

4. Whenyou are done, click on Save to store your selectionsin
atask file. By default thetask fileisstored in
...\nvc\tasks.

Note: If you schedule atask file, it must be located in the
directory .. .\nvc\tasks.

5. Tochangean existing task file, click Open and select thefile
from the Open file dialog. Make the desired changes and
click on Save.

Sl ect machine independent targets

Gereral Targets |I:I|:|tin:|ns| Schedulel

Select machine independent targets

[ = Q Al removable media
DS Allfixed drives
b @ &l network, drives

You can choose one, two, or all optionsin asingle task file.
M All removable media

Selects al floppy drives, CD-ROM drives, and other removable
media drives available on your system.

M All fixed drives
Selects al local hard drives on your system.
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M All network drives
Selects al network drives known to your system.
Select specific drives and folders

— Select specific dives and folders

'S

El ‘23 My Documents
-} Documents
o 2 My Pictures ;I

When you select adrive, for example, al folders and subfolders
under the drive are automatically selected for scan. Similarly, if
you select afolder or subfolder, all folders below the selected
one areincluded. To exclude a subfolder from scanning, click on
it to deselect it.

Common scanning options

At the bottom of the page, there is acommon set of scanning
options located under Actions:

M Scan subfolders

If you have selected one or more drives or directories, select this
option to include subdirectories in the scan.

M Scan archives

Select this option to include archived filesin the scan. In this
version, only ZIP and ARJ files are supported.

M Scan memory

When you scan the memory area, NV C looks for resident
viruses. You should always make sure that no viruses exist in
memory.

M Scan boot sectors

When you select this option, NV C will check the boot sector of
the area(s) that are being scanned.
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Options

Use thistab to decide how visible NV C should be during a scan,
and how much system resources you want to alocate to NVC.

Scanner window:

O Hidden until cleaning fails

Instructs NV C to work in invisible mode. NV C will appear only
if avirusthat cannot be cleaned isfound. Notethat it is
cumbersome to cancel atask that runsin hidden mode. This
might serve as auseful hint for an administrator who wants
scheduled tasks to run as planned, and as awarning to single-
users who might find it hard to cancel an ongoing scan. A
scheduled task starts automatically if this option is selected.

O Minimized until cleaning fails

Instructs NV C to work in aminimized window. NV C will appear
only if avirus that cannot be cleaned is found. A scheduled task
starts automatically if this option is selected.

® Minimized until infection found

Instructs NV C to work in aminimized window. NV C will appear
only if avirusisfound.A scheduled task starts automatically if
this option is selected.

O Open

Instructs NV C to run in an open window during scanning. When
you schedul e a scan with the Open option on, the scanning
dialog appears at the scheduled time and you must start it
manually by clicking on Scan.

Resource usage:

Under normal operating conditions, a computer rarely runs so
low on internal resources that the operating system isforced to
put tasks on a priority list. If such a situation should arise, atask
from NV C will have to wait for system resources to be freed up
beforeit can be performed if you select L ow, while Nor mal will
place the NV C task among any other task waiting to be executed.

Note that the effect of selecting L ow rather than Nor mal will
vary depending on the operating system you’ re running.
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Schedule

When you have set up atask file using the tabs discussed in this
chapter, you may want to schedule atask for repetitive scans on
your machine.

M Scheduled task

Make sure that you select this option if you wish to use the
scheduler. The two requirements for a scheduled task to run are:
1) The Scheduled task option must be checked, and 2) The task
filemust residein the directory . . . \nvc\tasks.

Freguenc

The next step is to decide when the task should be run, and you
can choose from different intervals, ranging from Onceto Every
month.

Sart date/time:

Specify the day/month/year the scheduled task should be run for
thefirst time. Use the keyboard arrow keys (or click the arrows
in the box) to change the date. You can highlight date, month,
and year and change the values by pressing the keys. The day of
the week will automatically change according to the selected
date.

O Universal Time Coordinates (UTC)

This option isfor companies with offices all over the world that
want to perform simultaneous scans regardless of local time.

About the scheduler

The scheduler’s primary objectiveisto runtask filesat a
specified time. A task file can be scheduled to run daily, weekly,
monthly, or just once. You must enter start date and time, and the
default values are the current date and time.

For companies with officesin different time zones, the Universal
Time Coordinates (UTC) feature permits a task to be run
concurrently regardless of time zones.

The scheduler will awayslook in the subdirectory “Tasks” for
scheduled jobs, and it istherefore necessary to keep the structure
...\nvc\tasks inorder to perform a scheduled task.
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Utilities

Components

NV C utilitiesis atool that presents an overview of the current
state of affairs for the NV C components on your PC. In addition
to viewing key information, you can change certain elements by
selecting some of the entries, for example task files. Other
functions, like components, provide information only and cannot
be edited from the Utilities module.

In thisversion the utilities module is made up from four major
categories:

* Components

e Taskfiles
e Quarantine
* Messages

Atinstalation time, you have anumber of components to choose
from. This dialog box provides alist of installed components
with corresponding information.

The Components dialog box displaysalist of al installed NVC
components, including information on version number, time
stamp (date and time the component was created by Norman),
and the current state for each component. The latter indicates if
the component is running.

Thisdiaog box is purely informational. You cannot remove,
stop, or change the installed components in any way. To add or
remove components, go to the I nstallation settings module (see

page 18).

Fieldsin the Components dialog box:
Component

Displays the name of the installed component.
Version

Displays the version number.
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Task files

Time stamp

Displays the day, month, and time the component was created by
Norman.

Sate

Displays status for the component. Possible states are: Installed,
Copied deferred, Copying files, and Archive found.

When you create atask file using the NV C Task editor, thefileis
by default stored in . . . \nvc\tasks.

Note: If you want to schedule atask, the task file must be
located in this directory.

You can for example use Windows Explorer or the Task editor to
view thisdirectory. However, the most flexible tool isthe current
dialog box, that allows you to view, edit, create, and open task
filesin different ways. In addition, you will find the status for all
your task filesin one single dialog box.

Fieldsin the Task files dialog box
Task file
Displays the name of the task file.
Schedule

Displaysif the task file has been scheduled and at which
intervals.

Next run time

Displays at which day, month, and time the task file will run
next. If the task is not scheduled, thisfield is empty.

Last run time

Displays the last time the Task file was successfully ran. If the
task is not scheduled, thisfield is empty.

Right-click options

You can highlight one entry at the time, click on the right mouse
button, and choose from this menu:
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Quarantine

Hew...

Dpen with tazk editor...
Open with scanner...

Delete...

New
Opens the Task editor where you can create a new task file.
Open with task editor

Opensthe task filein the task editor. Allows you to make
changesto the current file.

Open with scanner

Opensthetask filein the scanner. Allows you to run the selected
task file immediately.

Delete
Deletes the selected file.

If you have enabled the quarantine options in the module
Common settings (‘ Quarantine’ on page 28), filesthat qualify for
quarantine will appear asalist in this dialog box. Thesefiles are
either infected or have an unknown format.

Fields in the Quarantine dialog box

Quarantined file

Displays path and file name of the quarantined file.
Date

Displaysthe date the file was placed in quarantine.
Size

Displaysthe size of the quarantined file.
Diagnostic
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Messages

Messages tab

Displays status for the file. Possible diagnostics are: Infected,
Unknown.

Right-click options

You can highlight one entry at the time, click on the right mouse
button, and choose from this menu:

Restore
Save hz...

Delete

Restore

Will restore thefileto its original shape in the original folder.
Save As

Save the file with the name and location you wish.

Delete

Deletes the file altogether.

If you have enabled the message service (see ‘ Message logger’
on page 46), the message types you selected there are displayed
in thistab. You can view and edit these messages from here.
Select an entry in the list and click the right mouse button:
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Fields in the Messages tab

Type

Description of the message type/category accompanied with an
icon indicating type/severity. The entries that might appear are
the type of messages specified in the Message logger.

Origin
The |P address of the machine that generated the message.
Time stamp

Year/month/day and hour/minute/second the incident that
triggered the message occurred.

M essage

Key word related to the incident, for example “Virus’,
“Connected”, etc.

Info
Descriptive text about the message entry.
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Message files tab

Right-click options:
Details

Displays adialog box with information about where the message
originated, a message identifier, and a text box for further
information.

Select all
Selects all files for saving or viewing details, deleting, etc.
Save as

Saves one or more entries with whatever name you like. If you
save one or more entries, you can access them at any time from
the next tab, M essage files. Saved message entries are assigned
thefile extension . nps.

Delete
Deletes the entry.
Whoison?

Broadcasts the message.

If you have saved one or multiple message entries as files with
the Save as function in the M essages tab, you must open them in
the M essage files tab.

Thefieldsin the tab are identical to those in the M essages tab.
Right-click options

Details...
Select all

Cpen...
Sawve az...
Delete

The right-click options are identical to those in the M essages
tab, except for:

Open
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Place the cursor in the empty text box, right-click and select
Open to display the Open file dialog box. You will see all saved
files (file type . nps) in the default directory

. . .\norman\msg.
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Updating NVC

Any virus scanner is only as effective as its most recent update,
so obtaining frequent updatesis critical to maintaining a secure
computing environment.

For those who don’t update NV C by letting the agent distribute
updatesin alocal network, Norman Internet Update (N1U) isthe
aternative method. NIU is a program that ensures that you are
running the current version of NV C for your platform. Any
changesto NV C, such as actual program changes, bug-fixes,
new scanner engine, and updated definition files are available
from Norman’s servers. When you run NIU, the program will
compare the NV C components installed on your machine with
the corresponding version on Norman's product server. If the
time stamp is different, you are offered to download the updates.
Theoretically, the entire program can have been changed and
therefore subject to download.

NIU appears as a separate item in the Norman group.
To run NIU, you need a TCF/IP (Internet) connection.

NIU can be used by single-users for downloading updates
directly to their local machine, and by administrators who
download updates to a server and let the agent distribute the
updated packages to all workstations in the network.

Norman Internet Update

OS2V 0

Sarting NIU

You start NIU by choosing Start|Programs|Norman Virus
Control |Internet Update, or you can select I nternet Update from
the menu that appears when you click on the Norman icon in the
system tray (lower right corner on the screen).

Right-click on the desktop and select Norman Virus Control.
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NIU and Internet connection

To run NIU, you need a TCF/IP (Internet) connection.

Specify how you want to run NIU in NV C Configuration, the
Installation settings module, Update modetab. Thisisthe NIU
section of the tab:

|lpdate fram the Internet
i On-demand anly

¢~ Daily on dial-up connection [wait for connect]
™ Daily on direct connection at scheduled time

These options are al so discussed in the section * Update mode’ on
page 21.

The option On-demand only is entirely based on manual action
from the user. You must remember to start NIU at whatever
interval you wish, and you will not be reminded to run the
program. The exception isif the definition files are more than
two months ol d.

The Daily on dial-up connection instructs NIU to check for
updates once a day. This check is performed when you have a
dial-up connection to the Internet.

If you have a direct connection to the Internet (leased line or
cable modem), you can choose Daily on direct connection at
scheduled time. This alows you to plan when NIU should run
and possibly integrate NV C updates with other planned tasks.

In other words, the last two options offer an automated process
for updating NV C via NIU.

Note: If the machineyou are downloading to are protected by a
firewall, you may have to enter the address and port for
thefirewal’sHTTP proxy. See‘Internet’ on page 22.
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How NIU works

Except for the On-demand option which is based on manual
input, NIU startsin “hidden mode”, which means that you will
not see anything until NI1U has established that updates are
available. If no updates are available, NIU exits.

Inthisinitial phase, NIU sends the validation key to Norman's
server to verify your licence, aswell asa“profile string”. The
profile string contains information such as the operating system
and language version on your machine, elements that determines
which updates are eligible for your machine.

For administrators:

NIU also handles networks with workstations running different
operating systems. When the administrator runs the program
niuct.exe (storedinthefolder ...\nvc\bin), afile
caledniucft .ndf iscreatedinthefolder . . . \nvc\config.
Thisfileisan ordering form where all necessary information
about platform, language and productsis stored. NIU makes sure
that everything in the file appears on the list for eligible updates,
provided that your licence covers the ordered items. You must
run N1Ucf before you run NIU for thefirst time.

NIU’s activities can best be described as a three phase operation:
Phase 1:

Sends validation key and profile string to a Norman validation
server. The server returns alist of packages. The packages
contain NV C program code, virus definition files, or other NVC
functionality.

Phase 2:

NIU checks the time stamp of a package on the product server
against the corresponding time stamp of the package in the local
download directory. A package on the Norman product server is
considered eligible for download if the timestamp of the local
package is different, or if the package is missing.

If new packages are available, a dialog appears specifying the
total size of the package(s). The dialog has atimer function, and
unless you select Yes/No within 15 seconds, downloading starts.
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Phase 3:

The actual downloading of new packages to the download
directory.

When downloading is completed, NIU exits and the agent takes
over and updates NV C on your machine.

LAN/WAN
In anetwork environment, you can update the workstations by
-; :*é-' selecting Automatically from server.
= Note that the server update option uses the information you enter

in the tabbed dialog box L AN/WAN.
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Miscellaneous on NVC

The agent

The agent deserves a more detailed explanation than the other
components—partly because it's fundamental to NVC, partly
because it cannot be configured directly, it isinvisible and
aways running.

The agent’sfile nameis Zanda . exe—short for Zero
Administration Network Distribution Agent. It may not be a
“true” component insofar asit’s untouchable and unnoticeable.
The agent is the link between those components that need to
communicate, and thus essential to NV C.

The agent resides locally, i.e. on the workstation or the server.
When instructed by the workstation, the agent will fetch files
from the server. For example, if the configuration file specifies
that the workstation should look for updates at the server every
day at noon, it isthe agent that picks up the files. In addition, the
agent will send messages from the workstation to the server.

The agent is always running.
These are some of the tasks that the agent takes care of

* Handle NV C updates.

e Manageall network traffic, like virus alerts, and all other
message handling.

» Ensure that the configuration is in accordance with the
administrator’s requirement for the individual
workstation.

» Fetch software updates, new configuration and task files.

= ‘LAN/WAN’ on page 23.

¢ Clean up the quarantine area.
e Featuresits own scheduler.
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About the Command line scanner

In addition to the GUI-based On-demand and On-access
scanners, NV C offers acommand line version of the scanner.

NV C’s command line scanner has the same basic functionality as
the menu-driven scanners.

The command line scanner is not dependent on any other
modules. It can be run from batch files.

Starting the Command line scanner

1. Fromthe DOS or OS/2 prompt, go to the directory where
NVC resides.

2. Thesyntax is:
nvc32 [drive] : [path] [/parameters] [Enter]
A space must precede each parameter that you use.
Simply select the combination of parameters that you wish
to use and specify them on the command line.

= See‘Command line scanning options' on page 68 for a
complete overview and explanation of available parameters.

Cleaning infected files

Note: In NVC software and documentation, “repair”,
“removal”, and “cleaning” are comparable terms. They
al refer to the process of removing viruses from files or
boot sectors, and restore the infected areato its original
condition.

The core technology of the NV C scanners (On-demand, On-
access and Command line scanner) is the scanning engine. The
scanning options reflect the capability of the engine. In addition
to detecting viruses, the engine can also remove them (repair the
file or boot sector, and thereby clean the machine). This process
is technically more complicated than detection.
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The scanners can remove all types of viruses automatically from
hard drives and floppies, except for boot sector viruses. Boot
sector virus can be removed automatically from floppies, but not
from hard drives.

If anything goes wrong, repairing afileis less hazardous than
repairing a boot sector. A corrupted boot sector may render the
system useless. To ensure that afailed boot sector repair will not
put you in an awkward situation, we do not allow automatic
repair of boot sectors on hard drives.

If aboot sector virusis detected, you will see a dialog box that
recommends you to back up the necessary data to afloppy. If the
repair fails, you can boot your machine from the restore floppy.
A diaog box complete with online help will guide you through
the process if aboot sector virusis detected.

Command line scanning options

From the directory where the Norman programs reside, run the
command

nvci2 /?

from the command line to display alist of available options. The
following tables chart out the available parameters and their
functions. The first tabl e presents parametersthat are relevant for
the ordinary user. The second table explains parameters that may
be useful for system administrators

Param.: | Function:

/? Show help.

/ALD Scan all local disks (not floppies or CD-ROM).

/AD Scan all disks (not floppies). Possible network
drives are scanned in addition to local fixed drives.

/AF - Scan files by file extension.

/AF Scan all files. The default is files with extensions

like .exe, .com, .doc etc. Thelistis
continuously reviewed and therefore presented in
the readmefile.

/B No alarm when infections are found.
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Param.:

Function:

/BS-

Ignore system areas from scanning. The system
areas of the same drive will only be scanned once
if several file specifications for the same logical
drive are specified.

/BS+

Scan system areas only.

/C

Scan archive files. Infected files can be found
within archive files, and you can instruct NV C to
look inside the archive file.

/CP

Scan compressed program files. A decompressor
emulator will open and scan the file in memory.
The scanner can only tell you whether or not an
archivefile or a compressed programfileis
infected. It cannot take any action on the infected
file while it is archived/compressed.

/CL

Repair files when possible. With this parameter,
NV C will prompt you to confirm prior to cleaning
infected boot sectors and files. When /CL is used
concurrently with /U or /Q, however, NVC will
not prompt you before cleaning.

/D

Overwrite and deleteinfected files. Recovery of an
overwritten file is not possible.

/D-

Delete infected files. Infected files are
automatically deleted. Since we are not
overwriting the file before we delete, recovery of
the infected file is possible with tools such as the
Norton Utilities.

Ifthe/ Dor / D- parameters above are used
together with/ CL,/ CL will take precedence. If the
file cannot be repaired, it will be overwritten and/
or deleted.

/FL

Flush temporary log file for every event logged.

/H

Show help.

/HUM

Handle uncertified macros (needs
NSE\NVCMACRO. CRT from CatsClaw).
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Param.: | Function:

/LA Log al scanned files. By default, the command
line scanner will only log names of scanned
directories and infected files. This parameter
forces the scanner to log the names of al files that
were scanned. If you wish to specify the name of
the log file, then pair this parameter with /LF.

/LF: Log to specified report file. Typein the name
immediately after the parameter (no spaces).

/LF L og to standard report file NORMAN . RPT.
Logging is by default off.

/LG Append log to existing report file. Default is
overwrite.

/LOQ Create report file only when infections found.

/LS Log al scanned directories.

Note that in order to produce a report, you must
specify one of the L* options above.

/MOV Move infected files to quarantine.

/MOV : Move infected files to specified directory. Typein
the name immediately after the parameter (no
spaces). If you don't type in adirectory, NVC will
create it for you relative to where the NSE
directory islocated. If itisinstalled in
c¢:\norman\nvec\bin, the infected directory
will be ¢ : \norman\nvc\infected.

/N Suppress the default memory scan.

/NW Don't display messages regarding the status of
your licence (for example, licence expiration).

/0 Ignore files that cannot be opened. If you have

specified alog file, locked files are listed there.
/OPD Run Once Per Day if same command line.

/Q Quiet mode, i.e. no screen output at all. Overrules
the /O and /U parameters.

/R Repeat the scan. Useful for checking severa
floppies.

Copyright © 2001 Norman



Miscellaneouson NVC e 71

Param.:

Function:

/S

Scan subdirectories. Use this option if you have
specified a directory and want to include
subdirectories in the scan. If you have specified a
drive letter, subdirectories are automatically
included in the scan.

/SF

Scan files by file extension.

/v

Verbose mode. Display al details during scan.

JW:

Wait specified number of milliseconds between
each file.

/X

Look for EXE header in all files. Like /AF, this
parameter will increase the scanning time because
all files are checked.

/Y

Display detailed virus name.

/YH

Abort the scan when avirusis found and display
the path and virus name.

The following command line parameters are useful for system
administrators:

Parameter: Function:

/NVCADMCFG: Override environment NVCADMCFG,

where the program looks for
nvcadm32.cfg (if nve32.cfgis
not found). If no such environment is
defined, the program will search for
the file one level up from whereit is
executing.

/NVCCFG: Override environment NVCCFG,

where the program looks for
nvec32.cfg. If no such environment
is defined, the program will search for
the file one level up from whereitis
executing.

/SN

Do not allow user aborts.
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Parameter:

Function:

/TEMP :

Override environments TEMP/TMP. If
no such environment is defined, the
program will create it one level up
from where the directory NSE is
|ocated.

/U

Do not stop when infections are
found. Overrules the /O parameter.

/WORK :

Specify where NORMAN . RPT and
INFECTED directory are created. If
nothing is specified, the program will
place the report file one level up from
whereiit is executing.

Combining Different Parameters

The command line scanner is flexible in the sense that you can
combine parametersto carry out multiple tasks in one command.

Here are a couple of examples on how you can combine
parameters. From the directory where nvc32 . exe isinstaled,

type:

nve32 a:\*.txt /n /bs- /1f

Thiswill scan al files on the diskette with the extension . txt,
the boot sector will not be scanned, and the norman . rpt will
be created in the directory wherenve32x.exe isinstaled.

Then type:

nvci32 *.txt a: c:

toscan txt filesinthe current directory and then the boot areas
and default file extensionsona: andc:.

Note: Specifying c: \ (with aslash) will scan filesonly in the
root drive, but ¢ : (without a slash) will both scan files
and the disk’s system areas.
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Command Line Scanner Errorleves

You can automate the command line scans by using error levels
in batch files. The error levels for the command line scanners

are:

Errorlevel: | Meaning:

13 Licence does not allow the program to start.

12 ThefileNVC32.CFG was not found.

10 Files skipped (could not be accessed).

9 The scanner was interrupted and did not
complete its scan.

8 The scanner stopped dueto an error in logic.

6 Disk input/output error.

5 You did not enter valid scanning criteria.

4 The hardware configuration has changed since
you installed the scanner.

3 The scan began without having any scanning
criteria.

2 Detected an active virus in memory.

1 Detected one or more viruses in one or more
files.

0 Scanned for viruses and did not find any.
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FAQ

If you don't find what you’ re looking for on the following pages,
please visit our web site and check for updates. This FAQ will be
updated on www.norman.com, and in future revisions of this
manual.

Your input to this document is appreciated. Send your comments
and suggestions for improving the FAQ as well asthe
documentation in general to documentation@norman.no.

How do | start NVC?

NV C's key components are started automatically when the
operating system isloaded. Look for the little green Norman ‘N’
in the system tray:

How can | verify that the different components are running?

Click on the Norman icon described above, select “ Active
components” from the menu, and you will see a message box
likethis:

Morman Yirus Control

Or-access scanner
Tazk scheduler

The tabbed dialog Sart in the Configuration editor (Installation
settings module€) allows you to start and stop certain components.
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For alist of installed components, select NVC
Utilities|Components.

How do | scan my machinefor viruses?

On-access scanning is the cornerstone of virus control in NVC
v5. When you access afile, NV C checksit for viruses. The
“problem” isthat on-access scanning isinvisible, and you may
wish to perform amore tangible check. You can:

1. Highlight any file system object, for example the drive letter
(C:) in Windows Explorer,

Click on the right mouse button,
Select “Norman Virus Control” from the menu,

Click on the Scan button for amanual check of all fileson
the selected drive(s) or directories.

Sarting and stopping the on-access scanner

We recommend that you stop the on-access scanner when you
perform system maintenance tasks like disk defrag or disk scan.
If you stop the on-access scanner, it will not start again in the
current session or after rebooting unless you do it manually. To
stop and start the on-access scanner, go to the tabbed dialog Sart
in the Configuration editor (Installation settings module).

Should | scan my machine on a daily basis?

Not necessarily. If you combine periodic on-demand scans with
scheduled scans, the on-access scanner will monitor your PC for
malicious code. However, if you perform frequent downloads
from the Internet, it's a good idea to scan more often.

Can | automate virus scanning?

Yes. From the Norman program group, select “Task Editor”
where you can specify which area(s) to scan and when.

How do | update NVC?

Use the module “Norman Internet Update” (N1U) for updating
NV C. To configure NIU, use the tabbed dialog Update modein
the Configuration editor (Installation settings module). This
dialog alows you to decide if NIU should update NV C on-
demand, when you access the Internet (depending on what type
of connection you’ ve got), or from a server in a network.
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How do | handle downloaded updates?

Leave everything to NV C. Once NIU has downl oaded a package,
the NV C agent will perform the actual update automatically.
After an update, NV C may prompt you to restart your computer.

How often should | update NVC?

We recommend that you run NIU once aday. Norman’sweb sites
supply news about new viruses, and in some markets virus alert
message services are available on e-mail and SMS.

Should | contact Norman if NVC detectsa virus?

In general, no. NV C can remove most viruses. Follow the
instructions on the screen to remove the virus.
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scanned 36
Ignore 36
Remove 37
Scan files before they are used 35
Scan new or changed files 35
Specify filesto exclude from scan
35

Strategy 35
Use default values 35
Virus removal 37
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Quarantine
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Select machine independent targets 51

Select specific drives and folders 52

Send messages to the binary log file 46
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