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Preface

The purpose of the IBM PC Server and Lotus Domino Integration Guide is to
provide a resource for describing the roles and capabilities of the IBM PC Server
platform running within the Lotus Domino environment. The book provides
Notes network design and capacity planning recommendations in the following
areas:

• Operating system

• Network protocol

• Server placement within your network

• Wide Area Network issues

• Replication schedules

• Server selection

• Server RAM

• Server disk space

• Server peripherals

Suggested installation and optimization settings for your server are discussed,
along with methods to investigate and solve performance bottlenecks on your
server.

The new Lotus Domino clustering technology is also outlined, which provides
high availability and capacity solutions. The simplicity with which these clusters
can be configured, thus providing users not only with increased response time,
but also constant availability, is a key aspect of the Domino strategy and so
covered here in some depth.

This redbook will help those individuals who need to plan, tune, or size Lotus
Domino for the IBM PC Server through detailed examples and scenarios.
Particular attention has been paid to the proper size and performance
characteristics of various IBM PC Servers for disparate environments. Several
tools that can aid in the sizing of your servers are discussed, as well as
industry-standard ″rules of thumb″ for configuring small, medium, and large
sized Domino environments.

Some knowledge of PC servers, Lotus Notes, Lotus Domino and network
operating systems is assumed.
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Chapter 1. Introduction

The information in this redbook is a compilation of experiences gathered from
IBM, Lotus, Microsoft, IRIS, KMDS and other business partners and is meant to
reflect how an IS professional, manager, technical engineer or sales engineer
may approach server selection and implementation for a Domino network
environment.

This redbook is meant to provide general direction and guidelines for the tasks
of server selection and implementation. Sizing figures are based on audited
laboratory tests called ″NotesBench″ which measure items such as server
response time and capacity under quantitative user workload scripts. These
user connection figures are meant to approximate total users typically
supportable by these average configurations. As is always the case with any
laboratory testing, these results should be used as indicators only; actual
performance in real end user installations will vary.

Lotus has released a new tool called Server.Planner which allows you to query
NotesBench data based on your requirements, and then will select the
appropriate server(s) that will meet this load. At the time of writing
Server.Planner was available from http://notes.net and was intended to be
shipped with the next release of Domino. The IBM vendor database is used with
the Server.Planner tool to select the appropriate IBM PC Server with Domino.
The IBM vendor database and NotesBench peformance reports are available
from http://www.pc.ibm.com.

1.1 How to Use This Integration Guide
The flexibility and power of Lotus Domino have led end users to continually push
the envelope in how they use Domino and to find new ways to use Domino
technology. For that reason, Domino implementations take on many different
forms. To start planning your Domino network sketch out your existing
infrastructure on paper. Place Domino servers in your topology as we expand an
example solution from a single Domino server to an enterprise design. We will
discuss the various alternatives for your Domino network, think these over and
discuss them with your collegues and management. Depict where the users are
located on your network and what connections they have to the LAN, WAN,
Inter/Intranet and how those networks are configured. Documenting these
factors and reviewing them as you read through this guide, will assist you in
determining the type of server(s) and platform(s) that may be appropriate for
your Domino environment.
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Chapter 2. Domino Server and Network Design

Designing a Domino infrastructure can seem like a daunting task. Most Domino
networks consist of several distributed Domino servers, each running various
services and supporting different workgroups of varying size. There are many
questions that you are confronted with, and it may be difficult to know where to
start. In this chapter, we first describe the features that Lotus Domino 4.5 offers,
and how the software is purchased in one of three different packages. We then
start with just a single Domino server and address what issues this presents to a
designer and implementer. We expand this example to include remote access, a
remote site, and a reasonably sized organizational structure. When the design
of your Notes network is complete, and the location and configuration of your
servers is decided, you can sufficiently size your Domino servers with the
correct hardware. Those details will be discussed in Chapter 3, “Sizing the IBM
PC Server for Domino” on page 27.

2.1 The Role of Domino and Notes
Lotus Domino 4.5 is an application and messaging server that enables a broad
range of secure, interactive business solutions for the Internet and Intranet. With
Domino, developers can rapidly build, deploy and manage applications which in
engage co-workers, partners, and customers in on-line collaboration,
cooperation, and coordination of critical business activities.

During 1996 Lotus developed a component program which you could load on
your Notes server called HTTP (HyperText Transfer Protocol). This task allowed
you to connect to your Notes server using a standard Web browser. This HTTP
task was code-named Domino during its development.

This new functionality allowed Notes servers to do much more than groupware
and electronic mail services had in the past. Lotus then decided to ″rebrand″
the Notes server and new HTTP task as one complete package called ″Lotus
Domino Server 4.5, Powered by Notes″ or simply Domino. Clients that connect to
this Domino server are Notes clients, Web browsers, and alternate mail clients.

2.2 Domino Services
What is Lotus Domino? The product inherently means different things to different
people. For many, Domino is the server that provides them with electronic mail
across their organization, or to the Internet. For others, Domino provides them
with shared databases that allow their employees to work together better in
teams, and discuss new ideas and strategies across disparate locations. More
recently, people have come to consider Domino as a powerful dynamic Web
server, which allows them to view and modify Notes database information via a
simple Web browser. Domino is all of the above services and more.

Domino is best explained as the integration of a Lotus Notes server and a Web
server, allowing people using Web browsers to view and change information in
Notes applications dynamically. Previously these applications were only
accessible using Notes clients. Now with Lotus Domino, all the groupware
applications written for Notes may be delivered to the World Wide Web (WWW).
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2.2.1 Web Server
The Web server component of Domino is comprised of two sub-components. The
first is a standard Web server. A standard Web server consists of a server
engine which listens for HyperText Transfer Protocol (HTTP) requests from Web
browsers. It services these requests by transmitting the requested document to
the client in HyperText Markup Language (HTML). A client chooses the document
they want to view on a server by using a Universal Resource Locator or URL. An
example URL is the IBM worldwide Web site of http://www.ibm.com/. Many Web
sites are referenced throughout this redbook for you to locate further
information.

HTML is a simple tag-based language used for creating documents on the Web.
These HTML and graphics files are stored on the Web server in directories. A
Web server services Web clients just like a file server services LAN clients (for
example, Warp Server, Windows NT or NetWare). This standard Web server is
called the Internet Connection Server (ICS) which can display Web documents to
any HTML 3.0 compatible browser that supports tables.

It is the second component of Domino, that is the most exciting. The Domino
engine interfaces between the Notes subsystem and the Web server. This engine
translates Notes elements such as documents, forms, views and action buttons
into HTML format for a Web browser dynamically. What this means is that data
in a Notes database is viewed, modified and created using a standard Web
browser on-the-fly, and there is no need for any HTML programming whatsoever.
All of Notes strengths such as security, replication, full text searching, agents
and application development now apply to the Web site. Because creating a
Notes document is as easy as using a wordprocessor. It is now that easy to
create pages of information on the Web.

2.2.2 Electronic Mail
Notes Mail is the enterprise mail system that is built into Domino. The Notes
mail interface looks like the popular cc:Mail user interface, and offers all of the
same base functions as cc:Mail and Microsoft Mail. Notes Mail offers additional
functionality such as enterprise calendaring and scheduling, OLE 2.0 support,
platform-independent file viewers, the Personal Web Navigator, task
management, document libraries, personal journal, phone messages, and
unparalleled mobile user support. You can also access your mail on a Domino
server using a Web browser, Netscape or Microsoft Mail client.

2.2.3 Application Development
Domino is packaged with a series of application templates to help customers
rapidly develop and deploy their Domino-based applications. Application
templates include user registration management, threaded discussion and
Web-based mail access. Additionally, Lotus announced a line of Net.Apps, that
are packaged applications you can load on your Domino server. You can also
write your own Notes databases, but if you don′ t want to do that you can contact
a Lotus Business Partner who can develop an application for you. There are
also thousands of Notes and Domino applications already written. You may also
wish to subscribe to the free Lotus Solutions Now magazine which is published
quarterly. This magazine details new applications that have been developed and
are being used by other customers. For more details see http://www.lotus.com.
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2.2.4 Calendar and Scheduling
Domino now features a rich set of native calendaring and scheduling
functionality that is powerful and intuitive for end users, flexible for application
developers and scalable to even the largest enterprise. Users gain secure and
real-time look-ups of their colleagues ′ free and busy times. The new calendaring
and scheduling feature, modeled on the user interface of the award-winning
Lotus Organizer, also leverages services such as replication so users can keep
calendars synchronized while they are on the road.

2.2.5 Replication
Domino uses Notes′ robust replication facilities to synchronize mirrored sites
and distributed intranets. Replication is used to copy and merge database
information from server to server, and is also used for mobile access to Notes.
This Domino to provide services to users regardless of their location. For
example, a company can replicate its databases onto an IBM Thinkpad, which
can then be disconnected from the network or dial-up connection.

2.2.6 SMTP MTA
The Lotus Notes Message Transfer Agents (MTAs) provide reliable,
standards-based messaging backbones for SMTP networks, as well as the
Internet, by extending native protocol and directory support to the Domino
server. Unlike gateways and connectors in competitive messaging systems such
as Microsoft Exchange, the Lotus Notes MTAs are suitable for both simple and
sophisticated networks. In more sophisticated networks, the Lotus Notes MTAs
are configured to perform fault-tolerant routing so that if one communications
path fails another is automatically selected. The MTAs provide this without any
degradation of performance or fidelity that result with products that require
format translations when switching protocols. In addition, because the MTAs
reside on the Notes server, they also leverage the robust multilevel security
features of the Notes environment including end-to-end message encryption.

2.2.7 POP3 Support - Mail Support for POP3 Clients
Post Office Protocol (POP3) clients can download mail messages and may be
configured to delete or save messages following download. Domino servers′
POP3 support includes password level authentication. With this additional
capability, Domino servers now support MAPI mail clients, POP3 mail clients and
Notes clients. Some examples of these clients are Eudora and Netscape.

2.2.8 Domino.Action
Domino.Action is an architectural framework for rapidly and easily creating and
managing an extensible intranet. Domino.Action contains the site creator and
eleven template-based modules that allow a webmaster to create a functionally
rich site to which others can add content with or without third-party authoring
tools. Domino.Action employs Domino′s Web application server technology and
Lotus Notes to help you deploy your interactive, business process solutions, and
bring them to the Internet.
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2.3 Domino Server Packaging
Lotus Domino is available in four separate packages to fit different customer
needs. Each package is available on multiple operating system platforms.

2.3.1 Lotus Domino 4.5 Server Mail Access
The introduction of the Lotus Domino 4.5 server has given users the ability to
use a broader set of clients to use mail services for sending and receiving mail
from the Domino Server. Domino Mail Access allows customers using non-Notes
mail clients to access Domino 4.5 servers for mail. The Domino Mail Access
license fee entitles users to create and use the Domino Server over any of the
protocols that allow a client to access that mail file, including for example:
POP3, MAPI and HTTP.

2.3.2 Lotus Domino 4.5 Server for Single Processor
The Domino server for Single Processor machines provides Domino functionality
workgroups and departments. It extends the ability of users to conduct business
on the Web through enhancements in key areas such as messaging, scalability,
manageability and security, in addition to support of Internet standards such as
HTTP, POP3, SMTP, and Secure Sockets Layer (SSL) 2.0. Domino 4.5 also
enables developers to rapidly design business applications for both Web
browsers and Notes clients, and seamlessly integrate those applications with
existing corporate systems.

Several enhancements have been incorporated into Domino to provide you with
rich features. A complete list of enhancements to Domino 4.5 is found at the
What′s New in Notes and Domino 4.5: An Overview, located at
http://domino.lotus.com.

The enhancements provide organizations with the only server solution that can
deliver collaborative groupware applications capable of merging the power of
existing corporate systems with the open standards of the Internet and intranets.

A no charge license of Domino -- Single Processor Edition is currently shipping
across the IBM PC Server product line.

2.3.3 Lotus Domino 4.5 Server for Multi-Processor
The Domino Server for Multi-processor machines exploits symmetric
multi-processing (SMP). Multi-processor support allows more simultaneous user
sessions per server and overall increased capacity for Domino server functions
such as mail routing and replication. Domino accommodates up to
approximately 2,000 concurrent users per server running on the Intel platform.

2.3.4 Lotus Domino 4.5 Advanced Services
Lotus Domino Advanced Services is an optional capability that can be added to
the single or SMP version of the Domino 4.5 server.

The capabilities of the Domino Advanced Services are Clustering, Partitioning,
and Detailed server usage tracking and billing.

Clustering, including fail-over and load-balancing - Clustered servers include a
minimum of two and up to six interconnected servers, which allow for the
gradual increase of capacity by easily adding servers to the cluster as workload
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and user demand increase. Clusters also ensure high availability by
automatically switching to another server in the event the first server goes down.
Clustering allows customers to achieve efficient use of server resources and
better user response times. Customers can balance the workload across all
servers in the cluster by adjusting the availability threshold of each server.
Through its load balancing and fail-over capabilities, the cluster software shifts
users attempting to access a database on a loaded (busy) cluster member to a
replica on an available cluster member.

Partitioning - A single physical server can host up to six distinct Domino Servers
while still providing the same level of security and reliability as if each were
hosted on a standalone server. Detailed server usage tracking and billing is
valuable system utilization information.

2.4 Starting Your Domino Solution
Implementing a Domino solution of even one or two servers confronts the
designer with many of the issues faced in an enterprise Domino network. These
initial issues are which operating system, network protocol(s), and security
considerations should be used. We discuss each in turn, and provide
recommendations when applicable.

2.4.1 Operating System
Domino can run on a variety of operating system platforms such as Windows NT,
OS/2 Warp, several UNIX flavors including AIX, NetWare and Windows 95. This
gives you the choice to run Domino on an operating system that you and your
colleagues are familiar with. For example, if you have many NT clients, then it is
wise to install an NT Domino server. Likewise, if a you are using OS/2 Warp,
installing an OS/2 Domino server is preferred. If you have a large network of
NetWare servers and cannot afford new Domino servers, running Domino on
NetWare may be appropriate. This ensures a common environment for you to
work in.

It is then important to choose a robust, multithreaded operating system with
symmetrical multi-processor (SMP) capability. For most Domino sites, we
discourage the use of Domino running on Windows 95 servers, unless you have
a small client base and the cost to upgrade to a more robust platform is
prohibitive.

We recommend that for a new, or large scale Domino infrastructure using the
Intel platform that the Windows NT or OS/2 Warp operating system be chosen.

2.4.2 Network Protocol
Many networks today, even small LANs, are beginning to use TCP/IP as their
primary protocol. The popularity of TCP/IP is due in part to the increased
popularity of the Internet, and the many advantages TCP/IP has over existing
proprietary protocols. If TCP/IP is available on your network, it should be the first
choice for your Domino servers above all other protocols.

For many small networks, the predominant protocol used between servers and
clients was not chosen for its technical merit. In most cases the protocol was
immaterial, and people used whatever protocol came as standard with there file
and print services operating system they chose. For example, Windows NT and
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OS/2 Warp Server use the NetBIOS protocol as standard. Novell NetWare
networks use the IPX/SPX protocol.

With DOS/Windows workstations, it was very difficult to load multiple protocol
stacks on one workstation without facing memory and other issues. So most
clients had to use the same protocol for different applications. Much of this
complexity of multiple protocol stacks is now gone with Windows and OS/2
workstations. However, it is still good practice to use existing protocols used on
the network for your Domino server. This has two benefits:

• Reduces the amount of different traffic on your network.

• Ensures that any networking problems have been resolved when running file
and print services, such as issues with routers and bridges.

You must consider however that NetBIOS should only be used for small Domino
server implementations due to an inherent limitation in the driver on the OS/2
and Windows NT platforms. This limit only allows approximately 250 users per
network card on the server.

Table 1. Session Limits for Operating Systems and Protocols

TCP/IP IPX/SPX NetBIOS VINES AppleTalk X.PC

OS/2 2 0 0 0 + 1 Limited only
by server
capacity

120/2502 50 50 Up to 64
ports

Windows NT 2 0 0 0 + 1 Limited only
by server
capacity

254 Limited only
by server
capacity

Limited only
by server
capacity

Up to 64
ports

Because of the popularity of TCP/IP stemming from the Internet, here are many
advantages this protocol has over the existing proprietary protocols:

• TCP/IP is a routeable protocol, whereas NetBIOS is not. This is important if
your Domino network expands in the future to include remote sites
connected together using routers.

• TCP/IP is built on connectionless technology where information is transferred
as a sequence of datagrams, and the network doesn′ t know that there is any
connection between two computers. This makes applications less prone to
session timeouts, and provides you a more robust Domino network.

• The dynamic Web server component of Domino only uses the TCP/IP
protocol. This is because Web browsers generally require the TCP/IP
protocol. If you wish to set up a company wide Intranet you will need to use
the TCP/IP protocol in your network.

• The advanced automatic failover and workload balancing features of Domino
clustering are only available for TCP/IP clients connected to Domino servers.

1 2,000 active sessions have been tested. The actual limit is a function of the server capacity.

2 The Notes NetBIOS.dll driver is limited to approximately 120 users. The Notes IBMEENB.dll driver supports approximately 250
users. See Appendix C, “Lotus Notes NetBIOS Port Drivers” on page 163 for a discussion of these two Notes port drivers.
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2.4.3 Naming Conventions
All Domino Servers and Notes users have a hierarchical name based on the
X.500 naming standard. This naming scheme uses a tree structure that reflects
the structure of the company using Notes. For example, the following is the
hierarchical name of Joe Smith who works in the accounting department of the
XYZ organization:

Joe Smith/Accounting/XYZ

Common Name CN = Joe Smith, Organizational Unit = Accounting,
Organization = XYZ

Hierarchical names ensure name uniqueness. For small Notes networks, there is
never really a need to have multiple levels in your naming structure. Most
companies work with only the Common Name (CN) and Organization (O) level.

You will see in most small Notes networks, names with formats similar to the
following:

Jane Wilson/Acme

ServerOne/Acme

Notice how there is no organizational unit for this company Acme, whereas for
the XYZ company, Joe Smith was located under the Accounting organizational
unit. Organizational units are normally implemented if your Notes network is to
be administered at multiple locations, as it provides much tighter security.

If you are implementing an enterprise Notes network, you must do some up-front
planning to avoid any work needed to change the naming scheme in the future.
These names for servers and people are stored in the Notes Public Name and
Address book (NAMES.NSF). This is the heart of Domino security and services,
because it lists all people who have access to your Notes domain, and also the
configuration of each server. Please refer to pages 24-27 of the Lotus Notes
Release 4.5 Administrators Guide for more details on designing a hierarchical
naming scheme.

We recommend that you name users as their full name (for example, Peter
Harrison), and not cryptic UserID′s or abbreviations (for example, PHARRISO).
This is because people′s names are automatically searched when you address
Notes mail to people. You can distinguish between users of the same name in
the same location by middle initials.

Server names should be short (8 - 10 characters), and try to identify their
function and location. That way a user knows if a server is located in their own
location, or across the globe. An example server naming standard is provided:

RRRCCCNN RRR = Server Role

CCC = City Location of Domino Server

NN = Number of server

For example:

DEVRAL01  - Development Domino server in Raleigh

GENDAL02  - Second General Domino server in Dallas
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PRDSYD01 - Production Domino server in Sydney

2.4.4 Security Considerations
Lotus Domino has three primary layers of security for governing access to the
server and the associated databases on the server:

 1. Authentication

 2. Server access control lists (ACLs)

 3. Database access control lists (ACLs)

The authentication and validation process occurs whenever a Notes client,
workstation or server attempts to communicate with the Domino server.
Requests for communication could be for replication from one server to another,
or simply database access by a user. If you wish to know all aspects of Domino
security, make sure you read the redbook The Domino Defense: Security in Lotus
Notes and the Internet, SG24-4848. Some initial security issues you should
consider are:

 1. First, physically secure your Lotus Notes servers. All IBM Servers have a
power-on and privileged access password, keyboard password, mechanical
lock, selectable boot, tie-down via U-Bolt, keyboardless and displayless
operation, optional security cover, and an optional tamper evident cable kit.

 2. Ensure your servers are located in a locked, air conditioned computer room.

 3. Enable lockup passwords under OS/2, enable a simple Windows NT screen
saver with password protected enabled, or Monitor lockup password under
NetWare.

 4. Use the SET SECURE command on your Domino server. This password
protects the console so you cannot use the LOAD, TELL, EXIT, QUIT or SET
CONFIGURATION commands.

 5. If your server is providing file and print services as well as Domino, ensure
that access to the \NOTES directory and sub-directories has not been given
to file server users. This will bypass Notes security completely.

 6. Only allow access to the \NOTES directory for the Administrator user under
Windows NT.

 7. Ensure the default access for the Public Names and Address book
(NAMES.NSF) on each server is set to Author. But do not allow the user to
be able to perform the following:

a. Create documents

b. Delete documents

 c. Create personal agents

d. Create personal folders/views

e. Create shared folders/views

f. Create LotusScript agents

You can modify these to suit your needs at a later stage. Set Manager
access for Administrators.

 8. Take multiple backups of the CERT.ID and SERVER.ID files. Store backups of
these files in a very secure location. Also take a copy of these files offsite.
Remember that anyone who has access to these files has full access to your
Domino network.
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 9. If you are using Windows NT and not using file and print services on your
server, you may wish to turn off the Computer Browser service so your
server is not visible to Windows 95 or NT clients using the Network
Neighborhood program.

10. Create a group in the Name and Address book called Administrators. Add
all administrators to this group. Set the following fields in each server
document:

Figure 1. Restrictions Section of Server Document

This sets a tighter restriction on each server so that only administrators can
create new and replica copies of databases on your server.

2.4.5 Remote Access (Dial-In)
After your single site is running successfully with Domino, many customers then
introduce remote access services for their employees. They often introduce this
at a later stage so that they have given their staff sufficient time and training to
get familiar with the Notes client. The illustration in Figure 2 on page 12 allows
remote access from several different locations.
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Figure 2. Remote Stations Connected to a Single Domino Site

To allow Notes clients to connect to your server you have two options:

• Notes XPC protocol

• Use other dial-in services such as Warp Server Remote Access Services
(RAS), Microsoft RAS or the IBM 8235.

We recommend that if you only have a few remote clients that the Notes XPC
solution should be used. Remote access works better if you select a high
quality, Hayes-compatible modem with the highest industry recognized speed.
We recommend a minimum speed of 33.6 Kbps.

Connect this modem to your Domino server and activate the appropriate modem
port under Domino. If your server needs to contact other servers to replicate
databases and route mail, you should add a second modem to your server. This
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allows your server to freely contact other servers when a user is connected to
your first modem. Having only two modems connected to your server does not
present a significant CPU load.

If your users are complaining that the remote access phone line is always busy,
you will probably need to add more modems to support a larger number of
remote users. In this case we recommend that you seriously consider a remote
access service such as Warp Server RAS, Microsoft RAS or the IBM 8235. This
should be installed on dedicated server hardware.

These RAS solutions provide your remote clients with the added benefit that they
can connect to other systems on your network, such as AS/400s and RISC
servers. These remote access solutions provide callback facilities as well. The
remote access services provided by Warp Server RAS, Microsoft RAS and the
IBM 8235 all support standard protocols such as TCP/IP, NetBIOS or IPX/SPX.
These are also supported by Domino.

Customers using Windows NT or Windows 95 clients should seriously consider
Microsoft RAS because of its seamless operation with the Notes client. A
connection document can be configured in Notes that uses the underlying RAS
software. In Figure 3, we show an example location document that has been
configured to use a remote RAS server.

Figure 3. Example Location Document for RAS Connection

The Notes user simply changes their location setting under Notes when they
travel off-site. The user will then use Microsoft RAS to connect back to a remote
RAS server at the office. Users do not need to additionally start the RAS
software on their workstation (32-bit client only). For complete details on setting
up a workstation to connect to Microsoft RAS please refer to pages 410-413 of
the Lotus Notes Release 4.5 Administrators Guide. Windows 95 and NT clients
will also be able to connect to Warp Server RAS in the future. Warp Server RAS
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is currently in development which will change its existing RAS software to
support PPP clients (which means Windows 95 and NT clients also).

Note: The password shown in the server connection document of a user reveals
the user′s password. This document is saved locally on the user′s workstation
and can be viewed by anyone. Ensure that physical security steps are taken and
such sensitive information is not made available.

2.5 Your Domino Network Gets Bigger
Our example so far has shown a Domino solution located on a high-speed local
area network (LAN) including dial-in support. This Domino server, or group of
servers, could equally be located on many different LANs in a campus
environment. The key point is that clients have sufficient bandwidth to get to the
server. This means on most of today′s networks 10 Mbps Ethernet or 16 Mbps
Token-ring. Many networks are starting to implement switching technology, 100
Mbps Ethernet and Asynchronous Transfer Mode (ATM) which provide even
greater data rates between the server and the client.

As you are adding more clients to your server you may need to increase its
capacity, add more servers, or even implement clustering technology. These are
discussed in the following chapters. But, what if you do not have a high speed
link between your server and your clients? What if this link is only 56 Kbps?
The solution is replication, as discussed in 2.2.5, “Replication” on page 5.
Replication is a powerful function of Domino that allows us to replicate
databases to additional servers via WAN links or even modems through an
analog telephone system. Servers can replicate changes in databases on a
scheduled basis to multiple servers. Each server has its own replica copy of a
database or multiple databases. It is the frequency of the replication schedule
that determines how often the database(s) is kept in sync with its partners.
Electronic mail is routed between servers as well. We can see in the diagram in
Figure 4 on page 15 that our Notes network has just expanded one step towards
the enterprise.
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Figure 4. Single Domino Site Connected to Remote Domino Site

Obviously, if you don′ t have a WAN infrastructure to your remote site you will
need some sort of dial-up solution. If remote users are located at another LAN,
then another Domino server at that location is the best solution. This is because
it allows only one phone call to the remote site to transfer information for all
users, rather than each user replicating their changes individually.

2.5.1 Wide Area Networking Issues
So when exactly should you consider having remote Domino servers at other
locations? To answer this you must consider a number of factors together.
These are the speed of your WAN link, its reliability and whether any other
information travels on that link.

Most users accept that the minimum bandwidth needed for acceptable response
times for a Notes client is 14.4 Kbps. This is the link speed of an analog modem
with some form of compression. If the link is any slower than this speed, you
find that you are waiting more often for a response than doing productive work.
This is what we mean by an ″acceptable response time″.

If you have an existing Domino network, obtain a network analyzer and trace all
data to and from your server during a busy morning period. Take the busiest
period during that trace and determine the largest amount of data that went to or
from the server. The reason for this is that most digital WAN links (for example,
ISDN, frame relay, and Digital Data Service) are all full-duplex and provide an
independent channel in each direction simultaneously. The exception is for
dial-up analog (modem) links which operate in half-duplex, where the sum of the
in and out traffic should be taken. The collected data should be converted from
megabytes (MBs) to bits. From this data rate we can determine the average
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user traffic load for your company, and use this to determine if a remote Domino
server is required.

Our example is a trace of a typical network during the busiest morning period.
During that time we traced the traffic to and from our Domino server and we
found that 26 MB of data went from our server, and 16 MB of data went to our
server. We will use the larger of these two values in our calculation, because
we have a frame relay WAN link to our remote site. The trace was over a one
hour period.

 1. 

26 MB = 26 x 1024 x 1024 x 8

= 218,103,808 bits of information

We now divide this amount of information into the average bit rate per
person when 50 users were connected to our Domino server:

 2. 

Average bit rate per person = 218,103,808 / (50 x (60 x 60))

= 1211.7 bits/ second (for each user)

Note: 60 x 60 = 3,600 seconds in one hour.

We are expecting to install ten clients on the other side of a 48 Kbps link.
From our average bit rate per person we expect the average bit rate for ten
people to be:

 3. 

Average total bit rate for remote clients = 10 x 1211.7 bits/sec

= 12,116.9 bits/sec

= 11 Kbps

 4. Link speed is 48 Kbps.

 5. Since 11 Kbps < 48 Kbps = Attach users to Domino server via WAN.

Since our average link rate is less than our link speed we could consider having
these users connect back to our central Domino server via the WAN. If you
decide to do this, inform the users that they will experience slower response
times than local user access. If they do not find this an acceptable solution, then
you should consider a remote Domino server. As an alternative, you could have
your remote users replicate their most used databases to their local workstation.
For example, if a user replicates their mail database to their local machine they
can send and receive mail by using the much faster local copy. The database
will replicate to the server as a background task on a scheduled basis.

Also consider a remote Domino server if our average total bit rate in (3) was
considerably greater than the link speed (4). Remember to take several traces to
see the average amount of data to your Domino server for various days of the
week.

If you do not have any user data to draw upon, the following calculation can act
as a guide to whether or not you should install a remote Domino server:
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Remote Domino Server Requirement Formula

If n x 14 >  l i n k speed in Kbps, you should consider a remote Domino
server.

Where n = number of users at remote site.

For example, if a WAN speed was 48 Kbps and there are 100 remote clients at
the remote site, because 100 x 14 = 1400 > 48, we would recommend a Domino
server at the remote site.

If the reliability of your link is in question, or you cannot accept any user
downtime in the event of a WAN link failure, you should definitely consider a
remote Domino server.

If you have any other time-critical data which is a higher priority than your Notes
data, then seriously consider a remote Domino server. This is because, a large
number of remote users may swamp the link with data, which may affect
time-critical host communications or other services. Because Domino only
replicates data that has changed, rather than all of the data in a database, this
improves link efficiency. In other words, it reduces the need for the same data
to be retransmitted across the link for each client. Domino can also schedule
replications to occur outside of normal business hours.

A summary of link considerations is presented in Table 2:

Table 2. Summary of Link Considerations

Link Consideration Recommendation

Speed Determine from network trace the average user bit
rate. Multiply this value by the number of users you
wish to have at the remote site. Compare this value
with the WAN link speed. If greater, consider a
remote Domino server.

If no user data to go by, use approximate formula:

If the number of users = n, n * 14 Kbps > l ink
speed in Kbps, consider another Domino server at
the remote location.

Reliabil i ty Seriously consider a remote Domino server if user
downtime is totally unacceptable at the remote site.

Other Data on Link Seriously consider a remote Domino server if
mission critical data is present on the WAN link.
Especially if this data is DLC, or NetBIOS traffic.

2.5.2 Replication Schedules
As soon as we add another Domino server to a network, whether it be on a LAN,
WAN or dial-up link, we must consider the replication schedules that are used.
Replication schedules are blocks of time in which you can specify to replicate
databases, and route mail with other Domino servers.

Figure 5 on page 18 is an example of a replication schedule document from
ITSORAL01 and ITSODAL01.
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Figure 5. Example of Server Connection Document

These servers are connected via a dial-up modem. We can see that ITSORAL01
initiates the call each time, starting at 8: a.m. and finishing at 5:00 p.m. every day
repeating this process every 30 minutes. During those replication periods,
databases that are replica copies will be replicated. Mail will be routed during
this time. Note that replication will also occur if at any time five (5) normal
priority mail messages are pending on ITSORAL01. To view the details on
setting up a replication schedule please refer to pages 143-159 of the Lotus
Notes Release 4.5 Administrators Guide.

2.6 Hub-and-Spoke Network
We recommend that you use a hub-and-spoke replication scheme in your
network. You specify which server you would like as the hub, and this server
initiates all connections to the spokes as shown in Figure 6 on page 19.
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Figure 6. A Graphic Representation of a Small Hub-and-Spoke Network

A hub server is normally located at your main computer site. The many
advantages of the hub-and-spoke approach over other topologies are:

• Reduces the number of connection documents required.

• Known flow rate of new information in your network, which allows easier
problem determination if a link is has failed.

• Reduces the amount of network traffic.

• Scales well as the infrastructure grows. As new servers are added it is easy
to integrate this into the existing network (minimal amount of connection
documents).

• Allows control and planning of hub load.

As your network grows you can see where new servers fit into your organization,
and how and when information will be relayed to them. In Figure 7 on page 20,
we can see how our single example Domino site is easily expanded to include
three remote Domino sites. These remote sites could be anywhere in the
country or around the world. In addition, each remote site may support
additional sites.
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Figure 7. Hub-and-Spoke Topology Al lows Easy Expansion of a Domino Network

A Notes Hierarchical Architecture includes the following levels:

• Super Hub (level 1) - is one which communicates between large sites. These
hubs make up a backbone network for replication and mail routing.

• Regional Hub Server (level 2) - replicates with both super hubs and
application servers (regional servers). Normally, the regional hub server is
used to construct the backbone network. (An optional solution in some
infrastructures.)

• Regional Server (Application Server) - are those which directly serve users
with, for example, mail or shared database services.
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Table 3 displays a subset of three connection documents used in the example
diagram in Figure 7 on page 20. Shown in connection document examples are
two Wide Area Network (WAN) links and one dial-up link.

Table 3. Examples of Connection Documents

From Computer To Call Computer Call at Times Tasks Use Port

Hub Spoke A 11:00 a.m. Replication, Mai l
Routing

LAN0

Hub Spoke B 12:00 p.m. Replication, Mai l
Routing

LAN0

Hub Spoke C 1:00 p.m. Replication, Mai l
Routing

COM1

We can expand this to include more and more remote sites as they come online.
Chapter 3, “Sizing the IBM PC Server for Domino” on page 27 will discuss how
many spokes you can support on your hub server, and whether you should
consider installing a dedicated hub server. Many large Domino networks have
the hub server contact the spoke servers over a range of time with a specified
repeat interval.

Figure 8 shows an example of a hub server, ITSORAL01, which needs to
replicate with 10 different spoke servers every 30 minutes from from 8:00 a.m. to
5:00 p.m. every day. This is configured as 10 connection documents, one for
each spoke server.

Figure 8. Ten Connection Documents from ITSORAL01 Hub Server

By default your server loads one replicator task to perform all of these
replications.
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If you create Connection documents that schedule a hub for multiple
simultaneous or overlapping replications with different destination spoke servers
you should set up multiple replicators to handle the replication sessions
simultaneously. This makes efficient use of server resources, shortens
replication cycles and saves replication time. In our example in Figure 8 on
page 21, rather than our hub ITSORAL01 replicating with ASLRAL01 first, then
BESDAL01 second and so on until WSCMEL02, it can assign a Replica task to
replicate with each spoke simultaneously.

You should add one Replica task for every spoke server your hub will connect
too. In our example we would start 10 Replica tasks on our Domino server.

You can set this by adding more than one Replica keyword to the ServerTasks
entry in the NOTES.INI file. For example:

ServerTasks = Router,Update,Stats,AMgr,
Adminp,Event,Replica,Replica,Replica,Replica

This will start four separate Replica tasks each time your Domino server is
started.

Most of our discussion so far has pertained to Wide Area Network (WAN) links.
What if the connections to our spokes were via a single modem and not via WAN
links? In this case, adding more Replica tasks will not allow us to
simultaneously replicate with each spoke, as there can be communication with
only a single spoke at a time. We can see from our example list of connection
documents in Figure 8 on page 21 that our hub server ITSORAL01 will attempt
to replicate with ten spokes every 30 minutes but now via a modem. Our hub
server now proceeds alphabetically through the connection documents,
connecting to each spoke server one at a time, replicating and then hanging up
before proceeding to the next. At the end of 30 minutes let′s say ITSORAL01 still
needed to replicate with PRDSYD01, QSLBOS02, SENHUS01 and WSCMEL02.
The Replica task will then add the ASLRAL01 server to the list of servers it
needs to replicate with, because our connection document for ASLRAL01
specifies a repeat interval of 30 minutes. The Replica task then inspects a list of
which servers it needs to replicate with, and chooses which server is
alphabetically first. It will then replicate with ASLRAL01 again, even though it
has missed replicating with PRDSYD01, QSLBOS02, SENHUS01 and WSCMEL02.
Spoke servers that are alphabetically higher in the list will be serviced by a hub
server that is overloaded.

An overloaded hub server is one that has been scheduled more work to do than
it has time to complete. This can occur even if it has sufficient hardware
capacity.

A very useful tool to determine whether your hub server is overloaded is the
DYS analyzer. This tool shows the success rate of your replication schedules,
average and maximum delays, individual event duration plus other information.
This tool can be purchased from DYS Analytics in Newton, Mass.

There are several things you can do if your hub server is overloaded. The
quickest solution is to increase the time between replication events. For
example, if your average replication takes 12 minutes to complete, and your
replication window is only 10 minutes, then increase the time between
replications to 20 minutes. This simply means that new and updated information
will flow through your organization more slowly. This may or may not be an
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issue to your users or management. A second solution is to install a second hub
server to work in unison with your first server. The final solution is hardware,
software or telecommunication upgrades. Consider which element is worth
upgrading in your situation. You may find it prohibitive to upgrade your WAN
link speed, or you may already be using the fastest modem you can purchase. If
this is the case, then a second hub server may be the solution. You should
compare each option carefully.

In many cases, implementing a realistic replication schedule when you first
implement Domino will help you avoid many of these replication pitfalls in the
future.

2.7 Other Considerations
So far we have given an example of one or more Domino servers located on a
central site. Remote access has been provided and we have expanded our
network by multiple remote Domino servers connected together via WAN and
dial-up links. As our remote network spans several sites, we may install
dedicated replication and mail hubs for server capacity reasons. You can scale
this design to a large organization. We now outline some additional information
you should be aware of which can affect your overall design. These issues also
have an effect on what servers you select in Chapter 3, “Sizing the IBM PC
Server for Domino” on page 27.

2.7.1 The Size of Your Domain
The heart of your Domino system is the Public Names and Address Book (N&A
Book). This is a Notes database stored on each server called NAMES.NSF. The
Public N&A Book plays a dual role. On the one hand, it is a directory service that
lists all users, groups, and servers and their individual configurations (for
example, which server a user′s mail file is located in, or what people can access
a particular server). On the other hand, it provides information for servers such
as replication schedules, certificates, and mail-in databases. It is therefore
paramount that security be tightened on this database. Take some time to
become familiar with how the database is structured.

The N&A Book is replicated to all servers that are logically grouped together in a
Notes domain. Do not confuse a Notes domain with a Windows NT or Warp
Server domain, which operate independently. Your Notes domain does not have
to be restricted to one physical location. For example, your Domain may include
several Domino servers on one high-speed LAN, and several dial-up connected
Domino servers.

As the number of people in your Domain increases, so does the size of the N&A
book. To give you some examples, at the time of writing the IBMUS domain for
the United States contained approximately 86,000 documents and was 831 MB in
size. The IBMAU domain for Australia contained 1900 documents and was 19
MB in size. These Domino servers operate on the IBM SP platform. A large
domain means a large N&A Book on each server in your domain, with the
increased load of frequent searching, indexing and replication between servers.
This can dramatically increase the hardware requirements for your servers. If
you needed to connect a small remote workgroup to your corporate domain, it
too would need to contain the complete N&A Book on its server, and would
increase its hardware requirements.
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We recommend for typical networks that the N&A Book should be limited to
30,000 entries. If you are expected to use a large amount of lower cost servers
(for say many remote locations) then you should limit your domain′s size even
more, to say 10,000 N&A entries.

Breaking a domain into smaller domains will not reduce the functionality of your
Domino network. In previous versions of Notes, a single domain would reduce
the chance of a user mailing to someone with a nonexistent address. But
Domino 4.5 has a new feature called directory assistance which allows you to
search for users′ names across multiple domains.

If you decide to have multiple domains, we recommend that you break up your
domain into geographies. If you break up your domain into country geographies,
consider basing the name of your domain on the ISO Country Codes. These
codes are listed in Appendix F of the Lotus Notes Release 4.5 Administrators
Guide and give every country in the world a two letter unique name. The code
for the United States is US, Denmark DK and Greenland GL, for example.

If your company is called Acme Ltd., consider naming your domains ACME
followed by the two letter country codes. For instance, ACMEUS for the United
States, ACMEGB for Great Britain. The example Figure 9 on page 25 illustrates
the company Acme with four Notes domains.
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Figure 9. Domain Location for Example Enterprise Network

Note that ACMEUSE is the head office located in Washington, so this is where
their central hub server is located as well. This company also has a large
amount of remote staff located in different parts of Europe. These users connect
to their mail server located in London by the use of modems. Although these
users are not physically located in Great Britain, you can still name the domain
ACMEGB. The domain name is simply used to route mail to its proper
destination. The last two digits can help you identify the physical location of
your servers and domains. Whatever domain structure you decide, consider all
of the implications before you implement an enterprise Domino network.

2.7.2 Systems Management for Your Domino Network
As your Domino network grows larger and more critical to your business you will
want to know what is happening on your Domino network at all times. Effective
systems management should therefore be considered seriously.

The first thing you should implement is event monitoring, which is included with
Domino. The event server task collects events on your server and reports them
to a person, database, or server-management program. You can monitor the
following:
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• Communication events

• Mail events

• Miscellaneous events

• Replication events

• Resource events

• Security events

You can select which events you would like to monitor, and what to do when
they occur. For more details on how to set up event monitoring, please refer to
pages 441-497 of Lotus Notes Release 4.5 Administrator′s Guide.

You can also use the Windows NT Performance Monitor if your Domino servers
are running on the NT platform to monitor the performance of your servers. The
use of the NT Performance Monitor will be discussed in more detail in 4.5,
“Using the Windows NT Performance Monitor” on page 89.

You should investigate other Domino management tools, such as the TME 10
Module for Domino/Notes. This provides an added server and client agent that
provides added functionality:

• Distribute new Notes clients to remote locations.

• Monitor events, and automate responses rather than just reporting them.
For example, if a server fails, automatically restart the server. This improves
availability of your network.

• Create a policy-based management paradigm, ensuring that management
and security are consistent across your organization.

• Make administration tasks quicker than the current interface.

For more details on this TME 10 management module, please refer to Managing
a Domino/Notes Environment with TME 10 Module for Domino/Notes, SG24-2104.
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Chapter 3. Sizing the IBM PC Server for Domino

The selection of a server platform within the Notes network is not always as
easy as selecting a file server for your network. Each Domino server can
provide a variety of different functions such as mail, database, web, passthru or
combinations thereof. So depending on the type of functions on your server, and
the number of clients, you may need to have more than one server to meet your
capacity requirements. In this case, you may define particular roles for your
Domino servers, such as a mail server or a replication hub. This can help you
better identify the hardware you require.

This chapter will outline the various IBM PC Servers, and the advantages that
each model offers. Some of the roles that are given to Domino servers are
described, along with the most appropriate IBM PC Server to meet those roles.
We then use the Server.Planner tool to define exactly which server we need, and
then provide recommendations for disk space and memory, and other server
peripherals. We conclude this chapter with four Domino server sizing examples.

3.1 Which Platform Is Right
As you consider what hardware and software you will need for your Notes
network, keep in mind your goals for the full Domino deployment. For example,
initially you may decide to dedicate one server to the pilot group. Then as you
add workgroups, you might dedicate additional servers. This method might not
be efficient if workgroups do not fully utilize their server or workgroups are
geographically diverse. A better plan might be to deploy a few high-capacity
Domino servers that will serve multiple workgroups.
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Figure 10. Notes Network Diagram Example Depicting Placement of Servers by Function

Start with a picture of how your entire Domino network environment may be
viewed and then balance the requirements for various server functions and
workgroup requirements.

When implementing your pilot, be sure to implement all functional aspects of the
full Domino deployment. For example, if you decide to use Domino as your mail
system, and you need to send mail with additional mail systems, you should
investigate and implement the required gateway during the pilot to correct any
issues before the production deployment. When selecting hardware for the pilot
ensure that it has the capabilities of supporting the production environment. Too
often, first time Domino administrators implement server platforms that are
incapable of supporting production loads which results in poor performance
when the system goes live. Make your system blueprint and stick to it as you
develop and roll-out your Notes network.

We also recommend you stress test some of your Domino servers before they go
into production to ensure all load issues have been addressed. You can use a
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tool such as NoteSizr to do this testing. NoteSizr is discussed in Appendix D,
“NoteSizr Pro and WebSizr from Technovations Inc” on page 165.

As you plan for additional servers to support Domino, keep in mind that using
servers of the same type and configuration will simplify administrative tasks by
establishing a common Domino configuration and setup. Include allocating
physical space for servers in planning for your hardware needs, and plan for
growth when you allocate space. It is much easier to administer multiple servers
if they are physically located close to one another. Also consider the physical
security of Domino servers. They should be stored in a locked room with access
restricted to authorized administrators.

To assist you in determining which IBM server is best suited for your
requirements, we begin by providing specifications on each of the IBM PC
Server platforms and then examine each function that a Domino server may
carry out. To fully understand the capabilities of a particular hardware platform
in the Domino environment, you need to consider each of the functions that the
server may support in your network.

The following specifications are intended only to be used as a guideline for the
capabilities of each server. For specific information when purchasing, refer to
your local IBM reseller, the redbook IBM PC Server Selection Guide, SG24-4760,
or refer to the IBM Personal Computers home page on the Internet at
http://www.us.pc.ibm.com/servers.

3.2 IBM Model Platforms for Lotus Domino Servers
The IBM PC Server provides its worldwide customer with a reliable foundation
for their networked businesses by delivering outstanding power, scalability,
control and service. The IBM PC Server family of products helps small, medium
and large companies manage their networks-- from basic file and print
capabilities to the more advanced use of applications--anytime, anywhere.
Domino and the IBM PC Server provides its users at any-size company, an
integrated e-mail and web application server, the ability to quickly develop
secure, interactive applications for the Internet and intranet.

The following sections outline the features of the IBM PC Server product line
with focus on those specific models that were tested for this document.
Although this information was accurate at the time this writing, server hardware
is updated quite frequently to utilize emerging technologies. Please refer to the
IBM PC Server Technical Reference Guide, S83G-7936, or see the IBM PC Server
Web page at http://www.us.pc.ibm.com/servers for the latest information.
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3.2.1 IBM PC Server 310
The IBM PC Server 310 is a very inexpensive, easy-to-use, entry-level business
solution that offers everything you need to support multiple users at a very
competitive price. This mini-tower server uses a 166 MHz or 200 MHz Pentium
processor coupled to a standard 256 KB or 512 KB L2 cache respectively, that
provides solid server performance. The IBM PC Server 310 is an excellent
entry-level Domino mail or application server.

While the PC Server 310 systems are primarily designed for small businesses,
they are ideal for interconnected departmental servers to support workgroups in
medium to large businesses. Typical installations include branch office mail
servers.

Typical Domino functions are:

• Departmental mail server
• Small workgroup applications server
• Remote server
• Passthru server
• Internet/intranet server
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Figure 11. Exploded View of the IBM PC Server 310

The PC Server 310 features mini-tower packaging with the following benefits:

• 166/66 MHz and 200/66 MHz Pentium processors3

• A 256 KB or 512 KB synchronous pipeline bursting L2 write-back cache.
• 16 MB and 32 MB ECC-P memory expandable to 160 MB maximum.

Note: Recommended based memory for Domino should be a minimum of 64
MB.

• Preconfigured model with Ethernet and disk storage 2.16 GB expandable to
12.9 GB.

• A high-speed PC Server Wide Ultra SCSI PCI Adapter.
• An 8X CD-ROM drive.

3 166 or 200 MHz indicates the internal frequency on a Pentium processor.
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• A total of five bays that include two 5.25-inch half-high and three 3.5-inch slim
bays.

• Five card slots that include three PCI and ISA combination slots and two ISA
slots and PCI bus architectures to support current and emerging adapter
technologies
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3.2.2 IBM PC Server 315
The IBM PC Server 315 is an affordable server that offers everything you need to
support multiple users at a very competitive price. The IBM PC Server 315 is
excellent for small businesses with a need for a primary Domino mail server or
applications server. Typical installations include small business mail or
application servers. The PC Server can also support a medium to large business
requiring a departmental server. A small business can take advantage of either
the 200 MHz or 180 MHz Pentium Pro power and the latest in PC server
technology.

The IBM PC Server 315 mini-tower is designed to meet the network server
requirements for entry-level business networking solutions. The server contains
7 32-bit PCI slots for performance, ISA slots for low cost adapters, and device
bays that allow up to 16 GB of data storage. The PC Server 315 is designed to
handle your business needs today with technology design points to expand as
your business grows.

Typical Domino functions are:

• Departmental mail server
• Small workgroup applications server
• Remote server
• Passthru server
• Internet/intranet server

Figure 12. Exploded View of the IBM PC Server 315
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The PC Server 315 features mini-tower packaging with the following benefits:

• 180/60 MHz and 200/66 MHz Pentium Pro processors4

• 32 MB ECC memory expandable to 512 MB maximum.
• Disk storage of 2.16 GB expandable to 16 GB.
• PC Server Wide Ultra SCSI PCI Adapter can support up to 40 MB/sec data

transfer rates over the SCSI bus when using Ultra Wide SCSI hard disk
drives or 20 MB/sec using the Ultra SCSI hard disk drive. The adapter can
support up to 15 SCSI-2 devices and has two internal and one external
connectors for flexibility of device support.

• LAN-ready with a 10/100 Mbps PCI Ethernet network adapter with hard disk
models.

• Seven total adapter card slots - four PCI, a PCI/ISA combo slot, and two ISA
slots.

• Six drive bays - two 5.25-inch half high and four 3.5-inch slim high bays, can
support up to 16 GB of data storage.

• 8X CD-ROM is included.

4 180 MHz and 200 MHz indicates the internal frequency on a Pentium processor. 60 MHz and 66 MHz indicates the external
frequency.
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3.2.3 IBM PC Server 325
Whether your immediate need is for a Domino database server or Domino Mail
server, the IBM PC Server 325 gives you the power and configuration flexibility to
build the enterprise network that you need now and want for tomorrow. The IBM
PC Server 325 systems are designed primarily as entry enterprise LAN servers
to efficiently connect a large number of clients. This system is ideal for branch
office departmental mail or database servers, and mail or database servers for
medium-large branch offices.

The IBM PC Server 325 combines industry standard technologies, rugged
dependability, ease of installation and system management, plus solid server
performance, with symmetric multiprocessing (SMP) capability in a package that
offers exceptional value. This system meets the requirements of medium-large
size Domino servers.

Typical Domino functions:

• Departmental mail server
• Workgroup applications
• Departmental database server
• Remote server
• Passthru server
• Internet/intranet server
• Cluster server
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Figure 13. Exploded View of the IBM PC Server 325

The PC Server 325 features full tower packaging with the following benefits:

• One- or two-way 200 MHz Pentium Pro processors with dedicated 256 KB L2
write-back cache upgradeable to 512 KB L2.

• A total of six slots, one dedicated PCI slot and one dedicated EISA slot, four
dedicated PCI/EISA combination card slots.

• 32 MB ECC EDO DIMM memory installed in one of four DIMM sockets (three
sockets available). System memory maximum is 1 GB via four 256 MB ECC
EDO DIMM modules. Memory may be installed in any combination of 32 MB,
64 MB, 128 MB or 256 MB ECC EDO DIMM modules.

• Models ship with no hard disk or one-2.25 GB hard disk. SCSI-2 Fast/Wide
expandable to 22.5 GB via 4 x 4.51 GB slim line hard disk drives and 1 x 4.51
GB half-high hard disk drive.
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• The cd-rom is a front loading 8X, multisession, SCSI-2 interface, bootable
device that is used for quick and easy installation of network operating
systems and applications on the server.

• The IBM PC Server 325 provides a rack configuration that fits into an industry
standard 19-inch EIA compatible cabinet.

• Equipped with a Wide Ultra SCSI PCI controller that supports up to 15
devices.

Chapter 3. Sizing the IBM PC Server for Domino 37



3.2.4 IBM PC Server 330
For environments supporting large Domino applications or databases, the IBM
PC Server 330 is designed to support large amounts of internal data storage.
Industry leading expandability is available with 9-10 device bays supporting up to
31.57 GB of internal storage capacity. This includes 10 hot-swap bays, A 8X
SCSI-2 CD-ROM drive, a floppy drive and two open bays. Typical installations
include interconnected departmental mail, database servers, or Internet servers
and branch office mail or database servers.

The IBM PC Server 330 is available with PCI/EISA architecture to enable
businesses that have standardized on these architectures to migrate to the
higher-performance, industry standard Peripheral Component Interconnect (PCI)
bus, as well as to run their existing applications. This server provides
fault-tolerant solutions for mission-critical business applications either in
stand-alone or clustering environments.

Typical Domino functions:

• Large database server
• Medium-size workgroup applications
• Departmental mail server
• Internet/Intranet web server
• Cluster server
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Figure 14. Exploded View of IBM PC Server 330
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Highlights of the 330 model include:

• PCI/EISA architecture with 1 PCI, 4 EISA, and 4 shared PCI/EISA slots are
available.

• 200 MHz Pentium Pro processor systems with 256 KB and 512 KB L2 cache.
SMP processor upgrade option available. The second processor speed must
be identical to the primary processor. Mixing microprocessors of different
speeds or caches is not supported.

• SCSI Controller

− All models - Wide Ultra SCSI PCI controller with two 68-pin SCSI
connectors supporting up to 15 devices.

− RAID models - IBM PC ServeRAID SCSI Adapter supporting RAID levels
0, 1, hybrid 1, 5 supporting up to 45 devices.

• Hard Drives

− Models ship with no hard disk or 1-2.25 GB hard disk. Hot swap model
are expandable to 31.57 GB of internal storage via 6 x 4.51 GB hot-swap
slim line hard disk drives and 1 x 4.51 GB non hot-swap drive.

− Non hot-swap models are expandable to 27.06 GB of internal storage via
6 x 4.51 GB non hot-swap slim line hard disk drives.

• 32 MB of error-checking and correcting (ECC) controller with EDO DIMM
memory expandable up to 1 GB via four 256 MB ECC EDO DIMM modules.
Memory may be installed in any combination of 32 MB, 64 MB, 128 MB, or
256 MB ECC EDO DIMM modules.

• Full tower packaging that provides nine (9) bays for non hot-swap, ten (10)
bays for hot-swap models, six, seven or eight bays available (diskette drive
and CD-ROM use bays).

• The network adapter is a 10 Mbps PCI Ethernet Controller.

• The cd-rom is a front loading 8X, multisession, SCSI-2 interface, bootable
device that is used for quick and easy installation of network operating
systems and applications on the server.
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3.2.5 PC Server 704
At the high end, utilizing the power of up to four 200/66 MHz Pentium Pro
processors with 512 KB L2 cache per processor, the PC Server 704 combines
cutting-edge industry technology with superior ease of use. The PC Server 704
provides the flexibility and scalability to meet the demanding requirements of a
large Domino mail, database, or Web server. The PC Server 704 is
recommended to customers in large- to medium-sized businesses who need
very high performance, multiprocessor servers that are scalable to four
processors. Typical enterprise installations include interconnected departmental
database servers, large branch office database or application servers running
Lotus Domino, and other LAN applications where high performance,
multi-processing capability, fault tolerance, and large amounts of internal data
storage are required today, or are anticipated in the future. Typical Domino
functions:

• Enterprise mail server
• Enterprise database server
• Enterprise Internet/intranet web server
• Medium to large workgroup applications

Figure 15. Exploded View of the IBM PC Server 704
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The PC Server 704 has room to grow to support most any high-end Lotus
Domino mail or database server:

• 200 MHz Pentium Pro standard with two dual processor complexes
(unpopulated). Up to four 200/66 MHz Pentium Pro processor boards, allow
scalability of up to four-way SMP, with throughput among the highest in the
industry.

• Each Pentium Pro contains a 16 KB primary cache and a 512 KB secondary
cache, or L2 cache.

• A memory card contains sixteen SIMM sockets with 256 MB (4 x 64 MB) high
speed, 60 ns parity memory SIMMs installed as standard. Total system
memory is expandable to 2 GB by using 16 PC Server 704 128 MB Memory
Options.

• Seventeen device bays are available for internal data storage. Internal data
storage is expandable to 109.2 GB. Large-capacity configurations are
achieved inside this mechanical package. The package supports up to
twelve, 3.5-inch, half-high, hot-swap hard drives, plus an 8X CD-ROM, 1.44
MB floppy diskette drive, and three 5.25-inch half-high bays intended for
removable media devices, such as internal tape backup or CD-ROM.

• The PC Server 704 contains 10 adapter slots, 6 PCI, and 4 EISA. All slots
support 32-bit, busmaster cards. It is recommended that PCI cards be used
for critical LAN functions, such as Network Interface Cards (NICs), to obtain
optimal LAN performance.

• Two Adaptec 7880 Wide Ultra SCSI controllers are integrated on the system
board. Each controller is cabled to a separate hot-swap drive bank to enable
cost-effective RAID 1 operations through network operating system software.

3.3 Domino Servers by Function
If your Notes network grows to a very large size, it is more manageable to
dedicate certain Domino tasks per server. Limiting a few Domino tasks to a
server is like giving it a role. For example, if you specify your Domino server
should primarily support the HTTP or Web task, your Domino server takes on the
role of Web server. These Domino tasks or server roles are explained below.
Remember that these are not hard and fast specifications, but just common
server roles that many customers implement in their Domino environments.

3.3.1 Mail Servers
Mail servers are used in the Notes network to store and route mail messages
between users, servers, and Notes applications. Dedicating one or more servers
to these responsibilities provides the following:

• Easier administration of mailboxes and users. This provides for improved
auditing and simplified installation processes.

• Minimize the processor load on the server by reducing the number of
databases that need to be replicated with other servers, and by reducing the
requirement to index databases on a regular basis.

• Strategic organization of users per mail server will significantly reduce the
impact of traffic on your network. Mail traffic delivered to users on the same
server will not be routed across the network. This will also allow for
immediate mail delivery by eliminating the need to create mail delivery
schedules.
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• Provide for more specific requirement goals, such as response time. Thereby
establishing a better scalable model for expansion as usage and storage
needs increase.

Server Issues

For mail routing we have found that the first place to look for a potential
bottleneck is in the disk subsystem. Please refer to 4.6.3, “Disk Bottleneck” on
page 107 in Chapter 4, “Server Configuration and Optimization” on page 71
where we discuss how to identify server bottlenecks in your Domino server.
After reviewing the disk subsystem, if you determine that the disk resources are
adequate and the disk subsystem is properly tuned the following is a suggested
order to look at other potential bottlenecks: memory, CPU, then network
adapters.

3.3.2 Database (or Application) Servers
Database servers are used to store Notes application databases, such as
discussion, tracking, news, and online documentation databases. Customized
applications such as help desk databases, support tracking systems, and so on,
should typically be dedicated to specific servers. Notes application databases
are becoming very robust and sophisticated systems. Consequently, interaction
between numerous databases is quite common. Placement of interdependent
databases across multiple servers could produce increased stresses on the
servers and the network depending on the amount of interaction required by
applications. Dedicated servers to database tasks will provide the following
benefits:

• Enable you to group applications by their usage. This will typically reduce
replication needs, and simplify administration of both server and database
security.

• Allow you to optimize server performance for application database usage
without regard to mail usage.

• Provide for more specific requirement goals, such as response time. Thereby
establishing a better scalable model for expansion as usage and storage
needs increase.

Server Issues

Application server usage has a large impact on the CPU and disk subsystem,
more than any other Domino server function. Specifically, replication and
indexing are two of the most resource consuming tasks on a Domino server.
Both of these tasks are directly associated with application type databases. This
is because application databases are larger in size (such as the N&A book for
large domains) and are updated more frequently than other databases.

3.3.3 Web Servers
Web servers are used to display information to Web browsers. This information
may be stored as text files on the server stored in HTML format, or from Notes
databases. Any information that is seen from a Web browser should be placed
on a single server, to reduce the stresses on the server and network as
discussed in 3.3.2, “Database (or Application) Servers.” Dedicating servers to
Web tasks will provide the following benefits:
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• Allow you to tighten security on one server for both intranet use or Internet
connection. Only place databases that should be viewed by Web browsers
on this server. Especially if this server is to be browsed by Internet clients.

• Allow you to optimize server performance for web usage without regard to
mail usage. Provide for more specific requirement goals, such as response
time, thereby establishing a better scalable model for expansion as usage
and storage needs increase.

Server Issues

Web server usage is similar to application server usage in that it has a large
impact on the CPU and disk subsystem. This is due to the dynamic HTTP task
which converts information in Notes databases into HTML format and accesses
HTML documents stored on disk.

3.3.4 Remote Access Servers (RAS)
Remote Access Servers are used to provide dial-in access to Notes using a
modem. As previously discussed, we recommend you consider RAS solutions
such as Warp Server RAS, Microsoft RAS or the IBM 8235 if you have more than
a few users at a time who need to dial-in to your Notes network. If you decide to
use a Domino remote server, consider the limitation that Domino can only
support a combined total of 64 LAN and COM ports. These limitations are
dependent upon the internal design of Lotus Domino. Therefore, designing
remote servers with high-end PC Server 704 platforms will not provide additional
remote user access.

Server Issues

Utilization of serial ports produces a significant impact on CPU utilization. Due
to the slow throughput rates of serial ports, transactions being processed by the
CPU are queued for transmission. This queuing process results in prolonged
wait states for the CPU at which times no other CPU processes can occur. The
use of intelligent multiport communications adapters significantly reduces the
impact on the CPU and is therefore highly recommended.

3.3.5 Hub Servers
Hub servers are designed to be used as dedicated servers to route mail and
replicate databases to other servers within the network. This typically results in
hub servers only being used in larger Domino environments to minimize the
performance impact on production servers.

Since the typical use of hub servers within the concept of the Domino topology is
only to facilitate communications between other servers, users normally don′ t
have access to these servers (or know they exist) which eliminates the
requirements for large numbers of simultaneous connections. Therefore you
might assume that a hub server would not necessitate the need for a high-end
server platform to fulfill the requirements. This, however is typically not the
case. You must consider the fact that each hub server is required to support the
storage of all common databases and be capable of replicating these databases
to each additional server in a timely fashion. Each hub server must also be
capable of routing mail between servers ensuring that messages are delivered
within an acceptable time frame. To fulfill these requirements, each hub server
should be designed with extensive CPU and disk subsystem capabilities.

44 IBM PC Server and Lotus Domino Integration Guide 



Server Issues

Hub servers generally provide database replication and mail routing to several
other servers within the network. These servers produce heavy loads on all
components of the hardware. Generally hub servers are designed with high
capacity scalable platforms. Other suggestions:

• The system should have a fast disk subsystem for replicating and archival.

• Full-text indexing should not be allowed on these systems since index
updates degrade performance and users will not be accessing these
databases. Please refer to Chapter 4, “Server Configuration and
Optimization” on page 71 for more details on how to disable full-text
indexing on your server.

• Restrict access to the server for all users so they do not degrade
performance.

3.3.6 Passthru Servers
Passthru servers are used to provide a ″stepping-stone″ to allow users to
connect to other Domino servers without knowing all the routing steps required
to make the connection. Implementing passthru servers will provide your
remote Notes users and Domino servers access to servers within your network,
by way of dial-in or X.25 connections.

Passthru servers are also used to provide connectivity between servers or
workstations on the LAN that do not share a common protocol. For example, if a
workstation is only configured to communicate via IPX and the destination
servers only communicate via TCP/IP, a passthru server using both protocols on
one or more adapters, could allow communication between these two systems.

Since passthru servers are only employed to provide connections from one
Domino host to another, the requirements for the disk subsystem are confined to
the support of the OS and the Domino server application. This leaves the
primary concerns for passthru server designs with the CPU and network
interface. Depending on the combined number of simultaneous connections that
your remote server must support, each of the high-end IBM PC Server platforms
is appropriate.

Each passthru server is configured to specify which destination servers the
passthru server can access, and which users and servers can use that server for
passthru capabilities. This feature allows you to control the maximum number of
Notes clients and Domino servers that can utilize each passthru server at any
given time, as well as a secure environment.

Server Issues

Passthru servers are only used to provide access to other servers and Notes
services within the network. Therefore the impact to server hardware is
confined to the CPU and the network interface in that respective order. Selection
of the appropriate hardware is dependent only on the number of sessions that
need to gain access through the server.
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3.4 NotesBench Reports
Before we explain how to determine what server(s) you will need for your Notes
network, we will explain a performance testing tool called NotesBench
developed by Lotus. NotesBench enables hardware vendors to directly provide
Lotus Domino customers with Domino server capacity and performance
information on various platforms and configurations. This basically means that
all server hardware from various manufacturers is tested using a common
benchmark so that you can compare one server to another on a level playing
field. These NotesBench reports provide a great deal of information on the
capacity of a Domino server. We will use a published IBM PC Server 704
NotesBench report running Notes Server 4.11 as an example to explain what
information can be obtained from these reports.

3.4.1 Audited Information
Always make sure that you are interpreting an audited NotesBench report. This
is a report that was performed to Lotus′s standards, and so all vendors products
were tested equally.

The latest official NotesBench reports are available at:

•  http://www.lotus.com/ntsdoc96/1f6.htm,

•  http://www.us.pc.ibm.com/techlink/srvperf.html

•  http://www.pc.ibm.com/techconnect/tech/benchmark.html

3.4.2 Interpreting a NotesBench Report
NotesBench provides a workload to a test system by way of a driver. A driver
can execute one of nine NotesBench workloads. These workloads are listed in
the Table 4:

Table 4 (Page 1 of 2). NotesBench Workload Types

Workload Type Description

Replihub This workload models a replication hub server that exists to propagate
changes among a collection of other servers.

Mailhub This workload models a mail routing hub server that exists to route
messages to other servers (a ″pure″ router) and possibly to also deliver
messages to local users.

Idle This workload models users who are connected to a Domino server, but
who are not doing anything. It establishes the upper bound on the
number of sessions that a particular server configuration can support.

Mai l This workload models new Notes users who use the Domino server only
for mail communication. This type of user may only exist in an
organization for three or four months before moving on to behave more
like a MailDB Notes user.

MailDB This workload models active Notes users who use the Domino server
for performing mail and simple shared database operations.

Groupware_A This workload models ″power users″ who use the Domino server for
sending large mail messages, adding documents with attachments to
shared databases, performing full-text searches, and replicating
changes from their local workstation to the server. Currently,
Groupware_A is the most strenuous workload within the NotesBench
suite of workloads.
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Table 4 (Page 2 of 2). NotesBench Workload Types

Workload Type Description

Web Walker This workload models users who execute simple web browsing
strategies such as viewing pages.

Web Buyer This workload models users who perform more complex activities such
as entering data into a form, uploading and downloading data. This is
more of a commercial-transaction.

Calender and Scheduling This workload models various user operations within the Calendar and
Scheduling environment, such as looking up the free time of a person
or booking a room.

At the time of writing, no NotesBench reports were available that gave results for
the new Web client or Calendar and Scheduling workloads. Workloads for
server clustering are also being planned; however, at the time of writing, no
details were available on what types of simulated load this would represent.

If we look at part of the IBM 704 NotesBench report for Lotus Notes 4.11 we can
see the following:

Test Maximum NotesMark Response
Script Users (tpm) Time (sec) $/User $/NotesMark

Idle Sessions 3,123 NA NA NA NA
Mail-Only 2,050 2,697 0.546 $22.81 $17.34
MailDB 1,750 4,043 1.094 $26.72 $11.56
Replication
Hub 130 152 1.761 NA $307.60
Groupware A 300 976 0.379 $155.85 $ 47.91

We can see key values such as our server can support 2050 active Mail-Only
users, 1750 active MailDB users and 300 active Groupware_A users. The
response times are worth noting for the different types of users. This is
equivalent to the time a user would have to wait for a request. NotesBench
auditing rules allow a maximum response time of up to 5 seconds, although
most vendors and customers prefer sub-second response times.

Be aware that these results are from a server that has been operating in a test
environment which is generally running at a very high CPU utilization (a much
higher CPU utilization than you would prefer for a production server). So do not
use these values directly in your capacity planning calculations. Simply be
aware that these results are upper limits only, and that in practice the number of
supported users and hubs for your Domino server will be lower.

Referring to the NotesBench report again:
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The IBM PC Server 704 under test was configured with
two 200MHz Pentium Pro processors (512KB of L2 cache
per processor); 512MB of memory; one SCSI-2 Fast/Wide
2.14GB disk drives (non-RAID); 10 SCSI-2 Fast/Wide
2.14GB disk drives configured as a RAID-0 array.

Distributed Processing Technology (DPT) SMART RAID
IV Controller (model PM3334/UW card with model SX4030/2UW
Expansion Module and Model SM4000/16 16MB ECC SIMM);
and one Intel** EtherExpress** 10/100 PCI TX Adapter.

For these tests, a single 100Mbps Ethernet LAN segment
was used. The system under test (SUT) and the driver
systems were connected to the LAN by two Bay
Networks BayStack 201 100BaseT Hubs.

For the PC Server 704 (SUT), the following Power-on
Setup parameters were changed from their default
settings:

o IOQ Depth = 8 (default = 1)
o Outbound Posting = Enable (default = Disable)
o PCI Line Prefetch = Disable (default = Enable)
o Address Bit Permitting = Enable (default = Disable)

The following RAID controller configuration
parameter was set as shown:

o Write Policy = Writeback (default)

The IBM PC Server 704 system under test ran Microsoft
Windows NT Server Version 3.51 and Notes Server
Release 4.11. HAL.DLL in Windows NT code after application
of Service Pack 4 was replaced by the file HALMPS.DLL
from the zip-file MSHAL.ZIP downloaded from
Distributed Processing Technology′ s BBS at
(407) 830-1070.

From this configuration, decide if there are any settings that may be different in
your server configuration. Compare the speed of the processors from the server
you are considering to the one measured in the report. Maybe the operating
system you will use will not be Windows NT or maybe you wish to have more
RAM in your server. Also, note what operating system service packs have been
applied, and what network card driver levels are used. You do not have to
mimic the server that was tested, but you may find valuable configuration tips
which you can apply to your Domino server. A well written NotesBench report
will describe why the tester arrived at the optimum server configuration. This
can aid you in your server tuning as well.

You may notice that RAID-0 was used for this NotesBench test. Although this
gives better performance values, you will probably have a higher fault tolerance
level such as RAID-1 or RAID-5 in your environment. You should consider this in
your capacity calculations.

3.4.3 Determine Your Client Distribution
We have determined that the type of NotesBench workload used to test a
Domino server will have a dramatic effect on how many users you can support
on your server. You therefore need to determine what distribution of client types
you have in your company. For example, what distribution of your users fit the
Mail-Only, MailDB and Groupware_A client types. If you do not know the
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distribution of your client types, a common percentage distribution is given in
Table 5 on page 49:

Table 5. Common Client Type Distribution

Client Type Percentage Distribution

Mail-Only 20

MailDB 50

Groupware_A 30

We find that after a few weeks of using Notes, most users have advanced from
simply using a few Notes mail functions to also using several shared databases
on your server. We also find that many Notes users become very familiar with
advanced Notes functions. This explains the high percentage distribution of
Groupware_A clients (30%).

The graph in Figure 16 shows the number of NotesBench users supported on an
IBM PC Server 704 with Lotus Notes 4.11.

Figure 16. NotesBench Supported Users for 704 Server and Notes 4.11

In most Domino environments a typical user profile will change from a Mail-Only
user profile to a MailDB user profile. Therefore, we are looking at a maximum of
1,740 MailDB users for this server. If all users are very familiar and capable of
using the features of Domino, they are classified as Notes ″power-users″. This
group of users are represented as the 300 Groupware_A users in the graph. We
find that the maximum number of users that you can support on your server is
somewhere between the MailDB and Groupware_A value, depending on how
skilled your users are with Notes. The more skilled they are, the more likely
they will send large mail messages, add attachments, and perform full-text
searches. This will cause a higher load on the server, and reduce the number of
users you can support.

Compared to a real-world production server, a simulated server is running at a
much higher CPU utilization and does not have a large Public N&A book to
contend with. Therefore, our range of 300 to 1740 users for this server needs to
be reduced to a lower value of users you can support in the real-world. Many
vendors currently provide their own rule-of-thumb guidelines to do this
conversion. Most vendors use the CPU value measured in the report, and scale
the user values based on a maximum CPU utilization value of 50%. This
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provides extra capacity for tasks which are not running in the test environment
such as agents, replication and indexing of a larger Public N&A book.

These guidelines vary from vendor to vendor but all provide a degree of comfort
in their calculations so that you would feel confident that your server would
support the load that has been quoted. The solution now is to replace these
subjective guidelines with a new tool developed by Lotus called Server.Planner.
This tool allows you to enter the exact numbers of users and other requirements,
and Server.Planner will select which server will meet your requirements from a
list of servers in its database. This tool is discussed in detail in the next section.

3.5 Server.Planner
Before Lotus developed Server.Planner (pronounced Server dot Planner) there
were primarily two ways in which you could determine if your choice of server
would have sufficient capacity before it went into production. The first was to set
up a simulated environment and test the capacity of your server using your
known client distribution. For example, if you determined that 90% of your
clients are Notes power users, you would test the server with a 90%
Groupware_A NotesBench client script. These scripts could be modified to send
more mail or open more databases than the standard script. You could also
tune the server by adding more memory for example to better meet your
requirements, and test this new configuration again. This would give you a great
level of confidence that the server you have selected will support your user load
when it goes into production.

For many customers, modeling their proposed environment may be prohibitive
due to cost or time restraints. In this case, capacity information is gleaned from
the published NotesBench reports for various servers. A Notes consultant would
scale the simulated environment results into real-world results using their own
or vendor ″rule-of-thumb″ guidelines. These guidelines varied, depending on the
vendor or consultant you spoke to. The solution now is to replace these
subjective guidelines with a new tool developed by Lotus called Server.Planner.

3.5.1 Where to Get Server.Planner
Server.Planner will be available from the NotesBench Consortium web site at
http://www.notesbench.org. However, you must be a registered member of the
NotesBench Consortium. Currently, IBM along with Compaq, Digital, HP, NCR
and KMDS are members of the NotesBench consortium. All members of the
Consortium will work with Lotus to ensure data quality, as well as ensure
Server.Planner is enhanced in the future. At the time of writing we were using
the beta version of Server.Planner, obtained from the Iris web site at
http://notes.net. You will be able to download the Server.Planner and IBM
vendor database from one web site at http://www.us.pc.ibm.com/server during
the third quarter of 1997. In addition, Server.Planner will ship with the next
version of Domino. The IBM vendor database will list all of the IBM servers that
have been tested using the NotesBench testing process.
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3.5.2 Getting Started with Server.Planner
The first step is to download the Server.Planner package stored in the
compressed ZIP format to a directory on your computer. You can then unpack
the zipped file into your \NOTES\DATA directory. Also download the IBM vendor
database and store this in your \NOTES\DATA directory as well. Vendor
databases all start with the prefix ′CP′. Therefore, the IBM vendor database will
be named CPIBM.NSF. This name may change when the database is finally
posted to the IBM web site.

To start Domino Server.Planner, open the Domino Server.Planner Analyst
database (DSP.NSF). You should see the following Notes Navigator screen.

Figure 17. Domino Server.Planner Navigator Screen

We will now query the IBM vendor database to select the appropriate IBM PC
Server.

3.5.3 Query on Data
To query the information in your IBM vendor database:

 1. Click on the Query on Data graphic in the Navigator.

 2. Choose Create + Query on Data on the Menu Bar.

 3. Select the Tasks your users can perform. Select Replication Hub if your
server does database replication. Select Mail Hub if your server handles
mail. Select User Tasks if your server performs end user database
activities. You may also select a combination of any of these activities.
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 4. Enter the specific information needed for each Task.

 5. Select an acceptable end user Response Time for a new person connecting
to your server.

 6. Select the percentage of responses that fall within range. Specify how often
you want the server to provide the given response time.

 7. Select the Query Tolerance % range.

 8. Select the operating system platforms. Click the Select All button to query
on all operating systems listed.

 9. Click the Vendor Selection button to select vendor databases. Downloaded
vendor databases appear. You can query all your vendor databases or
choose a smaller set.

10. Click the Query button on the Action Bar to get results.

Figure 18 is a sample Query on Data screen for the server tasks, response time
and operating system platform.

Figure 18. Server Requirements Query on Data Screen

Figure 19 on page 53 is a sample Query on Data screen for the Mail Hub and
number of users and their distribution.
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Figure 19. Mail Hub and User Requirements Query on Data Screen

We can see from our example in Figure 18 on page 52 and Figure 19 that we
require a server which will support 700 active Notes clients and also perform the
function of mail hub to 5 spokes. We require a fast response time (less than one
second) at least 75% of the time, and would like to choose a server that will
meet this requirement within a 10% variance. The major Intel based operating
systems have been selected to run on this server such as NetWare, Windows NT
and OS/2. The standard user distribution of 20% Mail, 50% MailDB and 30%
Groupware has been entered. Once we have entered our requirements we can
proceed to query the vendor database.

3.5.4 Query Results
Domino Server.Planner presents the results of a query at the bottom of the
Query on Data form after you click the Query button.

Your results are summarized in a table containing Vendor Name, Machine ID,
Machine Description, Response Time, CPU Type Number and Platform. Given
our previous example requirements, Figure 20 shows that the IBM PC Server
330 will meet this user and mail hub requirement. Please note that these results
are from a beta version of the IBM vendor database. Results may vary with the
officially released database.

Figure 20. Results from Server.Planner
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3.5.5 Graphical Information
Server.Planner creates graphs of results when you click the Graph Responses or
Graph Costs button after you get your query results. Graphs are sorted by
Machine Name and Response Time, or Machine Name and Cost. Click the Sort
button to toggle between ascending and descending order. If you installed Lotus
Components, you can choose from many graphical formats. At the time of
writing the Lotus Components software was only available for Windows 95 and
NT.

Figure 21. Average Response Time Output of Results

Figure 22. Servers Sorted by Cost
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3.5.6 Saving Queries and Results
Click the Save Query and Results button to store both query and results in the
Server.Planner Decision Maker Database. Enter the name of your server and a
filename for the Decision Maker Database to create. Store the results of many
different queries in the same query database. Server.Planner provides specific
machine information to support your results.

3.5.7 Standardizing Your Server Hardware
Using the Server.Planner tool you can proceed to choose the appropriate server
for each location in your organization. We recommend that you limit your choice
of servers to only one or two models. For example, you may have to size all the
Domino servers for a large organization using the Server.Planner tool. You will
determine a list of perfectly sized servers, and this list may include one or more
of the following models: IBM PC Server 310, 315, 330 and 704. However, many
organizations standardize on only one or two models for several reasons:

• Increased staff knowledge in their servers by only needing education in one
or two models, rather than the complete server range.

• Allows increased on-site part inventory for those server models.

• Easier to order and install for a customer who is implementing a large
network in a short period of time.

• Easier to diagnose hardware and software related problems by implementing
a standard operating environment of particular models, network cards, BIOS
levels, RAM and disk space levels.

You can then select one or two server models which will meet the minimum load
requirement for each location. Therefore, let us suppose that you need to install
15 Domino servers and the Server.Planner tool has chosen the following number
of IBM servers:

• 4 x IBM PC Server 704

• 8 x IBM PC Server 330

• 3 x IBM PC Server 310

You may decide that the minimum server platform will be the IBM PC Server
330, and the high-end server model will be the IBM PC Server 704. This would
reduce your server selection to two server models and the added advantage is
that the three sites which would have had the 310 model have extra capacity for
the future.

Also try to standardize on the amount of RAM and disk space you have in your
servers. This may not be possible in all cases, but try to reduce the variation in
the systems you are purchasing as this has many long term advantages for an
enterprise Domino environment. (See 3.6, “Other Server Requirements and
Recommendations” on page 56 for additional information.)
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3.6 Other Server Requirements and Recommendations
Using the Server.Planner tool we can easily identify which IBM PC Server will
satisfy your Domino server requirements. There are still some important sizing
issues which we still need to quantify, and these are the amount of RAM and the
amount of disk space storage you will need. We will provide some other server
recommendations for your server to ensure high performance and smooth
operation.

3.6.1 Server RAM
The amount of random access memory (RAM) you need in your Domino server
is based on two factors. The first is a base amount of RAM to meet your
operating system requirements and general Domino operation. The second
variable component depends on how many Notes and Web clients have sessions
with your server, and other tasks your server may perform.

Use the following formula to calculate how much RAM you need in your server:

Minimum Memory Requirement

Platform RAM component + (Number of concurrent users /3) MB

The Platform RAM component is dependent on the operating system Domino is
running on. A list of the most popular Intel-based operating systems is shown in
Table 6:

Table 6. Platform RAM Requirement

Operating System Platform RAM component

Microsoft Windows NT 3.51 and 4.0 (Intel, Alpha) 64 MB or more recommended

IBM OS/2 Warp Server 4 and Warp Connect 64 MB or more recommended

Microsoft Windows 95 24 MB or more recommended

Novell NetWare 3.12 and 4.1 96 MB or more recommended

Remember that this RAM requirement only includes the operating system and
Domino running on your server. If you have any file and print services, backup
and recovery or anti-virus software running on your server you will also need to
add additional RAM to your server. Do not install small increments of RAM in
your server. If you have a requirement for 150 users on a Domino server, this
calculates to approximately 114 MB (64 MB + 150/3 MB). However, you would
not try to install exactly 114 MB of memory in your server. Choose a convenient
memory arrangement which uses the minimum amount of memory SIMMs, and
is above your calculated minimum RAM amount. This would be two SIMMs of 64
MB each, giving a total server memory of 128 MB. This algorithm is appropriate
for mail and application servers, and mail hubs. However, it is not appropriate
for replication hubs. Usually, replication hubs are heavily used but have very
few, if any, sessions open to active users. Domino provides the ability to have
multiple replicators on one server to be able to handle more concurrent
replication requests. However this requires more memory, in fact about another
4 MB per additional replicator.
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We recommend that you always use ECC RAM (Error Checking and Correcting).
All IBM PC Servers currently support this memory. This memory is less prone to
errors than normal parity memory.

3.6.2 Server Disk Space
The amount of disk space your Domino server requires can differ greatly
depending on what tasks the server needs to perform. The Domino services that
require disk space are outlined below so you can easily determine how much
disk space your server requires.

Operating System and Domino

First determine how much disk space you need for your operating system and
Domino software. Lotus recommends a value of 500 MB. This is a good initial
value for several reasons:

• It covers the minimum operating system requirements for Warp Server,
Windows NT Server and NetWare. These are the most popular Intel server
platforms.

• It gives you enough disk space in case you decide to install all of the Domino
features, now or in the future.

• Provides sufficient disk space for future enhancements such as the SMTP
MTA or Domino.Fax gateway.

Operating System Paging File

Both Windows NT and OS/2 use a paging file stored on disk which allows the
operating system to provide a virtual address space larger than the physical
RAM size. Therefore, as you run more and more applications on your server,
you will reach a point when the amount of physical RAM is exhausted. This will
not cause your programs to fail. The operating system will simply page memory
blocks between physical RAM and disk to meet the application′s needs. For
OS/2 this paging file is called SWAPPER.DAT, for Windows NT this file is called
PAGEFILE.SYS. Because accessing a disk is slower than RAM, a server′s
performance will dramatically decrease the more it has to page memory blocks
between RAM and this paging file. Therefore the more memory in your server
the better.

By default, Windows NT sets the PAGEFILE.SYS to the size of physical memory
plus 12 MB, but making it larger often resolves virtual memory shortages.

It is recommended that you make the initial size of this paging file for Windows
NT equal to the amount of memory you have in your server plus 10%. This
paging file can be smaller for Warp Server. This will be discussed in more detail
in Chapter 4, “Server Configuration and Optimization” on page 71. If we had a
smaller paging file which grows and reduces in size, the operating system has to
vary this paging file size depending upon application load. This requires more
CPU utilization than is necessary. Having a large paging file has other
advantages. It has been shown that a server will gain performance
improvements if this file is a contiguous set of disk blocks, because it reduces
the chance of the paging file becoming fragmented.

We recommend additional disk space equal to the amount of RAM in the server
+  1 0 % . Therefore a server fitted with 100 MB of RAM will need 110 MB of free
disk space to store the paging file on disk.
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Mail Users

You should add approximately 30 MB of disk space per mail user. This may
seem a very high value. However, most users when they start using Notes have
the tendency to keep a copy of all their mail correspondence. This happens with
most mail systems. Also, mail users from time to time store mail documents
with large file attachments, such as executables (EXEs) or compressed files
(ZIPs). The disk space required for a user′s mail file will also increase as they
use features such as calendar and scheduling. Providing a large amount of disk
space for mail users initially gives you plenty of time to monitor the size of
user ′s mail databases, and prepare you to add more disk space if necessary.

Application Servers

The types of application databases that can run on Domino can vary widely.
Some databases are internal ordering systems which do not grow quickly in
size, whilst others are discussion databases which are updated by many users
each day. A standard Notes database is one which grows slowly in size, whilst
a discussion type is more dynamic and has the tendency to grow quickly. We
recommend that you initially provide 30 MB per standard Notes database and
100 MB per Notes discussion database.

Mail Hubs

Mail hubs do not need as much disk space as other servers because they only
route mail. However, if a link to a remote server is unavailable and users have
sent many e-mails with large attachments, then your mail hub can quickly run
out of disk space. These mail items are temporarily stored in the MAIL.BOX
database before they are delivered to another server or user. You should
initially provide 100 MB of additional disk space for your mail hub. If you have a
very large number of users dependent on this mail hub then add additional disk
space as a precaution.

Replication Hubs

These servers need large amounts of disk space to store complete replica
copies of databases. These databases are replicated from other servers to
remote spoke servers. Determine how many application servers replicate to this
hub. If all the databases are different on each application server, then the total
amount of disk space you will need would be the total of the disk space on each
of the application servers added together. If some databases are common
across some of the application servers, then your total disk space requirement
may be lower.

Summary of Disk Space Requirements

In summary, you can use the following formulas to calculate the minimum disk
space you will need on your Domino server:
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Minimum Disk Space Requirement

• 500 MB for operating system and Domino software.

• An additional page file disk space requirement: amount of RAM + 10%.

• If application or mail server add the following disk space:

(Number mail users + Number standard databases) x 30 + Number of
discussion databases x 100 MB

• If mail hub add 100 MB of additional disk space for MAIL.BOX.

• If replication hub add up total amount of disk space on application
servers that this hub replicates with.

For example, we have a server which needs to support 100 mail users. The
server is fitted with 128 MB of RAM. There are only two discussion databases
planned for this server, and the server acts as a mail hub to a remote Domino
server.

The server would require the following disk space:

500 MB for operating system and Domino

128 MB + 128/10 MB for paging file

30 x 100 = 3000 MB for 100 mail users

2 x 100 MB for the two discussion databases

100 MB for the MAIL.BOX mail routing database

A total of 3940 MB of disk space is recommended as a minimum.

3.6.3 RAID and Drive Controllers
Many of the IBM PC Servers have RAID (Redundant Array of Inexpensive Disks)
technology as standard. This allows data to be striped across independent hard
drives, but is seen by the operating system as one large disk drive. The three
most popular levels of RAID that are used are RAID 0, RAID 1 and RAID 5. RAID
0 generally gives the highest disk performance on a server, but there is no fault
tolerance if one of the individual drives fails. RAID 1 provides excellent fault
tolerance, and is essentially disk mirroring. However, half of your disk drives
are used for fault tolerance, so if you have 20 GB of disk drives in your server,
you can only use 10 GB of storage. RAID 5 technology uses parity blocks so that
if one drive fails, the other working disk drives can rebuild the information on a
replacement hard drive. This provides you both the fault tolerance of RAID 1 but
is more efficient in use of disk space.

We recommend the following for your Domino server:

• Implement RAID 5 on all of your servers if possible. As your Domino servers
become more critical to your business, you will want the highest disk
tolerance available.

• Only use hardware controlled RAID arrays. Software controlled RAID arrays
cause additional strain on your server in terms of CPU utilization. The CPU
should be saved for Domino functions, not providing a RAID sub-system.
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• If possible, install an extra hot spare hard drive in addition to your other
RAID drives. Hot spares mounted in the array cabinet can replace failed
disks automatically, or be managed by the administrator.

• Choose the fastest hard drives. Hard drives rate the internal platter speed in
rpm (revolutions per minute). At the time of writing the most popular high
speed drives operate at 7200 rpm. The disk subsystem has larger latency
times than other components of your server so choosing the fastest drives
will give considerable performance benefits.

• Do not mix SCSI Fast with SCSI Fast/Wide drives.

• Do not mix drives that spin at different speeds.

• Do not mix drives of different sizes.

• The write-back RAID controller setting caches information before it is written
back to disk. This provides extra performance for high demand Domino web
servers. Some controllers do not have battery backups, so this data may be
lost in the event of a power failure. You should seriously consider a server
UPS (Uninterruptable Power Supply) if this setting is used.

• From the NotesBench report for your server, determine the RAID stripe size
that was used. Use this value for best results.

3.6.4 Processor
Many of the Domino functions are processor intensive. These tasks are routing
messages, indexing databases, searching databases and dynamically creating
HTML in memory to send to Web clients. Therefore, we recommend that you
purchase an IBM PC Server that is capable of symmetric multi-processor (SMP)
capability. You may not need or be able to afford the extra CPU today, but you
are providing plenty of room for growth in the future.

Domino takes advantage of extra CPUs in many ways. Some examples are
allocating multiple replicator and router tasks to different CPUs.

Domino is a highly scalable application that can take advantage of the benefits of
SMP. However, nothing within Notes needs to be tuned or configured to take
advantage of this functionality.

3.6.5 Network Card
We recommend that you purchase a high performance network card in your
server, especially if your Domino server is used by a large number of users. We
recommend the following network card and configuration for your server:

• PCI ethernet or token-ring card with full duplex capability.

• A ″brand name″ network card which will provide you with excellent service
and support, and robust network drivers for the operating system you are
using.

• For servers which will support a large number of users, consider connecting
one or two network cards into an ethernet or token-ring switch. This will
provide extra throughput into the server.
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3.6.6 Uninterruptable Power Supply
We recommend that you protect your server from data loss by connecting it to
the power supply via an Uninterruptable Power Supply (UPS). This will allow
adequate time for your server to save data from the SCSI controller and
operating system cache to disk before shutting down properly. This will reduce
the possibility of database corruption, which can result if a Domino server is not
stopped correctly. Make sure that the UPS you choose has compatible software
which will allow commands to be executed on your server in the event of a
power failure. These commands can stop the Domino server, and also perform
a backup of important databases such as the Public Name and Address book,
before the server is shutdown.

3.6.7 Disaster Recovery Software and Virus Protection
Hardly any network today exists without some sort of backup software system. It
is important that you purchase a high quality backup and recovery system which
allows you to easily and quickly restore your system in the event of a complete
operating system failure. Many companies only install software which allows
them to recover files from tape. Unfortunately, if your server crashed it could
take you quite some time to install your operating system again, and restore
your Domino server from tape. Therefore, purchase a backup and recovery
system which allows you to completely restore the operating system and
applications by a simple boot diskette process. This will enable you to get your
Domino server operational as quickly as possible.

Ensure that your backup system can back up the open files, such as the Public
Name and Address book database. This database is always open whenever
Domino is running on a server.

Domino is the center of your electronic mail and company collaboration. Users
will then use Domino to e-mail others with software which may be infected with a
computer virus. We recommend that you purchase anti-virus software which can
scan files at your workstations. Also consider anti-virus software which can scan
attachments in Notes documents for viruses.

3.7 Examples of Domino Server Selections
We now discuss four examples with several different operating systems using
the Server.Planner tool and recommendations we have just outlined. Hopefully,
these will explain more clearly how you can size your IBM PC Servers for your
Domino environment. These are examples only. You should consider your own
environmental specifics when sizing your Domino servers. Always consult with
your colleagues and management before you make your server and
configuration decisions. At the time of writing the IBM PC Servers were selected
by Server.Planner using a beta version of the IBM vendor database. You should
therefore run your own user requirements with the latest version of this
database to ensure the correct server is selected.
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3.7.1 Small Sized Domino Environment
A customer wants to install Domino for 50 users at a single location for
electronic mail and a single discussion database. There will be approximately
10 remote users who will dial in to get their mail from time to time. All of the
users are connected to an Ethernet LAN running at 10 Mbps. The users are
using OS/2 Warp clients and connect to file and print services on a Warp Server
using NetBIOS.

Figure 23. Small Sized Domino Environment

We decided that for this location our new Domino server will run on Warp Server
and use the NetBIOS protocol. This leverage the customers existing experience
with OS/2 and will not require additional protocols to be loaded at the client
workstations. The customer was not sure what types of users will be using the
Domino server, so we decided to use the standard distribution user profile of
20% Mail users, 50% MailDB and 30% Groupware_A. Entering these values into
the Server.Planner tool we found that the IBM PC Server 310 would meet their
requirement. The customer did not expect large growth in the short term and
cost constraints prohibited a more expensive server.

Using our memory formula we calculated that we would need a minimum of 64
MB of RAM. The customer was going to run backup and restore and virus
protection software so another 32 MB of RAM was required, a total of 96 MB of
RAM.

The minimum disk space requirement was determined by the following
components:

Base operating system and Domino: 500 MB

Page file requirement: 105 MB

50 user mail files: 1500 MB

One discussion database: 100 MB

Total: 2205 MB

To meet this minimum requirement, two 2.16 GB disk drives were installed in the
server. This would meet the minimum requirement, and give sufficient disk
space growth for the medium term.
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A single 33.6 Kbps Hayes modem was installed on the server to allow remote
users to dial-in to check their mail and access the discussion databases.
Remote users were educated to replicate their mail and discussion databases to
their computer ′s hard drive so they could work off-line. This was a popular
choice, because users found this much faster than viewing their mail on the
server at modem speeds. It also meant the modem was more available for
other remote users as well.

3.7.2 Medium Sized Domino Environment
Another customer wanted to use Domino to support 200 users for a new location.
They wanted their users to have electronic mail within the organization and to
the Internet as well. Their users were grouped into four organizational units
which would each require their own discussion database. There was
approximately 50 remote users who would dial into the office to get their mail.
This customer intended to use a token-ring network running at 16 Mbps. The
customer had previously used Windows NT for servers and Windows 95 for the
workstations at other locations.

Figure 24. Medium Sized Domino Environment

We decided that for this new location that our new Domino server would run on
Windows NT Server 4.0 and Windows 95 clients because the customer was
familiar with these operating systems. As this was a new site, the customer was
happy to use the TCP/IP protocol because it was the best choice technically, and
would fit with their future expansion to more Inter/Intranet tools. The customer
was not sure what types of users would be using the Domino server, so we
decided to use the standard distribution user profile of 20% Mail users, 50%
MailDB and 30% Groupware_A. The customer felt that the server might have to
support an extra 50 users in the medium term so this was added to the
requirement of 200 initial clients along with the 50 remote users. Entering these
values into the Server.Planner tool we found that the IBM PC Server 330 would
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meet their requirements. The extra CPU load for the SMTP MTA (Message
Transfer Agent) was not considered enough to increase the server ′s CPU load
significantly enough to warrant a larger server. An extra processor would be
added in the future if the server was overloaded due to a large increase in
Internet mail through the MTA, or the users were using the server for more
demanding work. The IBM PC Server 330 has the capability for an extra
processor if required.

Using our memory formula we calculated that we would need a minimum of 131
MB of RAM. The customer was going to run backup and restore and virus
protection software so another 32 MB of RAM was required. This gave us a total
of 163 MB of RAM. The customer would install two 64 MB ECC SIMMs and two 32
MB ECC SIMMs. This would give us a total server memory of 192 MB of RAM.

The minimum disk space requirement was determined by the following
components:

Base operating system and Domino: 500 MB

Page file requirement: 211 MB

250 User Mail Files: 7500 MB

Four discussion databases: 400 MB

Total: 8611 MB

To meet this minimum requirement, six 2.16 GB drives were installed with a
RAID 5 configuration. This gave an effective disk space of 10.8 GB. This would
meet the minimum requirement, and give sufficient disk space growth for the
medium term.

Because of the large number of remote users that would need to connect to the
server each day a single modem would only allow each user 28 minutes of
average connect time (24 hours x 60 minutes / 50 users). It was expected that
most users would prefer to connect to the server at the start or end of the day at
their remote locations.

The customer decided to install an IBM 8235 device with 10 modems attached.
This would give a better chance for each remote user to connect to the network
to access Domino for their electronic mail, and access other devices on the
network. More modems will be added in the future if there is sufficient demand.

3.7.3 Large Sized Domino Environment
A large customer has the requirement for a reliable and expandable electronic
mail and groupware infrastructure using Domino. They want to support
approximately 900 users at one site and another 200 users at a remote location
connected together by a 48 Kbps frame relay link. The users at both sites need
to use a variety of Notes databases. Two discussion databases, a supply
ordering database, customer tracking database, LAN helpdesk database and
travel and expenditure database, or a total of six Notes databases initially.
There was expected to be no remote users at this early stage. As users are
supplied with IBM Thinkpads to work from home and other locations, a dedicated
RAS solution was going to be installed by the customer.

The customer felt that the users at both sites would quickly use much of the
functionality of Notes because of the intensive training program that each user
was required to attend. The customer had a 10base-T Ethernet network at both
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sites, connecting back to IBM 8271 Ethernet switches. The 8271 Ethernet
switches support a 100 Mbps connection and 200 Mbps full-duplex connection.

The customer wished to use Windows NT for both their servers and client
workstations and use the TCP/IP protocol for all services. Because of the
expectation that users would be more skilled with Notes than an average Notes
user, the user profile was broken into 80% MailDB and 20% Groupware_A.
Entering these values into the Server.Planner tool we found that the IBM PC
Server 704 using two Pentium Pro processors would meet their requirements.
However, the customer felt that the number of users could grow substantially
within the next six months, possibly to 1400-1500 users for the larger site.
Therefore, it was decided to use one 704 server as a mail server, and another
704 server for an application and replication hub server. The customer felt that if
the number of users expanded in the future at the central site that a Domino
clustering solution would be implemented to ensure high availability.

The customer did not have any data as to the amount of traffic generated by
their average user. So the general WAN link speed rule was used to determine
whether the 200 users at the remote site should connect back to the main 704
servers. The calculation determined:

If n x 14 >  l i n k speed in Kbps, you should consider a remote Domino server.

Where n = number of users at remote site.

200 x 14 > 48, so we will install a remote Domino server.

Entering the value of 200 users into the Server.Planner tool we found that the
IBM PC Server 330 would meet their requirement for the remote Domino server.

Figure 25. Large Sized Domino Environment

Central Site - Mail Server

The customer was expecting to grow to 1500 users in the medium term. Using
our memory formula we calculated that we would need a minimum of 548 MB of
RAM. The customer was going to run backup and restore and virus protection
software so another 32 MB of RAM was required. This gave us a total of 580 MB
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of RAM. The customer would install four 128 MB and two 64 MB ECC SIMMs to
give a total server memory of 640 MB of RAM.

The minimum disk space requirement was determined by the following
components:

Base operating system and Domino: 500 MB

Page file requirement: 704 MB

1500 User Mail Files: 45000 MB

Disk space for MAIL.BOX 100 MB

Total: 46304 MB (approx. 45.2 GB)

Note:  The discussion and other databases are stored on the application Domino
server.

To meet this minimum requirement, two banks of six 4.5 GB Wide Ultra SCSI
7200 rpm drives were installed with a RAID 5 configuration. A total of 12 drives
in all. This gave an effective disk space of 45 GB. This would meet the
minimum requirement, and give sufficient disk space growth for the medium
term.

Two PCI 100Base-T Ethernet network cards were configured at full duplex and
connected back to an IBM 8271 Ethernet switch. This would ensure the Ethernet
network was not a bottleneck for the server.

Central Site - Application and Replication Hub Server

To minimize on the variation of server systems, the customer decided to install
the application and router hub server with 640 MB of RAM.

The minimum disk space requirement was determined by the following
components:

Base operating system and Domino: 500 MB

Page file requirement: 704 MB

Two discussion databases: 400 MB

Four standard databases: 120 MB

Disk space for MAIL.BOX: 100 MB

Total: 1824 MB

To meet this minimum requirement, six 2.16 GB Wide Ultra SCSI drives were
installed with a RAID 5 configuration. This gave an effective disk space of 10.8
GB. This was a lot more than the minimum requirement, but the customer felt
that there was no budget within the next six months to spend further capital on
extra computer hardware so the extra disk space was purchased now.

The application and replication hub server was fitted with two PCI Ethernet cards
because of the large number of users that can connect to this server.

Remote Site

The remote site was expected to support 200 users. Using our memory formula
we calculated that we would need a minimum of 115 MB of RAM. The customer
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was going to run backup and restore and virus protection software so another 32
MB of RAM was required. This gave us a total of 147 MB of RAM. The customer
would install two 64 MB ECC SIMMs and two 32 MB ECC SIMMs. This would
give us a total server memory of 192 MB of RAM.

The minimum disk space requirement was determined by the following
components:

Base operating system and Domino: 500 MB

Page file requirement: 211 MB

200 User Mail Files: 6000 MB

Two discussion databases: 400 MB

Four standard databases: 120 MB

Disk space for MAIL.BOX: 100 MB

Total: 7331 MB

To meet this minimum requirement, six 2.16 GB drives were installed with a
RAID 5 configuration. This gave an effective disk space of 10.8 GB. This would
meet the minimum requirement, and give sufficient disk space growth for the
medium term.

Other Issues

The customer decided that the replication hub server at the main site would
provide mail and be the replication hub for the organization. Therefore, as more
remote sites are installed with Domino they will replicate back to this hub server.
This would also allow maintenance to be performed on the central site mail
server after hours, and mail from the remote sites would be stored at the mail
hub until the central mail server was operational.

The replication schedule for the hub server was to contact the remote site every
hour for normal priority databases such as the discussion and supply ordering.
The hub would contact the spokes every 30 minutes for high priority databases
such as customer tracking and helpdesk. This was the standard for extra spoke
servers as they came online. This gives the hub server plenty of time to contact
many spokes if and when they are installed in the future. It also gives the Notes
administrators time to determine whether the replication schedule needs to be
changed or link speeds increased.

3.7.4 Company Intranet Environment
A large customer had the requirement for a company-wide intranet for their
organization. The company had approximately 5000 employees around the world
that had access to company resources through a worldwide TCP/IP WAN. The
intranet would be located at the company′s central computer site, which is
running on an Ethernet network with 10 Mbps connections for workstations and
100 Mbps for servers.
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Figure 26. Company Intranet Environment

At the time of writing the Server.Planner tool did not have the capability to enter
the number of web clients connected to the server. However, it was decided that
the high performance IBM PC Server 704 using two Pentium Pro processors
would meet their requirement, given previous NotesBench results and that the
customer only expected one third of their staff at a time to be accessing the
Intranet for information. This is based on distribution of staff around the world in
different time zones and the fact that information on the intranet did not need to
be accessed continually by the company′s staff.

The customer was running Windows NT for other server functions, so we decided
that for this new intranet that our new Domino server would run on Windows NT
Server 4.0.

Given that our server was expecting no more than a third of the 5000 staff
members to access it at one time, we can specify the number of active users to
be 5000/3 = 1666. Using our memory formula we calculated that we would need
a minimum of 603 MB of RAM. The customer was going to run backup and
restore and virus protection software so another 32 MB of RAM was required.
This gave us a total of 635 MB of RAM. The customer would install four 128 MB
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and two 64 MB ECC SIMMs to give us a total server memory of 640 MB of RAM.
This is more than sufficient memory for the intranet site to perform excellently.

The customer was expecting to supply information from about eight different
Notes databases. These database were currently using 5 GB of disk space.
These databases are replicated to the Domino intranet each hour from another
Domino server.

The minimum disk space requirement was determined by the following
components:

Base operating system and Domino: 500 MB

Page file requirement: 704 MB

Homepage database: 300 MB

Eight Notes databases: 5120 MB

Total: 6624 MB

Note:  We have planned for a very large homepage database of 300 MB. In
practice your homepage database would probably never get this large.

To meet this minimum requirement, six 2.16 GB drives were installed with a
RAID 5 configuration. This gave an effective disk space of 10.8 GB. This would
meet the minimum requirement, and give sufficient disk space growth for the
medium term.

Three PCI 100Base-T Ethernet network cards were configured at full duplex and
connected back to an IBM 8271 Ethernet switch. This would ensure the Ethernet
network was not a bottleneck for the server.

The customer configured this intranet as its own Notes domain. This ensured
that security could be tightened, and that the intranet would not need to support
a large N&A book. The server′s security was such that no Notes clients could
connect to this server and access Notes databases such as the N&A book from
web clients was not allowed.
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Chapter 4. Server Configuration and Optimization

How you install and configure your operating system and Domino server
software are equally important in having a high performance and reliable server.
We describe in this chapter how to configure Windows NT or OS/2 Warp for a
Domino environment based on our experience with both operating systems.

If you have followed our server selection method and chosen the appropriate
server, along with adequate memory, CPU and disk subsystem, for the majority
of cases your Domino server will be optimized and ready to face the work you
have planned for it. However user loads can change, and demands may grow
beyond anyone′s anticipation and you may find that you need to investigate
server performance in the future. This chapter discusses what Domino server
parameters you might need to tune, and concludes with using the Windows NT
Performance Monitor to help you investigate bottlenecks in your Domino server.

The following list is a summary of what tasks you should complete to install
Domino on an IBM PC Server. This list will hopefully remind you to complete all
tasks so that the installation is a smooth process:

 1. Install latest BIOS for server.

(Located at http://www.us.pc.ibm.com/listfiles.html.)

 2. Install latest SCSI card BIOS if applicable.

(Located at http://www.us.pc.ibm.com/listfiles.html.)

 3. Configure server RAID if applicable.

 4. Partition drives (for example C: and D:).

 5. Install operating system on C: drive with or without the aid of the IBM
ServerGuide utility.

 6. Install operating system service packs.

 7. Install latest driver version of network card.

 8. Test network subsystem by TCP/IP ping command or other connectivity tests.

 9. Install Domino on D: drive of server.

10. Install Domino service pack (Incremental Installers).

11. Optimize operating system for Domino by setting application responsiveness,
file system cache and size/location of the operating system paging file.

12. Optimize protocols if necessary.

13. Optimize Domino using the NOTES.INI if necessary.

14. Implement Domino security to NAMES.NSF and other databases.

15. Implement Administrator group, and set which users can create new
databases and replica copies on server.

16. Implement operating system and physical server security.

We will discuss the majority of these steps in this chapter in more detail.
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4.1 System Installation
The following section outlines how to configure your operating system, and
provides a checklist of things you should do such as applying service packs,
network card drivers and Domino service packs.

4.1.1 Disk Partition Configuration
Your operating system provides the convenience and flexibility to have various
disk partitions of different sizes and file systems. Some computer engineers
prefer to have a single partition while others seem to prefer several partitions of
various sizes. Then there is the question what file system you should use.
There are benefits to each disk partition decision; however, we recommend for
your Domino server the following disk configuration and file systems:

Table 7. Recommended Domino Disk Configuration

Volume Name Size File System Software

C: 500 MB FAT Operating System

D: Remaining Space NTFS (Windows NT)

HPFS386 (Warp Server)

Domino Software and
Databases

Having this partition and file system configuration has several advantages:

• Domino software is separated from operating system software. This logically
separates operating system from applications and data.

• If a server fails you can boot the server with a floppy diskette to try and
repair the operating system partition. You can feel reassured that your
Notes databases are on a separate partition.

Note: DOS doesn′ t understand HPFS or NTFS, so files stored on an HPFS or
NTFS volume are invisible to DOS. In the event your server fails and you
would like to have access to your HPFS or NTFS volumes as well, you should
have bootable disk available for your OS/2 or NT operating systems.

• If you cannot repair the error you can reinstall the C: partition with the
operating system quickly and easily.

• The Domino server software is located on a high performance file system
such as NT File System (NTFS) available on Windows NT or HPFS 386 (High
Performance File System) available on Warp Server. These file systems are
the most advanced file systems for large disk sub-systems.

If you have a RAID configuration we recommend that you still use a single C:
and D: partition. The RAID system can protect against a single drive failure. If
this happens then your server will still operate due to the data striping across all
drives at the hardware level. Some RAID controllers do not allow you to have a
very large D: partition. You may need to break the D: partition into multiple
smaller partitions such as a D:, E:, F: for example.

If your server does not support RAID, we recommend that you allocate one
complete disk drive for the C: partition, and allocate each other drive as a
separate partition. Some operating systems allow you to have a logical drive
spanning across multiple physical hard drives. For example the C: drive might
span across several physical drives. We advise against this because if one drive
fails you will lose all of your data. Therefore, for each non-RAID drive you have
in your server, specify a single drive volume for each physical drive.
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Figure 27. RAID 5 and Non-Raid Configuration and Disk Partit ioning

4.1.2 Operating System and Service Pack Installation
Follow the instructions that come with your operating system to install the
software on your server. You may decide to install the operating system using
the CD-ROM that comes with your operating system, or use an operating system
installation aid called ServerGuide. IBM ServerGuide provides a
semi-automated installation of OS/2, NetWare, Windows NT and SCO Unix as
well as a wealth of additional information and utilities to assist in the initial
installation tasks. We highly recommend that you consult the following redbooks
when you are installing Windows NT or Warp Server with IBM PC Servers:

• IBM PC Server and OS/2 LAN Server Integration Guide, Publication Number
SG24-4577

• IBM PC Server and Windows NT Integration Guide, Publication Number
SG24-4763

In most cases the operating system you install will have service packs which fix
known problems. At the time of writing the following web sites gave the latest
service pack information:

Warp Server

http://service2.boulder.ibm.com/pspfixpk/fppublan.html

Windows NT Server

http://www.microsoft.com/NTServerSupport/

We recommend that you install the latest service pack for your operating system
when you first install your system. You may wish to install service packs if you
encounter problems in the future which the service packs fix, but only apply
these if they solve a specific problem. We do not recommend applying service
packs as soon as they are released simply because they are available.
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4.1.3 Network Card Driver Installation
We also recommend that you download the latest driver for your network card,
whether that be Ethernet, token-ring or ATM. Many people use the drivers that
are supplied on the diskette that comes with the network card. This is fine in the
majority of cases, but since you are installing a critical server for your business
you should take the time now to determine whether there is a later version of
the driver for your network card.

The majority of IBM network card drivers are located at
http://www.networking.ibm.com/netprod.html. You will then see a list of IBM
hardware networking products. Select LAN adapters to quickly get to the list of
IBM networking adapters. You can then select your IBM network card and
download the latest driver. For non-IBM adapters check that vendor ′s Web site.

4.1.4 Domino and Service Pack Installation
After you have installed your operating system and network drivers, but before
you install Domino ensure your network protocols are working well. If you are
using the TCP/IP protocol, make sure you can ping other devices and they can
ping you. Ensure you have your TCP/IP host addressing correct so that you can
ping other devices on your network by a host name rather than a TCP/IP
address.

When you have ensured your network transport is running correctly you can
install Domino from the CD-ROM. Remember to install Domino to the D:
partition as we discussed in 4.1.1, “Disk Partition Configuration” on page 72.

When you have completed the installation of Domino you should install the latest
service packs for Domino. These are called Incremental Installers and are
downloaded from the Iris web site at http://notes.net/down.nsf/welcome. You
will need to determine what version of Domino software you are currently
running. This is found at the server console when the server first starts or you
can issue the Show Server command at the Domino command prompt. You will
also need to choose the appropriate Incremental Installer based on the operating
system your server operates on.

4.2 Operating System Optimization
You can aid the performance of your Domino server by changing various
operating system settings for Windows NT and Warp Server. We recommend
you implement these changes just after you have installed your Domino server.
Some of the following sections are taken from the Lotus Notes Knowledgebase
which provides technical information on Lotus products. The Knowledgebase
database is purchased from Lotus as a CD-ROM subscription or replicated from
Lotus.

4.2.1 Windows NT Server
Domino is supported on Windows NT Server 3.51 and 4.0. Windows NT is
designed as a server platform that primarily services file storage and retrieval
functions. This poses unique demands on an operating system. To utilize
Windows NT as a Domino server platform, the operating system must be
configured to service the unique demands of an application server.
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Specifically, there are two parameters that must be changed in order for NT to
be an effective application server. If these changes are not made, whenever the
server is invoked it will indicate that the Registry values need to be changed.
Both parameters are configurable via the Windows NT Graphical User Interface
(GUI):

Application Responsiveness

The first parameter that must be changed is the ″Foreground/Background
Responsiveness″. This parameter is configured by doing the following:

On a Windows NT 3.51 Server:

 1. Open Control Panels and select the System control panel.

 2. Click the Tasking button.

 3. Select Foreground and Background Applications Equally Responsive for the
″Foreground/Background Responsiveness″ parameter (instead of the default
of ″Best Foreground Application Response Time″).

On a Windows NT 4.0 Server:

 1. Open Control Panels and select the System control panel.

 2. Move to the Performance Panel.

 3. In the Application Performance section, slide the Boost indicator from
Maximum to None.

This setting is shown in Figure 28 on page 76.
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Figure 28. Equal Response for Foreground and Background Applications

By default, the Foreground/Background Responsiveness is set to ″Best
Foreground Application Response Time″. With this setting, applications running
on the Windows NT server would receive a priority boost if they are in the
foreground. However, it is more than likely that other windows will be in the
foreground with the Domino server task in the background (for instance, when
the administrative client is being utilized). By selecting ″Foreground and
Background Applications Equally Responsive″, the operating system does not
give priority to any one task. This will allow the Domino server to have the
same priority as any other process on the machine.

The following Registry parameter is changed from a value of two to zero:
HKEY_LOCAL_MACHINE\System\CurrentControlSet\
Control\PriorityControl\Win32PrioritySeparation.

File System Cache Size
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The second parameter that needs to be changed is the Server setting in the list
of Installed Network Software.

This parameter is configured by doing the following:

On a Windows NT 3.51 Server:

 1. Open Control Panels and select the Network icon.

 2. In the scrolling list of Installed Network Software, locate Server.

 3. Open the Server option.

 4. From the four choices, select Maximize Throughput for Network Applications
(instead of the default choice of ″Maximize Throughput for File Sharing″).

On a Windows NT 4.0 Server:

 1. Open Control Panels and select the Network Control panel.

 2. Select the Services panel.

 3. Highlight the Server icon in the list and select the Properties button.

 4. From the four choices, select Maximize Throughput for Network Applications
(instead of the default choice of ″Maximize Throughput for File Sharing″).

This setting is shown in Figure 29.

Figure 29. Set Windows NT to Application Server Role

By default, the Server parameter is set to ″Maximize Throughput for File
Sharing″. This allocates memory for an unlimited number of connections to the
server. By selecting ″Maximize Throughput for Network Applications″, memory
is still allocated for an unlimited number of connections to the server, and less
memory is set aside for cache. This results in more memory available for
servicing network throughput.

The following Registry parameter is changed from a value of one to zero:
HKEY_LOCAL_MACHINE\System\ CurrentControlSet\Control\Session
Manager\Memory Management \LargeSystemCache.

Paging File
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In the previous chapter we said that Windows NT will choose a paging file equal
to the amount of memory in your server plus 12 MB. To view the paging file
settings, on a Windows NT 4.0 Server:

 1. Open Control Panels and select the System control panel.

 2. Move to the Performance Panel.

 3. Click the Change button.

You should see a window similar to the one shown in Figure 30.

Figure 30. Virtual Memory Settings for Windows NT

We recommend you set the minimum size of your paging slightly larger than the
Windows NT recommended value equal to the amount of memory in your server
plus 10%. For example if the amount of RAM in your server is 64 MB, set the
initial size of the paging file to 71 MB. We also recommend that you move your
paging file (PAGEFILE.SYS) to the D: partition, because this will locate the file on
a higher performing file system such as NTFS rather than FAT. If you have
different drives in your server of different performance, always store the
PAGEFILE.SYS on the highest performing disk drive. The maximum value for
this file is your own preference. A value of 50% beyond the recommended value
is a good start. For example, if the recommended paging file is 100 MB then set
the maximum value to 150 MB. This is large enough to accommodate any short
term expansion and will not be too large to use up large amounts of disk space.
Windows NT will warn you if it needs to make the paging file larger. You can

78 IBM PC Server and Lotus Domino Integration Guide 



increase the maximum value of the paging file or add more memory to your
server.

4.2.2 Warp Server
Domino is supported on Warp Server 4.0. You can purchase Warp Server in two
packages, Warp Server or Warp Server Advanced. Warp Server Advanced is
recommended for supporting more than 100 active users. The key difference
between the two packages is that Warp Server Advanced includes a special,
optimized file system called HPFS386 and has a free add-on feature that support
symmetric multi-processing (SMP).

Application Responsiveness

As with Windows NT, OS/2 Warp Server will give the foreground application a
priority boost over background applications, which on a server could be other
applications apart from Domino. To set an equal priority for foreground and
background applications, edit the CONFIG.SYS file on the server and add the
following setting:

PRIORITY_DISK_IO=NO

You will need to save the CONFIG.SYS file, and shut down,and restart the server
to make this change effective.

File System Cache Size

If you are running Warp Server Advanced with the HPFS386 file system on one
partition, Warp Server detects how much memory is installed in your server, and
if the value is greater than 20 MB of RAM it will allocate 60% of your memory to
the HPFS386 file system cache. Therefore, if your server is fitted with 256 MB of
RAM, you will only have 102 MB for your operating system and Domino
requirements. Many customers are unaware of this and Domino will run poorly
as a result. As with Windows NT, you need to reduce the size of the file system
cache so Warp Server can meet the demands of an application server rather
than a file server.

You need to edit the HPFS386.INI file and change the following setting:

CacheSize = nnnn

Where nnnn is the number of kilobytes of memory HPFS386 will allocate for
cache.

If you are using Warp Server solely for Domino then choose a cache value at
10% of system memory. If your server is also performing some file serving
services you may wish to choose a cache size closer to 20% of system RAM.

Swap File

The swap file for Warp Server is called SWAPPER.DAT. By default this file is
located in the \OS2\SYSTEM directory and is initially set to 2 MB in size. If the
SWAPPER.DAT file is left at this default setting, the file system will dynamically
increase the size of this file as more virtual memory is needed. The problem
with leaving the SWAPPER.DAT file at the 2 MB default size occurs when the file
grows over non-contiguous areas on the hard drive. This will degrade the
performance of the server by interrupting data transfer when the drive heads
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move to each location. The solution is to set the initial size of of the
SWAPPER.DAT file to a larger value and move the file to the root directory of a
high performance file system. These will now be discussed.

Warp Server does not provide a recommended value for the paging file. You
can choose an initial value equal to the size of memory plus 10%; however, if
your server has a large amount of RAM it may never need to page that much
memory to disk. We suggest the initial values of the SWAPPER.DAT as shown in
Table 8.

Table 8. Suggested Initial SWAPPER.DAT Sizes

Memory in Server (RAM) SWAPPER.DAT size

less than 128 MB 64 MB

greater than 128 MB 128 MB

We also recommend that you move the location of the SWAPPER.DAT file to the
root of the D: partition, because this will locate the file on a higher performance
file system such as HPFS386.

To set the initial value and location of the SWAPPER.DAT file, edit the
CONFIG.SYS file and change the following line:

SWAPPATH=D:\ 40960 <initial size>

Therefore a SWAPPER.DAT size set to an initial size of 128 MB would have the
following line in the CONFIG.SYS file:

SWAPPATH=D:\ 40960 131072

This setting will also give a warning message at the servers console when the
disk space on the D: drive falls below 40 MB. You will need to save the
CONFIG.SYS file and shutdown and restart the server to make the change
effective.

Monitor the size of your SWAPPER.DAT file and if it increases in size when your
Domino server is running, increase its initial size by 10%.

Thread Tuning

On powerful servers with plenty of RAM you may wish to consider changing the
MAXWAIT parameter in the CONFIG.SYS from a value of 3 to 2. This parameter
sets the maximum amount of time that a thread can sit idle before OS/2 raises
its priority. Reducing MAXWAIT means that OS/2 will do more switching
between threads, which improves the smoothness of the multitasking.
Determine the response time of your server before and after this change to
determine whether the server ′s performance was improved.

4.3 Protocol Optimization
Optimization of protocols within the Notes environment really has very little to do
with the Domino server application. Instead, the issues we discuss here are

80 IBM PC Server and Lotus Domino Integration Guide 



common guidelines that should be used for any network environment regardless
of whether Notes is installed.5

4.3.1 TCP/IP
Using the TCP/IP protocol in a Notes environment has historically proven to
provide the best performance and most efficient use of network adapter
hardware. This fact is attributed directly to the nature of how TCP/IP is routed
and transmitted on the network. The use of TCP/IP on a LAN is highly
recommended, especially when implementing a geographically disperse network
using WAN links. More often than not, TCP/IP is the protocol used by routers for
communication across WAN links. By implementing your Notes environment with
the TCP/IP protocol on the LAN, the overhead associated with each router
examining and forwarding packets is reduced.

With respect to Domino, a common problem with Domino servers is when the
packet buffer size is increased by the administrator for performance or by the
installation of a new client/server application. For proper operation within
Domino, the NOTES TCP BUFFER PACKET SIZE parameter within the NOTES.INI
file must match for all servers and clients on the LAN.

4.3.2 IPX/SPX
Using the IPX/SPX protocol in local area networks has also proven to produce
very high performance results for Notes environments. However, when
communicating across wide area links, the performance is severely degraded
due to packet segmentation and server-to-server SPX traffic.

There are two types of NetWare services supported by Domino, Bindery Service
for NetWare 3.x servers and NetWare Directory Services (NDS) for NetWare 4.x
servers. The default service support when installed on an OS/2 server is NDS.
In a mixed NetWare 3.x and 4.x environment, the Domino server will first perform
a Directory Services request. If no 4.x server responds, it will then attempt a Get
Nearest Server (GNS) request. Only NetWare 4.x servers will respond to the
initial Directory Services request. Therefore, if the desire is to have the Domino
server connect to a 3.x server add the following to the NET.CFG file:

DIRECTORY SERVICES OFF

For Windows NT 3.51, Directory Services is not supported by the Windows NT
Microsoft NetWare Client. To utilize NetWare 4.x Directory Services, you will
need to disable the Microsoft NetWare Client and install the Novell NetWare
Client. Furthermore, if the Microsoft NetWare Client is being used on the
Domino NT server, both the NwLink IPX/SPX and Gateway Services for NetWare
options need to be installed. Both of these options are located on the Windows
NT CD-ROM.

5 For more information on each protocol, refer to the Notes R4.5 Network Configuration Guide.
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4.3.3 NetBIOS
Use of the NetBIOS protocol for Domino servers is hampered by a relatively low
limit on the number of active users which are supported through the Domino
NetBIOS port drivers. Both OS/2 and NT-based servers can accommodate at
most about 250 active sessions simultaneously.

For this reason, using this as the only protocol on a robust Domino server would
result in the server being under utilized. The NetBIOS limitations would be
reached long before the server would otherwise reach capacity.

Having said that, NetBIOS is still a very important protocol and many
installations will require it to be supported on the server, although usually in
conjunction with TCP/IP or sometimes even IPX/SPX.

In an OS/2 environment, if you do require NetBIOS, Domino supplies two port
drivers which are to be used. These are named NETBIOS.dll and IBMEENB.dll.
You can select one or the other, but not both. From a Domino application
standpoint, the two drivers are equivalent.

The NETBIOS.dll driver uses an interface supplied by the OS/2 LAN Requester
and therefore requires the LAN Requester to be loaded in order to use it. This
driver also limits the number of users it can support to approximately 120.

If you require more NetBIOS users, you can use the IBMEENB.dll driver. This
driver will support approximately 250 users by spreading the network load
across multiple LAN adapters. However, setup of the IBMEENB.dll driver is not
as easy because it requires that the resources in the notes.ini, protocol.ini, and
ibmlan.ini files be coordinated. The Warp Server Tuning Assistant can provide
help with this task.

If NetBIOS is required in your Notes environment, we recommend that the
NETBIOS.dll driver be used if possible. If this driver does not allow enough
users for your environment, then consider the IBMEENB.dll driver as a way to
get some more Notes NetBIOS client connectivity, although be prepared for
some additional time and effort to get it configured.

4.4 Domino Optimization
Domino installed straight out of the box is optimized for most configurations.
However, there are some tuning parameters in specialized situations which can
give your Domino server some added performance and also protect the server
from overloading. The Domino server is controlled by the values stored in the
NOTES.INI file. We recommend you take a backup of your NOTES.INI file before
you make any modifications in case your settings are not accepted by the
system. A full listing of the NOTES.INI parameters are listed in Appendix A of
the Notes R4.5 Administrators Guide.

4.4.1 Ways to Modify NOTES.INI
Before making changes to the NOTES.INI file, use the Show Configurations
server command at the console to check the existing settings. To edit the
settings in the NOTES.INI, use one of the following methods:

Using a Server Configuration document
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The Server Configuration document is a form that exist in the a Domino server
N&A book. Use a Server Configuration document to specify settings for a single
server, a group of servers, or all servers in a domain. You cannot specify all
NOTES.INI settings in a Server Configuration document. The Set/Modify
Parameter list in the Server Configuration document lists a set of default settings
that you can specify.

Using the Set Configuration server command at the console

The Set Configuration server command writes the new setting to the NOTES.INI
file. If you previously specified the setting in any Server Configuration document
that affects this server, Domino writes the new setting to the Server
Configuration document specific to the server being configured or creates a new
document if necessary.

Editing the NOTES.INI file directly in a text editor

We do not recommend directly editing the NOTES.INI file because of the
possibility of introducing errors into the file and impairing the operation of the
Domino server.

4.4.2 Server Tasks
Minimizing the number of server tasks that are run on the server, the frequency
in which they run, and the time in which they run will allow you to increase the
performance of the server. The Domino server tasks to be automatically
launched by the server are set in the NOTES.INI variables:

ServerTasks=Replica,Router,Update,Stats,AMgr,Adminp
ServerTasksAt1=Catalog,Design
ServerTasksAt2=UpdAll,Object Collect mailobj.nsf
ServerTasksAt22=Statlog

Each of these variables control the schedules for automatic server and database
maintenance tasks. The time is entered in 24-hour format, where 0 is 12:00 a.m.
and 23 is 11:00 p.m. In the example above, Catalog and Design tasks would
initiate at 1:00 a.m., and the Statlog task would initiate at 10:00 p.m.

Following are some suggestions on how to increase performance related to
Domino server tasks:

• Remove the Stats server task (installed by default). This task is installed
only for backward compatibility with Notes Release 2.x servers which had
been set up for statistics collecting and can be removed (although it takes up
very few resources). This is the server task which produces the messages:
Stats agent started and Stats agent shutdown on the server console once
each hour.

• Both the Replicator and Router tasks can be removed if they are not being
used on the server, as each of these tasks take up a fair amount of server
resources when loaded. For example, if you only have one Domino server in
your organization which is used for both applications and mail routing, you
may not need the Replicator task as you don′ t have any other servers to
replicate from (and because clients will be replicating from the Domino
server, not vice versa). Another example might be if you have a hub
replication server which never routes mail. In this case, you can remove the
Router task. Be careful with this example because, although the server
might not be used for routing mail between users, you may have some
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mail-enabled Domino database applications, in which case you will need the
Router task and should not remove it.

• Daily server tasks should be run when other server tasks are not running
and at times when few or no users are using the Domino server such as
before users begin using the server in the morning, during lunch time or
after normal working hours. This allows the maximum amount of server
resources to be available for each server task which is currently executing
and for user sessions. Examples of such server tasks are Design, Catalog,
Statlog, and customized Notes API programs that only need to be run once a
day.

4.4.3 Database Indexing
Maximize disk space used for database view indexes and minimize the effort
required to update view indexes by the Indexer server task. In general, the
fewer view indexes that the Indexer server task must update, the fewer server
resources are used by this task. You can use the NOTES.INI variable
Default_Index_Lifetime_Days to minimize the amount of effort required by the
Indexer task when updating view indexes. The Default_Index_Lifetime_Days
variable controls how long a view index is kept in a database before it is deleted
due to non-use.

For example:

Default_Index_Lifetime_Days= number of days

The default value for this variable is 45 days (unless a database designer has
specified a different lifetime in the Design - View - Attributes Index Options
dialog box). Setting this number to a lower value will reduce the number of view
indexes on a server and therefore reduce the amount of time and effort that the
Indexer server task must spend in updating view indexes.

Disable the updating of full-text indexes on a server if you do not have any
full-text indexed databases on your server (and do not intend to). The NOTES.INI
variable Update_No_Fulltext can be used to disable all full-text index updating on
the server. You may want to use this variable to disable the updating of full-text
indexes if, for example, you do not want users to create full-text indexes on their
mail files on a mail server in order to save disk space on that server (the space
which would be used for the full-text indexes) and to save the Indexer task the
time and resources of updating these full-text indexes. This is a very good
setting for mail and replication hub servers which in most circumstances do not
have any user connections.

For example:

Update_No_Fulltext=0 or 1

Setting this value to 0 causes full-text indexes to be updated each time the
Updall (a server command task) is executed and setting the value to 1 disables
all full-text indexing.
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4.4.4 Minimize the Notes Log File
Keep the Notes log file (LOG.NSF) as small as possible and minimize the amount
of database activity that is logged. Minimizing the activity of the Notes log will
help to increase server performance by minimizing the updates to the log file.

In general, you should only log Domino server activities when you are keeping
regular statistics on certain activities, trying to diagnose a problem, or track the
use of a specific resource. The following NOTES.INI variables below all apply to
logging Domino server activities and can be disabled if the results of their
logging are not being used.

For example:

Log=logfilename, log_option, not_used, days, size
Log_AgentManager=0 or 1
Log_MailRouting=0, 10, 20, 30, or 40
Log_Replication=0 or 1
Log_Sessions=0 or 1
Log_Tasks=Yes or No
Log_View_Events=0 or 1
PhoneLog=0, 1 or 2

For specific information on each of these variables refer to Appendix A in the
Notes R4.5 Administrators Guide.

4.4.5 Maximum Sessions and Session Timeouts
You may wish to set the maximum number of sessions that can run concurrently
on your server. This is configured to prevent the server overloading by a large
amount of users connecting to your server simultaneously. When a new user
attempts to logon, if the current number of sessions is greater than the value of
SERVER_MAXSESSIONS= (in the NOTES.INI), the Domino server closes the
least-recently-used session. In order for a session to be considered for closing,
it must have been inactive for at least one minute. For example, if this
parameter is set to 100, and the 101st person tries to access the Domino server,
the Domino server drops the least-used session from the server in favor of this
new session.

Important Note: Reducing the Server_MaxSessions to a specific number will not
prevent the server from allowing more than that number of concurrent active
users on the server, but will drop the sessions soon after they become inactive.
This frees up resources. Conversely, Domino will not close any session which
has been idle for less than one minute regardless of the demand on the server.

Session details are found by the following console command:

show stat net

The following is the output of the show stat net command from the console of a
Domino server:
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> show stat net

NET.TCPIP.BytesReceived = 6,677,642
NET.TCPIP.BytesSent = 9,724,217
NET.TCPIP.Sessions.Established.Incoming = 336
NET.TCPIP.Sessions.Established.Outgoing = 20
NET.TCPIP.Sessions.Limit = 65535
NET.TCPIP.Sessions.LimitMax = 65535
NET.TCPIP.Sessions.LimitMin = 10
NET.TCPIP.Sessions.Peak = 7
NET.TCPIP.Sessions.Recycled = 0
NET.TCPIP.Sessions.Recycling = 0

>� �

This server had a single network port named TCPIP. If your server has a
different port name then this is shown after the word NET. The key session
details you will want to investigate are Sessions.Established.Incoming,
Sessions.Established.Outgoing and Sessions.Peak. Note these session values
are per network port. So, if you have more than one network card in your server
you will need to add up all session values. If your server is overloaded use
these values to determine the value of the Server_MaxSessions value. The
format of the Server_MaxSessions parameter in the NOTES.INI file is:

Server_MaxSessions = number

You can also specify this setting in a Server Configuration document in the
Public Name and Address Book.

The default server session timeouts are operating system dependent for network
connections:

Table 9. Default Server Session timeouts

Operating System Session Timeout

OS/2 4 hours

Windows NT 30 minutes

NetWare 30 minutes

The default timeout for a COM port connections is 2 hours. After this time, it will
drop the Database server connection. Inactive Database server sessions do not
take up many resources on a Domino server, but it is a good idea to minimize
them anyway in order to regain the resources that they do take up. To do this,
use the following NOTES.INI variable:

Server_Session_Timeout=<minutes>

For example:

Server_Session_Timeout=45

Note:  45 minutes is the minimum recommended setting for this variable for OS/2.
Setting a lower time may cause the server to have to reopen Database server
sessions too often which can negatively affect the server′s performance as it
must reevaluate the Database server sessions as users or other servers
recommence their use of the server.
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4.4.6 Maximum Users
To protect your server from overloading, you can also set the maximum number
of users that are allowed to access a server. When you set this value and the
maximum user limit is exceeded, Notes users are prompted with the message at
their workstation as shown in Figure 31 when they try to access a database on
the server.

Figure 31. Message Box to Indicate that Maximum Users Exceeded

If the Domino server is a part of a cluster, the server state of MAXUSERS is
reached and the request is passed to another server in the cluster without the
user aware of this happening.

To set the maximum number of users set the following NOTES.INI value:

Server_MaxUsers = number

4.4.7 Maximum Mail Threads
The MailMaxThreads setting determines the maximum number of concurrent
processes that the Mail Router can create to perform its mail transfers
efficiently. The default setting is one thread per server port. Using more router
threads allows for mail to be routed more quickly because there is more than
one router thread looking in the MAIL.BOX file and distributing mail documents
at the same time instead of only one Router which routes the MAIL.BOX
messages one by one. This is especially important on mail hub servers.

While it is often desirable to route mail as quickly as possible, it is also possible
to have too many router tasks running. If you are using multiple router tasks,
you should monitor the performance and use of each of the tasks to be sure that
none of them remains idle the majority of the time, as extra router tasks can
take up significant system resources. We recommend you also temporarily
change the NOTES.INI Log_MailRouting setting to show detailed thread
information so you can gain a better understanding of task usage. The following
is the output at the server console when Log_MailRouting was set to 40. The
output has been truncated for readability.
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05/16/97 09:55:30 AM Router: Transfer to server <$LocalDelivery> is ready with 1 messages
05/16/97 09:55:31 AM Router: Starting delivery thread 000000E2
05/16/97 09:55:31 AM Router: Delivery thread 000000E2 searching for work
05/16/97 09:55:31 AM Router: Message 004C7330 delivered to Rufus Credle/ITSO from
ITSORAL01/ITSO UNID - OFB3FBB11A:4DAED790 ON85256499:004C7330 Size: 1K Time: 00:00:01 Hop Count: 1

05/16/97 09:55:31 AM Router: Idling delivery thread 000000E2
05/16/97 09:56:30 AM Router: Transfer to server <$LocalDelivery>
05/16/97 09:56:30 AM Router: Delivery thread 000000E2 searching for work
05/16/97 09:56:30 AM Router: Message 004C901D delivered to Darryl Miles/ITSO from
ITSORAL01/ITSO UNID - OFA365580C:0BE62ACE ON85256499:004C901D Size: 1K Time: 00:00:01 Hop Count: 1

05/16/97 09:56:30 AM Router: Idling delivery thread 000000E2� �

You will see from this information the usage of various threads and whether
adding more will be more effective for your server.

To change the maximum number of mail threads set the following NOTES.INI
value:

MailMaxThreads = number

You can also specify this setting in a Server Configuration document in the
Public Name and Address Book.

4.4.8 Number of Databases Cached
If your server has sufficient memory, you can improve the performance of the
server by increasing the number of databases that Domino can cache in memory
at the one time. The default is 25 or the NSF Buffer Pool Size divided by 300K,
whichever value is greater. The maximum number of databases that can be
cached in memory is approximately 2000. Monitor the ″Database.DbCache.Hits″
statistic on your server. This indicates the number of times a database open
request was satisfied by finding the database in cache. A high value indicates
database cache is working effectively. If the ratio of ″Database.DbCache.Hits″ to
″InitialDbOpen″ is low you might consider increasing NSF_DbCache_Maxentries.

To set the number of databases that a server can hold in its database cache at
one time, set the NOTES.INI value as follows:

NSF_Database_Maxentries = number

4.4.9 Multiple Replicators
In 2.5.2, “Replication Schedules” on page 17 we discussed that for a hub server
that you can load multiple replicator tasks on a hub server to save replication
time. In order to have multiple replicators running on your server you need to
increase the replicator ′s NOTES.INI value.

To set the number of Replicator tasks that can run concurrently on the server,
edit the NOTES.INI value:

Replicators = value
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4.4.10 Minimum Mail Poll Time
You can control the minimum allowable time in which Notes clients may poll for
new mail. It is possible that your Domino server resources are being overtaxed
by being constantly bombarded by requests for new mail from the Notes client
machines if users have changed their default new mail notification check time
from 15 minutes to a smaller number such as 2 or 5. You can control the
minimum frequency of these requests from the server by using the
MinNewMailPoll NOTES.INI variable. This variable determines the minimum
allowable checking time from clients regardless of the value which is specified
on the client machines. The syntax of this variable is as follows:

MinNewMailPoll= minutes

For example:

MinNewMailPoll=15

4.4.11 Memory Buffers
One of the most important memory pools in a Domino server is the NSF buffer
pool. This memory pool is used for buffering I/O transfers between the NIF
indexing functions and disk storage. The maximum size is 256 MB at the time of
writing. This memory pool size is automatically calculated by the server. To
increase the default size of the NSF buffer pool, the following value must be
changed within the NOTES.INI file:

Nsf_Buffer_Pool_Size = value in bytes

We recommend however that the NSF buffer size be allowed to take the default
value. Changing this value from the default will stop the automatic calculation of
this memory pool by the server and your server may actually perform worse.

4.5 Using the Windows NT Performance Monitor
If you are running Domino on a Windows NT server you can use a powerful tool
called the Performance Monitor. Performance Monitor is a graphical tool for
measuring the performance of your own Windows NT based computer or other
Windows NT based computers on a network. It is located in the Administrative
Tools group of both the Windows NT Workstation and Windows NT Server
products. On each computer, you can view the behavior of objects such as
processors, memory, cache, threads, and processes. Each of these objects has
an associated set of counters that provide information on such things as device
usage, queue lengths, and delays, as well as information used for throughput
and internal congestion measurements. It provides charting, alerting, and
reporting capabilities that reflect current activity along with ongoing logging.
You can also open log files at a later time for browsing and charting as though
they were reflecting current activity.

We will discuss how to use the Performance Monitor tool to help you investigate
the performance of your Domino server and look for bottlenecks if you feel your
Domino server is not performing as well as you would prefer. If you are running
Domino on an OS/2 Warp Server you can use equivalent tools such as System
Performance Monitor (SPM/2) or Netfinity.
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Note:  In our example of the Windows NT Performance Monitor tool, you will
see items such as Lotus Notes Objects and Notes Statistics. Both of these items
represents the Domino server.

4.5.1 Starting Performance Monitor
You can activate Performance Monitor by clicking on Start →  Programs →
Administrative Tools →  Performance Monitor,  or by typing PERFMON on the
command line. In either case, you will see the window shown in Figure 32.

Figure 32. Windows NT Performance Monitor

 Note 

No disk activity is monitored by Performance Monitor unless you first issue
DISKPERF -Y on the command line and reboot the server.

By enabling the disk monitoring you are placing additional loads on the
processor. We recommend that you disable this feature once you have
completed your tests. This is done by executing DISKPERF -N from the
command line.

If you do not have a Network Interface object when you start Performance
Monitor, you will need to install the SNMP Service for Windows NT. You can
do this by starting the Network program located in the Control Panel. Select
the Services folder and then click on Add. Select the SNMP Service from the
list of services to be installed.

4.5.2 Collecting Data with Perfor mance Monitor
To collect and display Performance Monitor data, you can either choose from the
View pull-down menu one of the following options, or you can click on one of the
smart icons located at the top of the Performance Monitor main panel.

The options are:

 1. Chart (smart icon )
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It graphically displays (in real-time) how the values of counters change in
response to changes in system load conditions. Two display modes are
available: line graph or histogram. Refer to 4.5.3, “Chart View” on page 91
for more details.

 2. Alert (smart icon )

This view, discussed in 4.5.4, “Alert View” on page 95, is particularly useful
for monitoring servers in a distributed environment where centralized
administration and alerts are tracked by the logging mechanism. For each
alert that you are monitoring, you have to supply a threshold value. When
the specified alert threshold value is reached, the alert is written to the
application log. You also have the option to start a corrective procedure to
perform tasks that are aimed at containing the problem that triggered the
alert.

 3. Log (smart icon )

In order to perform time-lapse analysis, real-time data is stored to disks for
retrieval later. This view is described in 4.5.5, “Log View” on page 97.

 4. Report (smart icon )

This is useful for observing numeric values of multiple counters
simultaneously and helps in deciding which counters to place in a chart.
This view, detailed in 4.5.6, “Report View” on page 100, is also useful for the
exportation of specific sets of numeric data from Performance Monitor to
applications such as Excel or Lotus 1-2-3.

4.5.3 Chart View
The chart view is displayed by selecting Chart View  from the View pull-down

menu, or clicking on smart icon  .

When a system object is selected for display, the values of the specified counter
are charted in a graphical format as shown in Figure 33 on page 92. This graph
is displayed in real-time and reflects any changes in system load. The example
in Figure 33 on page 92 shows only one object being measured, but multiple
objects can be selected for simultaneous charting.
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Figure 33. Performance Monitor - Chart View

4.5.3.1 Adding Objects to Be Monitored
From the Edit pull-down menu of the Performance Monitor, select  Add to chart ,

or click on smart icon  . To select an object to monitor, first choose an
object and a related counter (see Figure 34).

Figure 34. Adding Objects to Be Monitored

The Select Computer button ( ) to the right of the Computer: field lets you
select a remote server running Windows NT. You can then monitor components
on that machine. Figure 35 on page 93 shows an example of this window.
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Note: It may take a while to display this window while the network is checked
for other Windows NT systems.

Figure 35. Adding Objects from Remote Servers

4.5.3.2 Knowing What the Objects Are Measuring
If you click on the Expla in  >>  button, you will see a brief description of the
selected object (see Figure 36). This option is extremely useful and can usually
provide valuable information regarding the selected object.

Figure 36. Using the Explain Button to Get Details

4.5.3.3 Determining Which Objects Can Be Measured
In Figure 37 on page 94, you can see a list of objects that can be selected.
Notice that the only objects displayed are components that have been installed
in your server. For example, if you do not have the IPX protocol installed on
your system, you will not see any objects relating to this protocol.
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Figure 37. A List of Installed Objects

4.5.3.4 Choosing an Object Instance
Some objects have multiple instances. For example, a counter can have
multiple instances relating to the same measurement for different but equivalent
devices, such as multiple CPUs. This is shown in Figure 38.

Figure 38. Several Instances of the Same Object

4.5.3.5 Changing the Chart Appearance
There are various options relating to the appearance of the charts. To change
them, select Chart  from the Options pull-down menu, or click on the Options

smart icon ( ). You will see a window similar to the one in Figure 39 on
page 95.
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Figure 39. Chart Options Window

Selecting Histogram  from the Gallery box is useful for simultaneously monitoring
many instances of a given counter. With the Histogram view, you cannot see the
history of the measured objects but you will gain a feel for how they relate to
each other.

4.5.4 Alert View
Alert view is useful when you want to determine how many times a certain
occurrence takes place in relation to a certain object. Alternatively, use Alert
view if you want to take corrective action when the measured object reaches a
predetermined threshold.

To select the Alert view, click on the View  pull-down menu and then select the

Alert  option. Alternatively, you can click on smart icon  .

Figure 40 on page 96 shows the Alert view with some alerts generated for the
processor object that has exceeded the predetermined 10% utilization threshold.
Times and dates are shown in the panel, as well as the server from which the
measurement was taken.
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Figure 40. Performance Monitor - Alert View

4.5.4.1 How to Measure Objects Using Alert View
To add an object for monitoring in Alert view, click on Add to Alert  from the Edit

pull-down menu, or click on smart icon . You will see a window similar to
the one in Figure 41.

Figure 41. Adding an Alert
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4.5.4.2 How to Set Up Alerts
The procedure for adding an object to be measured in Alert view is similar to the
Chart view function, but you also have to complete the Alert If field. The steps
are as follows:

 1. Choose an object to measure.
 2. Choose the counter to measure.
 3. Choose the instance of the object to measure.
 4. Supply a numeric value in the Alert If field (see Figure 41 on page 96). This

value is the threshold upon which the alert is generated when the object
measured reaches it.

 5. You can supply an optional program or batch file name in the Run Program
on Alert field (see Figure 41 on page 96). This program or batch file is
triggered once the threshold value is reached.

4.5.5 Log View
Log view is useful for capturing and storing data to disk for analysis at a later
stage.

To select the Log view, click on the View  pull-down menu and then select the

Log  option. Alternatively, you can click on smart icon  . You will see a
panel that resembles the one in Figure 42.

Figure 42. Performance Monitor - Log View
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4.5.5.1 Selecting Objects to Be Added to the Log File
From the pull-down menu, click on Edit  then Add to Log  or click on the smart

icon . Figure 43 appears. Select each object you wish to log and click on
the Add  button. When you are finished selecting objects to log, click on the
Done  button (the Done button appears after clicking Add).

Figure 43. Adding Objects to the Log File

Other Servers

You will notice that you do not have the option to select individual counters.
You can, however, select objects from different servers by changing the
Computer field.

4.5.5.2 Starting or Stopping the Log File
Once you have selected the objects to log, you can choose the Options →  Log

or click on smart icon  . You will see a window similar to the one in
Figure 44.

Figure 44. Log Options Window

Type in a file name to save the log to. Modify the logging interval as required.

To start the logging, click on the Start Log  button.
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To stop the logging once it starts, click on Stop Log  from the Log Options
window.

Note: To create a log file, first select the objects that you want to capture data
from. If you have not selected any objects, the Start Log button shown in
Figure 44 on page 98 is grayed out.

4.5.5.3 Retrieving Data from the Log File
By default, Performance Monitor displays current data. In order to view logged
data instead you need to switch the source of data from Current to Log File.

To use the data collected in the log file, click on Options →  Data From...  from the
main window. Figure 45 appears.

Figure 45. Selecting the Source of Data

Select Log File  and type in the file name of the log you specified in 4.5.5.2,
“Starting or Stopping the Log File” on page 98.

Now, you have the ability to use the other views (Chart, Report and Alert) to view
the data you have captured. You add the objects and counters to the selected

view as before, using the  smart icon. See 4.5.3, “Chart View” on page 91,
4.5.6, “Report View” on page 100 and 4.5.4, “Alert View” on page 95 for details.

4.5.5.4 Selecting a Time Slice from the Log File to Analyze
To select a particular time frame from the log file that you want to analyze,
select Time Window  from the Edit menu. The Input Log File Timeframe window
is displayed (Figure 46).

Figure 46. Time Slice Option Window

You can use the slider bar in Figure 46 to change the time window of the data
that you are analyzing.
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4.5.5.5 Exporting the Log
Once you have displayed the log information using either the Chart, Report or
Alert views, you can export that view in text format for analysis by other
applications. The data is exported in either:

• .TSV format (tab separated variable)
• .CSV format (comma separated variable)

To export data, select File →  Export...  from the main pull-down menu bar.

4.5.6 Report View
The report view is displayed by selecting Report View  from the View pull-down

menu, or clicking on smart icon  .

Report view is useful for displaying measurements from the individual objects in
a numerical form. You can export this data for trend analysis to an application
such as Excel or Lotus 1-2-3 by choosing the Export  function from the File menu.

Figure 47. Chart Options Window

You can select multiple objects to be added in the Report view, as shown in
Figure 47. Unlike charts, there is no graphical display, but the real-time numeric
values of the objects are shown.

4.5.7 Installing Domino Statistics as a Performance Monitor Counter
You can install Domino server statistics as a counter within the Windows NT
Performance Monitor. The Performance Monitor lists all numerical Domino
server statistics, including statistics generated by add-in programs.

Type the following command from the Notes program directory on the server:

notesreg.bat <directory>

Where directory is the full path to the Notes program directory.

For example, type:
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notesreg.bat D:\notes

This will add a Lotus Notes object to the Performance Monitor program as
shown in Figure 48.

Figure 48. Lotus Notes Performance Monitor Object

When viewing the Notes statistics using the NT Performance Monitor be aware of
the following:

• Notes statistics don′ t appear as instances in the Performance Monitor until
Domino or an add-in program assigns or updates a statistic. To force this to
happen, initialize Notes statistics on the server - for example, by typing Show
Stat at the server console.

• If the Domino server or add-in program running on the server terminates
abnormally, you must stop the Performance Monitor before restarting the
Domino server or add-in program.

• You can use the Performance Monitor to view the statistics of a remote
Domino server. If the remote Domino server or add-in program running on
the server terminates abnormally and you stop the Performance Monitor but
can′ t restart the Domino server or add-in program, you may need to reboot
the remote Domino server machine.

4.6 Server Subsystems to Monitor
The critical subsystems of Domino servers are:

• CPU

• System memory

• Network subsystem

• Disk subsystem

The single resource that consumes the most time during a task′s execution is
that task′s bottleneck. Bottlenecks can occur because resources are not being
used efficiently, resources are not being used fairly, or a resource is too slow or
too small. For example, a high performance server has plenty of RAM and disk
space but the bottleneck might be a slow network speed to the server. This
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bottleneck can make the server seem slow from a user ′s perspective even if the
server has sufficient capacity. Another example is a server that has a very high
CPU utilization. The bottleneck is actually an insufficient amount of memory
which is causing high amounts of paging, which therefore affects the CPU. Be
aware that a bottleneck in your server in one area may show up in other server
systems.

Table 10 lists the key subsystems you should monitor on your Domino server
along with a brief description, and when each item can cause a server
bottleneck. These bottlenecks are discussed later in this chapter in more detail.

Table 10 (Page 1 of 3). Windows NT and Domino Subsystem Objects to Monitor

Object Counter Instance Description Bottleneck

CPU

Processor % Processor Time CPU number The % Total
Processor Time is
the average
percentage of time
that all the
processors on the
system are busy
executing non-idle
threads.

Average >  80 %
then possibly add
another CPU, or
increase speed.

System Processor Queue
Length

CPU number Processor Queue
Length is the
instantaneous
length of the
processor queue
in units of threads.
All processors use
a single queue in
which threads wait
for processor
cycles.

If number is large,
processes need to
be run, but can′ t
get enough CPU
time.

Processor Interrupts/sec CPU number Interrupts/sec is
the number of
device interrupts
the processor is
experiencing. A
device interrupts
the processor
when a task has
been completed or
when it otherwise
requires attention.
Normal thread
execution is
suspended during
interrupts.

> 1000 look for
inefficiency of
hardware I/O
devices.

System Memory

Memory Available bytes Available Bytes
displays the size
of the virtual
memory currently
on the Zeroed,
Free, and Standby
lists.

<  4  M B
consistently then
add more memory
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Table 10 (Page 2 of 3). Windows NT and Domino Subsystem Objects to Monitor

Object Counter Instance Description Bottleneck

Memory Pages/sec Pages/sec is the
number of pages
read from the disk
or written to the
disk to resolve
memory
references to
pages that were
not in memory at
the time of the
reference. This is
the sum of Pages
Input/sec and
Pages Output/sec.

Average:

> 10 warning

> 20 urgent Add
more memory

Paging File % Usage Peak \??\D:\pagefile.sys The peak usage of
the Page File
instance in
percent.

See also the
Process Page File
Bytes Peak; use to
determine size of
memory paged to
disk.

Disk subsystem

Physical Disk % Disk Time _Total Disk Time is the
percentage of
elapsed time that
the selected disk
drive is busy
servicing read or
write requests.

>  70%,  server
swapping to much
or faster disk
system needed

Network subsystem

Network Interface Bytes Total/sec The number of
bytes the server
has sent to and
received from the
network. The
value provides an
overall indication
of how busy the
server is.

>  2  Mi l l ion
bytes/sec for 16
Mbps TR.

> 1.25 Mil l ion
bytes/sec for 10
Mbps Ethernet.

Domino Server Workload

Lotus Notes Mem.Allocated Useful for
assessing the load
on a Domino
server. This is
dynamic memory
allocated as users
connect to the
server.

A consistently
high value may
indicate another
server.

Lotus Notes Server.Trans.
PerMinute

Number of
transactions that
took place in the
last minute.

When continually
high. Redistribute
the load to other
servers if this load
is high relative to
other servers.
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Table 10 (Page 3 of 3). Windows NT and Domino Subsystem Objects to Monitor

Object Counter Instance Description Bottleneck

Lotus Notes Server.Trans.
PerMinute.Peak

Peak number of
transactions that
took place in any
given minute since
the server started.

Good for
comparing to
other Domino
servers.

Lotus Notes Server.Trans.Total Total number of
transactions the
server has
serviced since it
was started.

Good for
comparing to
other Domino
servers.

There are quite a large number of things you may need to monitor on your
server to detect a performance problem. However, if you break a server into its
components the list of things you may need to monitor shown in Table 10 on
page 102 will seem less daunting. We will now explain each subsystem
individually, and also show some Performance Monitor results from a test
Domino server to aid you with your performance analysis.

4.6.1 Memory Bottlenecks
Lack of memory is by far the most common cause of serious performance
problems in computer systems. Our guideline discussed in 3.6.1, “Server RAM”
on page 56 is a good starting point for the minimum amount of RAM you should
use in your server. However, if more users simultaneously connect to your
server than you have planned then the amount of RAM in your server may not
be enough. To handle this lack of memory the system starts paging. The
performance of your server will decrease, because physical disk access takes
much longer than memory access. Your Notes and Web clients will see this
bottleneck at the server as slower response times.

The counter ″Memory - Available Bytes″ displays the amount of free virtual
memory. If this counter stays consistently below 4 MB on your Domino server,
paging is occurring and performance is less than optimal.

The Performance Monitor counter ″Memory - Pages/sec″ is the number of pages
read from the disk or written to the disk to resolve memory references to pages
that were not in memory at the time of the reference. As a rule, you can assume
that if the average of this counter is consistently greater than 10, then memory is
probably becoming a bottleneck in the system. Once this counter starts to
average consistently at 20 or above, performance is significantly degraded and
disk thrashing is probably occurring.

If ″Memory - Pages/sec″ is increasing, yet ″Memory - Available bytes″ is not
decreasing then you may actually not have a memory bottleneck. The ″Memory
- Pages/sec″ counter also increases for each non-cached read from disk, so
access to some databases may make this counter less useful.

With Windows NT 4.0 you can use the Task Manager to get the amount of
memory being used by each task. Simply right click on the task bar and choose
Task Manager. This can give us information whether there are any tasks using
more memory than we expect. We can possibly stop these tasks or add more
memory.
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Figure 49. Windows NT Task Manager

If you decide you need to add more memory to your Domino server, you can use
the following guide to determine how much memory to add:

Approximate Memory to Add Formula

″Paging File % Usage Peak″ x Paging File size (on disk) = amount of RAM
needed

For example, if your page file is 100 MB and the ″Paging File % Usage Peak″ is
20%, then you would need approximately 20 MB of additional RAM to have a
system that does minimal paging. We recommend that if you add additional
memory that you also investigate if you can add more secondary cache memory
as well.

At the server console enter the command:

show stat mem.availability

This will give Domino′s general assessment of free memory available: Painful,
Normal or Plentiful. Add more memory if the assessment is anything other than
Plentiful.
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4.6.2 Processor Bottlenecks
The CPU of a server is the most demanded resource on a Domino server. This
is quite different than file servers which are more disk intensive. So if your
server has enough memory then the CPU is released from the great burden of
memory paging (discussed in the previous section).

If the ″Processor - % Processor Time″ counter consistently registers (averages)
above 80%, the processor may be the bottleneck. If this occurs you should
determine what task is using the CPU. You can use the Performance Monitor or
Task Manager to do this. You can tell if the CPU activity is due to applications
or to servicing hardware interrupts by monitoring ″Processor - Interrupts/sec.″
This is the number of device interrupts the processor is experiencing. A value
over 1000 should cause you to look at the efficiency of hardware I/O devices
such as the disk controllers and network cards. If, for example, an inappropriate
ISA LAN adapter is used in a server this could result in a large interrupt value,
and would therefore be the bottleneck in the system.

Another important metric is ″System Processor Queue Length″. This is a
measure of how many threads are in the queue, waiting to be executed. If this
number is small, this indicates the processor is able to keep up with demands.
If this number is large, this indicates that you have processes which are waiting
to run but can′ t get enough CPU time. This is a good indication that you have a
processor bottleneck.

Monitor the Domino task ″Server.Trans.PerMinute″. This value is only calculated
once per minute. If this value rises when the CPU rises then you can determine
whether Domino is the primary CPU load. Also Monitor the
″Server.Trans.PerMinute″ peak value as well. You can then determine whether
your server is consistently overloaded or this is merely a short term peak.

You can also set the Server_Show_Performance=1 in the NOTES.INI file. This
will display on the server′s console every minute the Transactions/minute value,
and the number of users connected. Change this value back to zero to turn off
console performance monitoring.

What can you do if your CPU seems to be the bottleneck in your server? The
most efficient way to overcome this bottleneck is to add another CPU if your
server has SMP capability. If you read through our server sizing chapters then
you will have noticed that we recommended you purchase an SMP capable
server, even if you did not require it initially. If your CPU is the bottleneck in
your server, you can now reap the benefits of your initial decision and add
another CPU in your server.

Another choice you have to reduce CPU load is to move certain Domino tasks to
another server. If your server is both a mail and application server, you may
need to consider having two servers providing these Domino services, or
consider implementing a clustering solution as discussed in Chapter 5, “Lotus
Domino Clustering” on page 119.
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4.6.3 Disk Bottleneck
Since hard disks are mechanical devices and therefore one of the slowest
devices in the system, a bottleneck here can be very costly in terms of system
performance. The metric to track in the disk subsystem is the percent of time
that the disk(s) is being utilized. The timer, ″Physical Disk - % Disk Time″ shows
you the overall disk utilization for a specific instance of a hard disk (or one
array). This can be further analyzed in terms of the read percentage (% Read
time), and the write percentage (%Write time).

Remember that one bottleneck can show up in other areas. If you discover a
disk bottleneck, the first thing you need to determine is whether it′s really more
memory that you need. If you are short on memory, you will see the lost
performance reflected as a disk bottleneck.

If the ″Physical Disk object′s % Disk Time″ counter consistently registers above
70%, the physical disk is the bottleneck. This counter is the percentage of
elapsed time that the selected disk drive is busy servicing read or write
requests, including time waiting in the disk driver queue. You can check that
paging is not causing a disk bottleneck by the following formula:

Excessive Paging Calculation Formula

% disk time used for paging = 100 x (Memory Pages/sec x PhysicalDisk Avg
DiskSec/Transfer

If this is more than 10% of the total disk activity then paging is excessive.

The first step to alleviate a disk bottleneck is add more RAM, as this adds extra
file system cache. The next step is to install a faster disk and controller and this
makes the biggest difference to disk subsystem performance. Adding more
physical drives in a RAID 5 configuration can result in significant performance
improvements when the disk subsystem is the bottleneck. However, adding
more controllers usually does not significantly improve performance. When
using high-performance disk controllers, the physical drive access times are
usually the performance limiting factor for the disk subsystem.

A disk subsystem bottleneck is one of the hardest to overcome when a Domino
server is running in production. This is because adding extra hard drives to a
RAID 5 configuration usually involves rebuilding the entire disk system. This
means that production data needs to be backed up to tape, the operating system
and Domino re-installed, and your data restored. This can take several hours to
complete, which would normally have to be done out of business hours. You can
possibly add a new disk controller and disk drives, and configure a new RAID
logical drive as an alternative to adding more drives to your first. This may
remove the load with your original disk subsystem.

From our previous discussions we hope you can see that implementing the best
disk subsystem you can buy when you purchase your server to will reduce the
need to upgrade your disk subsystem for the life of your server.
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4.6.4 Network Bottleneck
The network subsystem is monitored by observing the network bytes/sec.
Network bytes/second shows you the throughput of your LAN subsystem. If you
know the LAN bandwidth of your LAN adapter then you can see whether the load
is approaching the limits of the adapter. For example, the throughput of an IBM
Auto LANStreamer MC32 approaches the speed of the media. At 16 Mbps, this
equates to a throughput of roughly two million bytes/sec. If you monitor the
network bytes/second and see that your server is passing one million
bytes/second through this adapter on a sustained basis, then it is time to add a
second network adapter.

Make sure you have a high performance network card which does not need the
CPU to transfer data between disk and the network such as a PCI full duplex
adapter.

If you have your server network adapters connected on the same segment as
your users you may see a large number of collisions on an Ethernet network, or
generally high network utilization. ″Network Segment % Network Utilization″
should be considered when things start slowing down to the point they are no
longer acceptable. Some say that this point is around 40 to 50%. Then the
network is the bottleneck. Therefore connecting your server into a high
performance switch can reduce the collision domain and increase bandwidth into
the server. Full-duplex network cards are a wise investment for your Domino
server because they allow the server to transmit and receive simultaneously.

4.6.5 Other Domino Systems to Monitor
You should make sure that the number of users that connect to your server is
not greater than the capacity limits you initially set. For example, the
NotesBench report might have stated that the maximum number of users is 400
Groupware_A users for your server. You planned for 300 Groupware_A users
and the Server.Planner tool chose a particular server to meet this requirement.
You should monitor your server to make sure that there are no more than 300
clients currently using your server each day. If there are, then you will most
likely need to increase the capacity of your server if possible, redistribute users
to other servers, or choose a more powerful server.

One of the key statistics in Table 11 on page 109 is the
Server.Sessions.Dropped. This indicates the number of users who gave up
waiting for a server response, usually by pressing the CTRL+BREAK key
sequence. This can indicate a server is too slow to satisfy a user ′s request. In
which case you need to look for a server bottleneck. It can also indicate a slow
link speed. For example, if you have a high performance server but the link
speed is very slow, users can give up waiting for information to be sent down
the slow speed link. This may occur when opening their mail database on a
remote server. In this case the link speed is the bottleneck and not the server.

We strongly advise you to monitor the following Notes statistics along with the
server objects outlined in Table 11 on page 109.
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Table 11. Important Domino Statistics to Monitor

Statistic label Statistic Name Description

Number of current users Server.Users Number of users with sessions
open on the server. Useful to
monitor overall server use. If
this number is consistently higher
than that of other servers and
performance is a problem,
redistribute the server load to
other servers. Ensure this value
is not greater than your initial
sizing limits.

Peak number of users Server.Users.Peak The maximum number of
concurrent users with open
sessions since the server was
started.

Number of dropped sessions in
mid-transaction

Server.Sessions.Dropped Number of users who gave up
trying to connect to server
(usually by restarting or pressing
CTRL+BREAK). Useful to
monitor server response time. A
high number of dropped sessions
indicates a slow server, or a slow
link.

4.7 Domino Performance Analysis Example
We will now use the NT Performance Monitor tool to look for server bottlenecks
on a test Domino server. This server is an IBM PC Server 720 Pentium 90 MHz
fitted with 64 MB of RAM and running Windows NT 4.0 and Domino 4.51, and
connected to a single Token-Ring LAN operating at 16 Mbps.

To create a simulated user load we used a tool called NoteSizr developed by
Technovations. This product is explained in greater detail in Appendix D,
“NoteSizr Pro and WebSizr from Technovations Inc” on page 165. NoteSizr
allows us to program a series of tasks that a user would perform on a Domino
server such as opening databases, searching, and creating documents. NoteSizr
can simulate up to several thousand users. Using the NoteSizr tool and the NT
Performance Monitor, we will highlight Domino server bottlenecks, which will
prove useful in identifying performance problems on your servers.

4.7.1 Normal Server Operation
Our test server was loaded with 50 clients and the results of some of the key
server performance indicators are shown in Figure 50 on page 110. You can
see that the CPU utilization is fluctuating between zero and at one point 80%.
This is normal for a server; the key point is that the CPU is not averaging above
80%. We will look later in this chapter at a CPU bottleneck in a server. The
Available Bytes counter is larger than 10 MB which is why the line is graphed at
100%. The servers Pages/sec counter is also very low, which is very good
because this means that there is adequate memory in this server to meet the
user load.
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Figure 50. Normal Server Operation Performance

The screen show in Figure 51 on page 111 is the NoteSizr Run Time window.
This screen is displayed on the client workstation which is performing the load
on the server. The window lists a series of Notes operations and the number of
times that each operation has been tested.
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Figure 51. NoteSizr Run-Time Monitor Screen

In Figure 52 on page 112 you can see the Test Results screen which is
presented after the test is completed. NoteSizr provides information on the time
it took to complete various Notes tasks.
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Figure 52. NoteSizr Test Results Screen

4.7.2 Memory Bottleneck Example
With 50 simulated clients connected to our test server, the minimum memory
formula recommends the following amount of RAM:

4 8  + 50/3 = 64.3 MB.

Therefore, our server has approximately enough RAM to meet this number of
clients. As we load this server with more clients Domino will require more RAM
per active client. If we do not add the required RAM our server will perform
more paging.

Figure 53 on page 113 shows our test server loaded with 1000 clients using
NoteSizr. You can see that the Pages/sec value increases as Windows NT
pages memory between real RAM and the paging file on disk. The Available
Bytes value falls in value as real RAM is used by Domino, and then increases
when Windows NT pages memory to disk. We know that if this value falls below
4 MB then memory needs to be added to the server. On this server, the
Available Bytes value is approximately near 4 MB of lower.

The Pages/sec value (represented by the black hyphenated line) is very high,
and is averaging above 20 Pages/sec. This is another indicator that memory
must be added to this server. You can see that insufficient memory is causing
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excessive paging. This causes the CPU utilization to be much higher than it
would otherwise be.

Figure 53. Performance of Server with Memory Bottleneck

As the test continues, the user load script changes to adding documents, and
performing searches, which is very CPU intensive. The lack of sufficient memory
is exacerbating the CPU utilization. The server eventually spends most of its
time paging memory to and from disk, and the response time for users falls
dramatically.
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Figure 54. Server with Disk Thrashing Due to Insufficient RAM

4.7.3 Monitoring Interrupts, Network Interface and Disk Subsystem
We previously discussed that you should monitor Interrupts/sec, Network
Interface and Disk subsystem. Figure 55 on page 115 shows a graph of these
three items when our test server was loaded with 1000 clients.
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Figure 55. Other Important Variables to Monitor

We can see that although our server is under significant load, the % Disk Time
value is below the warning level of 70% so we do not have a disk subsystem
bottleneck. The Interrupts/sec value is also very low, so our network cards are
not a bottleneck for the CPU. The network card was a MicroChannel
Busmastering network card which does not require the processor to transfer
data between memory and the network. The Bytes Total/sec is very low as well
so our network is not a bottleneck either. These performance indicators should
be measured on your server as they may be the bottleneck in your server.

4.7.4 CPU Bottleneck Example
If you have added sufficient memory to your server, then the Pages/sec counter
should be on average a small value. However, your CPU might be a bottleneck.
In Figure 56 on page 116 we can see that the CPU (represented by the white
line) is averaging at about 63%. This is a high enough value for you to want to
monitor your server more closely. If the CPU average rises above 80% you will
need to add additional processors to your server or transfer server load to other
Domino servers. You can see that as the server becomes increasingly stressed
the number of sessions dropped to Notes clients also increases.
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Figure 56. Server with CPU Bottleneck

We added an additional two processors to our test server, bringing the total
number of CPUs to three. We then ran our test again and you can see the
results (represented by the white line) in Figure 57.

Figure 57. Two Addit ional CPUs Gives Significant Performance Benefits
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We have only plotted the CPU of processor one for clarity, but you can see that
the average utilization is much lower. Another benefit of multiple processors is
that the processor queue length is almost always zero. This means that there
are hardly ever any threads waiting to be serviced by a processor. The number
of server transactions per second is also much larger with multiple processors.
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Chapter 5. Lotus Domino Clustering

Lotus Domino Server 4.5 , Powered by Notes (formerly known as Lotus Notes
Server) introduces a new functional option called Advanced Services. The Lotus
Domino Advanced Services license provides a set of progressive features that
address availability concerns of large Lotus Domino enterprises and is intended
for use by demanding, mission-critical Domino applications. There are three
fundamental components provided by Advanced Services:

Domino Server Clusters

Domino Server Clusters allows up to six Domino servers to be grouped into a
cluster. Domino Clusters provides high availability, workload balancing, and
scalability.

Domino Partitioned Servers

Domino Partitioned Servers allows up to six Domino servers to run on a single
hardware platform. Each server is isolated from the other through unique Name
and Address Books (NABs).

Domino Billing

Domino Billing collects server usage statistics and tracks server activities. This
information is used in monitoring, billing and system management.

Although Advanced Services provides all of the above functionality, this chapter
will focus on the planning and installation of the Domino Server Clustering
feature. In addition, we assume the reader has Lotus Notes administration
experience.

5.1 Introduction to Clustering
In simple terms, computer clustering is the linking of a group of computers
together to appear as one computer to the client. Similar resources on servers
that are clustered are viewed by clients as a single, highly available resource.
In other words, when a client requests the use of a resource, for example a
database, the client should not be concerned where the database resource
resides or which server is handling their request. In addition, if a server is
unavailable or too busy to handle the request, the request is transparently
passed to another member in the cluster, and that server handles the client′s
request for the resource. From the client ′s point of view, they are simply
gaining access to the resource requested in a timely reliable manner.

Today computer clustering is regarded as an important ″emerging″ technology,
but in reality it is not all that new. The clustering of computers has been
implemented for years, on different types of computer platforms, from
mainframes to powerful RISC workstations. It has been implemented in research
organizations and commercial enterprises. If clustering is not new, why is it
getting so much attention today? Recent cluster announcements are focusing on
clustering of Intel-based processor servers. These servers typically get the most
attention primarily because of sheer numbers and widespread use. Intel-based
servers are becoming increasingly more powerful and can contain quantities of
data which would in the past have been associated only with large mainframe
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computers. More importantly many companies are using these servers for their
mission-critical business applications - they are often ″betting their businesses″
on them. In addition, they are being implemented as ″Web servers″, a relatively
new area for many companies. If their Web server is unavailable they lose
money. Given these circumstances, the following clustering characteristics are
extremely important:

• High availability  - if one member of the cluster fails, other member(s) of the
cluster seamlessly assume the failing member′s workload. The client′s work
should not be interrupted by a server failure.

• Scalability  - it should be easy to add (or remove) a member from the cluster
as needed. Adding servers takes on new importance when addressing
unanticipated workloads (Web servers or new applications). Easy removal of
servers also provides administrative flexibility for scheduled or unscheduled
server maintenance.

• Workload balancing  - workload is distributed to other members of the cluster.
This balancing should increase overall system performance.

Today′s Intel-based clustering solutions have implemented some of these
functions, but many have limited function (for example, provides support for only
two processors). But cluster implementations are still evolving and under
development.

5.2 Lotus Domino Server Clustering
The Lotus Domino Server Advanced Services license provides an ″application″
clustering solution for the Lotus Notes environment. Many of the non-Domino
cluster solutions are based on specific operating systems (such as MVS, NT, or
Unix). In other words, all the cluster members must be running the same
operating system. Domino clusters are different. They are supported on any
operating system supported by Lotus Domino Advanced Services. A Domino
cluster could consist of an OS/2-based Domino server, an NT-based Domino
server, an RS/6000 AIX-based Domino server, and a NetWare-based Domino
server (or any combination). Depending on the operating system mix of your
Domino environment, this could be a significant advantage. For example,
clustering could be used in operating system or hardware migration efforts.

In addition to operating system independence, Domino clusters provide other
advantages:

• Failover protection  for business-critical databases and Domino servers.
When a clustered Domino server fails, the Notes clients accessing the server
can continue to have access to the database. When the user attempts to
access the database on the malfunctioning server the Domino cluster
servers ″failover″ users by redirecting database requests to other servers in
the cluster. This function addresses a cluster ′s high availability
characteristic.

• Workload balancing  is incorporated into Domino clusters. When a Notes
client requests services a from heavily-used Domino server, the client′s
request is passed automatically to other cluster servers. This ensures that
workload is evenly distributed across the cluster. Workload balancing helps
you achieve optimum performance for your Domino servers.

• Cluster Replication  is unique to Domino clusters. It is important that replicas
of critical Domino databases are maintained on two or more servers.
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Cluster replication ensures that all changes, whether to a database or to the
cluster membership itself, are immediately passed to other databases or
servers in the cluster. The databases are tightly synchronized to provide
high availability of information. The basic difference in the two types of
replication are:

− Traditional Domino replication is scheduled or performed manually.

− Cluster replication is event driven.

Cluster replication is discussed in more detail later.

• Scalability.  Domino clusters give you an easy way to grow. They let you
expand your processing resources effortlessly as the number of users or the
workload grows. You can spread your user accounts across groups of
servers. You can create multiple database replicas to maximize their data
availability or move users to other Domino servers or clusters as you plan
future growth.

The need to easily and quickly add a server to a cluster is becoming
increasingly important. You might be thinking, ″If you use proper capacity
planning techniques, you can predict, plan and schedule an upgrade. Why is
this quick upgrade capability in Domino clusters so important?″

Quite simply, in today′s emerging Web application server environment, the
rules and disciplines of capacity planning may not always apply. I read an
astute observation by a networking analyst regarding the debut of a new web
site: ″The Web is like a ship. Everybody runs over to one side, and it tilts in
that direction″. Many a new web site has almost capsized because of Web
Surfers. We have read horror stories about new Web sites or Web
applications that have been brought to their knees because of unanticipated
workload. How do we accurately predict the workload demand of an
unidentified audience? The ability to easily and quickly add more resources
(such as a server) to your Web site is imperative in these situations. Domino
clusters provide you with the ability to easily add one or more Domino
servers to the cluster or replicate heavily used Domino databases onto
additional servers in the cluster.

 In summary, Lotus Domino server clusters have the following characteristics:

• Up to six Advanced Services servers can be configured into one cluster.

• Any database on any of the clustered servers can be clustered 2-6 times.
Databases can be clustered to reliably achieve a service level commitment
or to support large scale database demands.

• Cluster servers can be in close proximity of one another or they can be
geographically dispersed.

• Cluster servers have the option of all running the same operating system or
running on different supported Domino Server Advanced Services operating
systems to form a cluster. In addition to operating system independence this
also translates into some platform independence, for example, Intel or RISC.
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5.3 Comparing Traditional Notes Replication Versus Cluster Replication
A major difference between a traditional group of Lotus Notes servers and a
cluster of Domino servers is the method used to replicate databases.

First, what exactly is Lotus Notes replication? Quite simply Lotus Notes gives
you the ability to keep multiple replicas of the same database on multiple
servers. Replication is an important and powerful Lotus Notes process that
provides synchronization of documents in a database that may reside on
different Lotus Notes servers. This process updates databases on the different
servers so that changes made to a database eventually propagate to all the
other replicas of the database. This ensures that documents in a database
residing on more than one server are synchronized with the other servers that
contain replica copies.

How does traditional Notes replication happen? It occurs one of two ways:

• It is triggered - on a ″t imed″ basis or a set schedule (as shown in Figure 58).

• It can be started manually from the server console or another server.

Figure 58. Replication Schedule

In the diagram, the Notes client is updating records in the Notes database
DATA1.NSF (on a Domino server named SERV330A ). There is a scheduled
replication every hour, in this case, 3 p.m. When the user saves, updates or
adds a record to the DATA1.NSF database, the DATA1.NSF on SERV330A is
updated, but its replication copy on SERV704A will not be updated until the next
scheduled replication at 3 p.m. During this time period the databases on the two
servers are not synchronized.

How does Lotus Domino ″cluster replication″ differ? Cluster replication is
automatic and ″event driven.″ This means that as database changes occur,
Notes immediately replicates the changes to other replicas of the database
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located in the cluster. These changes are replicated immediately and
continuously to all the other servers in the cluster that are maintaining a replica
copy of the database. Using this replication methodology, no matter which
replica a user tries to access after a server failure the information is identical.

Figure 59. Automatic Cluster Replication

In Figure 59, the Notes client is updating a record in the Notes database
DATA1.NSF (on a Domino server named SERV330A ). When the user saves,
updates or adds a record to the DATA1.NSF database, the cluster replication will
take place instantly and automatically replicate this change to any server in the
cluster that has a replica copy of the database. In our example, there is a replica
of DATA 1.NSF on SERV704A. Cluster replication is automatic and immediate
and does not wait for a timed schedule.

You can use both cluster replication and standard Notes replication tasks within
a cluster and run them both at the same time. The better strategy is to run
primarily the cluster replication task within the cluster and occasionally use
standard Notes replication between cluster members to update databases that
the cluster replication task may not have been configured to replicate. Regularly
scheduled standard Notes replication is useful within a cluster to ensure that
databases not replicated by the Cluster Replicator are properly updated.
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 Note. 

There are occasions when the cluster replication cannot occur. Domino
stores modification events in memory only, therefore, both the source and
destination servers must be available in order for the Cluster Replicator to
push changes to the destination. This is not a problem if the destination
server is not available when the modification event occurs. The event
continues to reside in memory of the source server so that the Cluster
Replicator can retry the replication at periodic intervals.

It can be a problem if the source server is shut down before the replication to
the replicas completes, the modification event may be lost. When the source
server restarts, the Cluster Replicator has no information about changes
made to databases on the source server before the shutdown and cannot
complete replication to other replicas.

This is the reason you will want to perform a scheduled replication using the
REPLICA task with all members of the cluster if a server unexpectedly shuts
down during a heavy workload period.

5.4 Failover and Availability
 A cluster′s ability to redirect database requests from one server to another is
called failover. When a user tries to access a database on a server that is
unavailable or in heavy use, the user connects to a replica of the database on
another server in the cluster. When users open a database, although they have
been switched to a different server, the switch is transparent.

When does failover happen?

In general, a failover occurs when a user cannot access a database in a cluster.
This happens either because they cannot access the database server or they
cannot access the database itself.

Figure 60. Failover Process
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In Figure 60, the clients want to open and work with the DATA1.NSF database on
a Domino server called SERV330A. However, let′s assume that SERV330A has
been taken down for an OS upgrade and is unavailable. After the open request
is issued, the clients are redirected to an available server that has a replica
copy of DATA1.NSF, in this case, SERV704A. Transparently, the end user has the
same access and database information, from a different server in the cluster.

In a ″non-clustered″ Domino environment our client would have received a
″Server not responding″ message and they could not work on the database until
the server became available again.

 What happens if the client is already working in a database and its server fails?
This is a good news - bad news situation. Basically, the failure scenario is the
same as a non-clustered Domino environment. The client receives the ″Server
Not Responding″ message and all the unsaved work is lost. The good news,
though, is the user needs to simply exit the failing database, then try to open it
again. When the client re-opens the failed database, failover occurs and our
client can start working again on the database, although this time the client is
working on another server in the cluster. Remember, failover occurs on
database open.

Besides losing access to the server or database there are other reasons for a
failover to occur. When the server is too busy, the failover also occurs
automatically for the user. This type of failover provides Domino clusters with its
workload balancing functionality. There are two algorithms you can choose
when setting up workload balancing - setting a ″performance index threshold″ or
setting a ″maximum number of users″ allowed on the server at one time.

What does the client see when this type of failover occurs? Nothing. The
failover is transparent - the client is not aware of the failover (except the icons
on the client′s Notes workspace might be stacked). Do I need to install special
code on my Notes client workstations to can take advantage of the cluster
failover feature? No, the client workstations only need Notes R4 (or higher)
client code to handle failover. There is no special license required on the clients
to use clusters. At this time, however, the client failover features are not
available to Web browser clients.

How do Domino administrators know a failover occurred? Besides seeing the
event in the console log, the administrator can look at the Notes log to see if a
failover or workload balance event occurred.

5.5 Planning and Administration
As we have been discussing, you can use the cluster capabilities of failover and
workload balancing together to achieve greater database availability. Although
both capabilities are desirable, there is additional overhead involved when
incorporating them; therefore, proper planning of the cluster is important. Let′s
discuss some different strategies you can use to optimize your Domino database
and server access.

Do we need to replicate all databases on every server in the cluster? The
answer is no. Determining how many replicas to create and where to place them
requires some planning. Before you begin to create replicas in a cluster,
consider how frequently users access a database and their need for data
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redundancy. For heavily used databases, you may want to create more than one
replica and locate these on your most reliable computers.

In general, the more replicas of a database, the more accessible the data. If you
create too many replicas, however, you can add unnecessarily to the overhead
of maintaining a Domino system and impact performance. In Figure 61, we have
five servers belonging to a Domino cluster. We distributed different databases
throughout the cluster.

Practically speaking, having more than three replicas of a database may not
provide you with significant additional availability. Check the databases and if
users can adequately access them from one or two servers only, do not increase
the number of replicas in the cluster. The probability of losing both servers at
the same time is minimal. There are situations where users require the constant
availability of a specific database. In these cases consider placing replicas on
every member in the cluster provided you have adequate disk space and
resources to do this. Not all databases require multiple replicas in a cluster.
For example, a server log does not need to have a replica on another server.

Figure 61. Full Cluster Environment

It may occur to you that having multiple replicas of databases throughout the
cluster is an inefficient use of your disk resources. You may read about some
other cluster solutions that permit multiple clustered servers to access and
share a group of disks (see Figure 62 on page 127).
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Figure 62. Shared Disk Environment

Is there a single point of failure in the diagram? Remember, an important
objective of clusters is to provide a high availability solution. Computer
professionals (for example, the experienced pessimists) are aware that if a
single point of failure exists in a configuration, the computer gremlins will find it
and cause havoc, and always when you need the system the most. Some might
argue that Domino clusters contain multiple copies of selected databases;
therefore, it is wasting disk space. Although additional space is required, this
high availability solution certainly makes it harder for the gremlins to pick a
single point of failure. In addition, no specialized high availability hardware is
required. Many specialized shared disk hardware solutions also have
geographic limitations - for example, the cable lengths can only be a particular
distance from the servers. Domino clusters can be located on different floors of a
building, different locations, or different countries. Is there any potential
performance bottleneck in the diagram? These configurations exist today in
other clustered environments and provide adequate performance with the aid of
specialized hardware and connections. Experienced administrators realize that
providing adequate disk throughput on a single server can be challenging at
times. Imagine the administrative task of analyzing and balancing the disk
workload with multiple clustered servers trying to access the same group of
disks and data. As the number of servers participating in a cluster increases
this administrative concern becomes more and more complex. Domino clusters
do not require specialized disk hardware and can use traditional techniques for
analyzing disk performance.

5.6 Network Traffic Considerations
Cluster replication is constantly updating replicated databases over your
network. Although these transactions are primarily small records, potential
congestion on the network may be a performance concern for a Domino cluster
administrator. If the network traffic caused by cluster replication is a concern,
you can isolate the cluster traffic by optionally setting up a private LAN
dedicated to intra-cluster communication between servers (as shown in
Figure 63 on page 128).
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Figure 63. Domino Cluster Traffic

The cost? An additional network adapter in each server, a hub and wiring.
There is a parameter in the NOTES.INI, Server_Cluster_Default_Port , that
specifies the port used for intracluster network traffic.

5.7 Cluster Setup Strategies
After reviewing your Notes environment, you should plan a cluster strategy
which tries to create a balance between your user′s requirements for data
availability and the physical ability of each computer in your cluster to manage
additional workload. There are different strategies for optimizing database and
server access.

The first strategy to be considered is the High Failover strategy. This strategy
attempts to keep important databases highly available to the clients. One
obvious type of database considered in this strategy is the User mail database.
You can make mail databases highly available by creating a replica of the
databases on another server in the cluster. If the client accesses their mail
database and the server is unavailable, the user fails over to the replica on
another server.

• The MailClusterFailover  setting in the NOTES.INI enables Mail Router request
failover. If users have replicas of mail files located on multiple servers, you
can set this variable in the NOTES.INI file of all Notes Release 4.x servers in
the domain to enable users to receive mail from servers within and outside
the cluster when their home servers are down.
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If the workload on your cluster is normally well-distributed, consider configuring
the cluster for failover only, and not workload balancing:

The second strategy is Active Workload Balancing. As we mentioned earlier,
Domino clusters have an optional workload balancing feature that lets you
distribute the workload of heavily-used databases across multiple servers in the
cluster. Again we should consider Mail databases in balancing workload across
servers in the cluster. It is recommended that you distribute the user mail files
equally across the cluster so that no single server has a significantly larger
number of mail files than any other server.

There are two NOTES.INI parameters that assist in workload balancing:

 1. Server_Availability_Threshold - which specifies the acceptable level of
system resources available to a server. By setting this value for each server
in a cluster, you determine how the workload is distributed among cluster
members. Domino compares this value against a server′s availability index;
when the availability index falls below the Server_Availability_Threshold
value, the server becomes BUSY.

 2. Server_MaxUsers - specifies the maximum number of user sessions allowed
on a server. When the server reaches this limit, the server goes into a
MAXUSERS state. The Cluster Manager then attempts to redirect new user
requests to other servers in the cluster. (You can use the Server_MaxUsers
setting for any Domino server. This setting is not restricted to clusters.)

The third strategy is a combination of High Failover and Active Workload
Balancing. When you have a database that users access continuously, such as a
special discussion database, not only do you need high availability, but you also
need to distribute within the cluster the heavy workload created by users
accessing the database.

5.8 Domino Cluster Planning Guidelines
 Listed below are some guidelines for planning a setup of a Domino cluster:

• All cluster members must run the Lotus Domino Release 4.5 Advanced
Server license. Domino clusters are available for R4 servers only. Although
the Advanced Server code ships with Lotus Domino Server 4.5, the Advanced
Server license is separately purchasable for each server in the cluster.

• Only Notes R4 workstations can take advantage of the cluster failover
feature. R4 workstations do not need a special license to use clusters. At
this time failover features are not available to Web browser clients.

• All cluster members must use the same set of network protocols.

• In Release 4.5, Domino Advanced Services supports only TCP/IP
environments for cluster and partitioned server configurations.

• Notes clients can access clustered Domino servers from any protocol the
server supports. However, the advanced automatic failover and workload
balancing features are only available for TCP/IP clients connected to Domino
servers.

• Servers with clustered databases must replicate across TCP/IP networks.

•  All cluster members must be in the same Domino domain and share a
common Public Address Book.
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• The Address Book for the Domino domain must have a specified
administration server. If you do not specify one, the Domino Administration
Process cannot change cluster membership. The server that is the
administration server of the Public Address Book does not need to be a
member of a cluster or be running the Advanced Server license. It must,
however, be running Lotus Domino Release 4.5.

• All cluster members must be connected using a high-speed local area
network (LAN).

• Each server is a member of only one cluster at a time.

• Each server must have adequate disk storage space to function as a cluster
member. Because clusters usually require more database replicas, Domino
servers networked in clusters require more disk storage space than
non-clustered servers.

• Each server must have adequate processor and memory capacity. In
general, clustered servers require more computer power than non-clustered
servers.

• Each server should be set up for optimum failover capability and workload
sharing.

5.9 Domino Cluster Installation and Configuration Steps
In this section, we will set up a Domino cluster on two servers running different
operating systems - one running Microsoft′s NT 4.0 server and the other running
OS/2 Warp Server. We will perform the following tasks:

 1. Install and configure the NT Domino server, which we wil l identify as
RACK325_NT.

 2. Register the additional OS/2 Domino server, RACK325_OS2.

 3. Add both servers to a new Domino cluster, called DOMINOCLUSTER.

 4. Install and configure RACK325_OS2 (the OS/2 Domino server).

 5. Replicate the CLDBDIR.NSF file on the two servers.

 6. Replicate any Domino databases that you want to participate in Domino
cluster replication.

5.9.1 Installation of the NT Domino Server
The first task is installing Lotus 4.5 server code on RACK325_NT. The Domino
Server installation program, INSTALL.EXE, is located in the \W32INTEL\INSTALL
subdirectory of the Lotus Domino CD. Refer to the Lotus Notes Install Guide for
Servers for a complete description of the installation steps. In Figure 64 on
page 131, we will point out the differences that should be noted for Advanced
Services and clusters.
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Figure 64. Advanced Services Customizing Page

 1. You will proceed through the start of the Domino Server installation as
documented in the Install Guide for Servers until you get to the Advanced
Options screen. You can select the location of your Notes program folder
and Notes data folder plus three installation options. You need to select
Custom features - Manual install to install Domino Advanced Services. Then
press Next>.

 2. The following screen is the Customize window. Notice that there are two
tabs on the top of the page - Notes and Advanced Services. The default
choices on the Notes features page are sufficient for Domino clustering. If
you require any additional features listed, select them. After you have
completed the Notes feature page select the Advanced Services  tab.

As shown in Figure 64, there are three options available on the Advanced
Services page.

• Domino Partitioned Server  - Program and data files necessary for
installing one to six Domino logical servers (partitioned servers) on one
computer. Each partitioned server is an independent Domino server with
a unique Name and Address book and security naming tree.
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• Advanced Services  - The program files necessary for Advanced Services
- clusters, billing and partitioned servers. When installing partitioned
servers, use this option only on the first partitioned server.

• Advanced Services Data  - The data files necessary for Advanced
Services.

 3. Select Advanced Services and Advanced Services Data for clustering.

 4. Press the Next button.

 5. After you have selected in which folder to place Domino, accept the default
subdirectory for Domino. The Domino software is installed on the server.

This completes the installation stage for the NT Domino Server. Next, we will
configure the server.
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5.9.2 Configuring the NT Domino Server
After you have successfully installed Lotus Domino 4.5 server code on
RACK325_NT, the Domino server needs to be configured. The installation
program placed the Lotus Domino Server and Notes Workstation icons in the
program group specified during the installation phase (Lotus Notes).
RACK325_NT is the first Domino Server in our Notes domain. (For those familiar
with the server configuration procedure, there is nothing special required for
clusters.)

 1. Start the Lotus Notes workstation program.

 2. Select The first Lotus Notes server in your organization and click OK. The
First Server Setup window is displayed in Figure 65:

Figure 65. First Server Setup

 1. Type Rack325 NT in the Server name field.

 2. Type IBM in the Organization name field. This is your organization or
company ′s name.

 3. Type Doe in the Administrator ′s last name field. This is your administrator ′s
last name.

 4. Type John in the First name field and Q in the MI field. This is your
administrator ′s first name and middle initial.

 5. Type password in the Administration password field. This is the
administrator ′s password.

 6. Select TCP/IP from the pull-down list in the Network type field. This is the
network protocol used for Lotus Notes and Domino network communications.

 Leave Serial port and Modem type at default (optional - configure if you
plan to use an installed modem on your server).
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Leave ″Server is also administrator′s personal workstation″ unchecked
(optional - check if you plan to use the server as a workstation)

 7. Select Advanced Options... Select all the default values plus:

a. Select Log all replication events  (optional).

b. Select Log all client sessions  (optional).

 8. Press OK on the Advanced Server Setup Options window.

 9. Press OK on the First Server Setup window.

10. Select the appropriate time zone and check ″Observe Daylight Savings Time″
(if appropriate). Press OK.

11. Click OK when Notes setup is complete.

12. Exit the Notes Workstation program.

This completes the initial part of the NT Domino server configuration. There are
several other customization steps that must be completed before we can start
setting up the OS/2 Domino server. The first thing we want to do is start the NT
Domino server.
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5.9.3 The First NT Domino Server Startup
Starting the NT Domino server and viewing the server′s console listing provides
several clues to the required customization tasks.

 1. Click on the Domino Server icon in the Lotus Notes folder to start the Lotus
Domino Server program. You will see the following screen:

� �
Lotus Domino Server, Release 4.5a, December 20, 1996
Copyright c 1985-1996, Lotus Development Corporation, All Rights Reserved

02/24/97 11:09:42 AM Informational: The registry value HKEY_LOCAL_
MACHINE\System\CurrentControlSet\Control\Session Manager\Memory
Management\LargeSystemCache is currently set to 1. For better server
performance, change the setting to 0
02/24/97 11:09:42 AM Informational: The registry value HKEY_LOCAL_
MACHINE\System\CurrentControlSet\Control\PriorityControl\
Win32PrioritySeparation is currently set to 2. For better server
performance, change the setting to 0
02/24/97 11:06:26 AM Database Replicator started
02/24/97 11:06:30 AM Mail Router started for domain IBM
02/24/97 11:06:30 AM Router: Internet SMTP host rack325_nt in domain
raleigh.ibm.com
02/24/97 11:06:35 AM Index update process started
02/24/97 11:06:41 AM Stats agent shutdown
02/24/97 11:06:45 AM Agent Manager started
02/24/97 11:06:48 AM AMgr: Executive ′ 1 ′  started
02/24/97 11:06:51 AM No Administration Server has been designated
for the Public Address Book.
02/24/97 11:06:51 AM Creating Administration Requests database.
02/24/97 11:06:52 AM Administration Process started
02/24/97 11:06:55 AM Schedule Manager started
02/24/97 11:06:55 AM SchedMgr: Validating Schedule Database
02/24/97 11:06:56 AM SchedMgr: Done validating Schedule Database
02/24/97 11:06:56 AM SchedMgr: Calculating hourly statistics
02/24/97 11:06:56 AM SchedMgr: Done calculating hourly statistics
02/24/97 11:07:00 AM Calendar Connector started
02/24/97 11:07:05 AM Database Server started
02/24/97 11:15:48 AM The Administration Request database -
admin4.nsf - on RACK325_NT/IBM is currently a wildcard replica.
02/24/97 11:15:48 AM The Administration Process on RACK325_NT/IBM
will not work until an Administration Server has been designated
for this domain′ s Public Address Book.� �

Review of the RACK325_NT/IBM console listing (note highlighted lines)
shows some additional configuration work that must be completed on the
server.

 1. Click on the Lotus Notes icon in the Lotus Notes folder to start the Lotus
Notes Client program.

We need to create the Certification Log. Before we can register additional
servers or create additional certifiers you must create the Certification Log
(CERTLOG.NSF) file. You need the Certification Log if you plan to use the
Administration Process to rename, recertify, or upgrade users and servers.

a. Choose File - Database - New.

b. Select the name of the server you′re using to register users in the Server
field.

 c. Type Certification Log in the Title field.

d. Type CERTLOG.NSF in the File field. (You must name this file
CERTLOG.NSF.)

e. Click Show Advanced Templates, select Certification Log as the
template, and then click OK.
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f. Assign Editor access to all administrators who will register users and
servers and re-certify IDs.

 2. We need to designate an Administration Server for the Public Address Book.
One of the cluster planning guidelines stated that the Notes domain must
have a specified administration server. If you do not specify one, the Notes
Administration Process cannot change cluster membership. To use the
Administration Process, you must assign the Public Address Book an
administration server. The following is the procedure to set up RACK325_NT
as the Administration Server for the Public Address Book (PAB):

a. Click File - Tools - Server Choose Administration.

b. Click Database Tools.

 c. In the Server box, select the server storing databases (RACK325_NT) for
which you want to select an administration server.

d. In the Databases box, select the Public Address Book database (Acme ′s
Address Book) for which you want to select an administration server.

e. In the Tool box, select Administration Server.

f. In the Administration server box, select an administration server
(RACK325_NT/IBM) for the databases.

g. Click Update.

h. You should see the informational window stating ″1 database processed -
0 errors″. Press OK, then Done.

i. Exit Notes.

j. Quit the server.

 3. Delete the ADMIN4.NSF file.

a. This file is located in the \NOTES\DATA\ subdirectory. (Do not delete
ADMIN4.NTF.)

b. Restart the server (a new ADMIN4.NSF is created during this server
startup). The following lines will display on the console at the next server
startup.

� �
02/24/97 02:23:45 PM RACK325_NT/IBM is the Administration Server of
the Public Address Book.
02/24/97 02:23:45 PM Creating Administration Requests database.� �

Next, we need to register the OS/2 Domino server, which we will name
RACK325_OS2.

5.9.4 Registering an Additional Server - the OS/2 Domino Server
Before you can install additional servers you must register them. The server
registration process performs two tasks:

• Creates a Server document in the Public Address Book

• Creates a server ID

The registration server is RACK325_NT. It must be up and running on the
network. Registration creates an entry for the new server in the Certification
Log (CERTLOG.NSF), which we created earlier. The following is the procedure
required to register RACK325_OS2 (you will need a blank formatted diskette):
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 1. Start the Notes workstation program.

 2. Choose File - Tools - Server Administration.

 3. Click the Servers icon and choose Register Server.

 4. Click Yes if you purchased a server license.

 5. Type the certif ier password and click OK.

 6. Choose applicable security type, North American or International, in the
Security field. Click Continue.

 7. Type RACK325_OS2 as the name for the new server.

 8. Enter a password for the server and enter a number for the minimum
password length. The password is case sensitive.

Each time you start the server, Notes prompts you at the additional server ′s
console for this password. The server does not start up until the password
is entered. If this is a problem you can set up the server without a password
(assuming the server is located in a secure location). To set up the server
without a password prompt:

• Type 0 for minimum password length.

• After pressing the Other icon, store the server ID in a file and not in the
Public Address Book.

 9. The Domain name IBM should already be displayed in the Domain field.

10. The name of the administrator should be entered in the Administrator field.
You can leave the default - Mark Twain/IBM.

11. Select the Other icon in the left-hand column.

12. In the Store Server ID field, select In file to store the server ID on the blank
diskette (in addition to storing it in the Public Address Book). Click Set ID
file. RACK325_OS2.id should be displayed in the file name - press Save.

13. Click Register and insert a blank formatted diskette when requested.

We now have two servers, RACK325_NT and RACK325_OS2, registered and set
up in our Public Address Book.

5.9.5 Configuring a Domino Cluster
In our next step, we will configure the Domino Cluster and add our servers to the
cluster. Afterwards, we will install and configure the OS/2 Domino server.

 1. Open the Public Address Book of the server - NAMES.NSF.

 2. Select the Server - Servers view.

 3. Select servers RACK325_NT/IBM and RACK325_OS2/IBM and press the Add
to Cluster button. (See Figure 66 on page 138.)
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Figure 66. Public Address Book Server-Server Document

 4. This is a new installation; therefore, we are creating a new cluster. The
system prompts you to ″Choose the cluster you want to add the server(s) to″
or ″Create New Cluster″, select Create  and press OK . The new cluster
name is called DOMINOCLUSTER.

• If this were not a new installation we possibly could have had existing
clusters defined. If that were the case, we could have added one or more
servers by selecting the cluster name from the list.

 5. You get a message stating that Your request to add the server(s) to a cluster
has been successfully submitted to the Administration Requests database.
Press OK.

5.9.6 Verifying the Domino Cluster
In the previous step we successfully created a cluster called DOMINOCLUSTER
which consists of our two servers. Select the Server - Clusters view to verify the
servers are members of the cluster. Close the Public Address Book.

5.9.7 Restarting the NT Server
Below is the console log of the NT server after we have created the cluster and
added the two servers. At this point we still have not installed the OS/2 Domino
server known as RACK325_OS2.

Again, start the NT Domino server and view the server ′s console listing.

 1. Click on the Domino Server icon in the Lotus Notes folder to start the Lotus
Domino Server program. You will see the following screen:
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� �
Lotus Domino r Server, Release 4.5a, December 20, 1996
Copyright c 1985-1996, Lotus Development Corporation, All Rights
Reserved

02/26/97 08:20:15 AM Begin scan of databases to be consistency checked
02/26/97 08:20:15 AM End scan of databases: 1 found 02/26/97 08:20:16
AM Informational: The registry value
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Session
Manager\Memory Management\LargeSystemCache is currently set to 1. For
better server performance, change the setting to 0 02/26/97 08:20:17 AM
Informational: The registry value
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\PriorityControl\
Win32PrioritySeparation is currently set to 2. For better server
performance, change the setting to 0
02/26/97 08:20:18 AM Cluster Administration Process started <---- (1)
02/26/97 08:20:18 AM Database Replicator started
02/26/97 08:20:23 AM Mail Router started for domain IBM 02/26/97
08:20:27 AM Index update process started 02/26/97 08:20:33 AM Stats
agent shutdown 02/26/97 08:20:36 AM Router: Internet SMTP host
rack325_nt in domain raleigh.ibm.com 02/26/97 08:20:39 AM Agent Manager
started 02/26/97 08:20:44 AM AMgr: Executive ′ 1 ′  started 02/26/97
08:20:45 AM RACK325_NT/IBM is the Administration Server of the Public
Address Book. 02/26/97 08:20:45 AM Administration Process started
02/26/97 08:20:49 AM Schedule Manager started 02/26/97 08:20:50 AM
SchedMgr: Validating Schedule Database 02/26/97 08:20:51 AM SchedMgr:
Done validating Schedule Database 02/26/97 08:20:51 AM SchedMgr:
Calculating hourly statistics 02/26/97 08:20:51 AM SchedMgr: Done
calculating hourly statistics 02/26/97 08:20:53 AM Calendar Connector
started
02/26/97 08:20:58 AM Cluster Database Directory started <------- (2)
02/26/97 08:21:03 AM Cluster Replicator was unable to configure using
Cluster Database Directory cldbdir.nsf: File does not exist <------- (3)
02/26/97 08:21:59 AM Cluster Replicator started
02/26/97 08:21:07 AM Database Server started
02/26/97 08:21:50 AM Adding server to cluster DOMINOCLUSTER
02/26/97 08:21:59 AM Error processing request: No cluster mates
found <------(4)
02/26/97 08:21:59 AM Cluster Administration Process shutdown
02/26/97 08:22:05 AM Created database Cluster Database Directory:
cldbdir.nsf <--------- (5)
02/26/97 08:22:09 AM Finished initialization of Cluster Database Directory� �

 1. The Cluster Administration (CLADMIN) process starts. It is responsible for
the correct operation of all cluster components. On clustered servers, the
process runs automatically at server startup and whenever the cluster
membership changes. When the added server detects a change to its
Address Book, the Cluster Manager and the Cluster Administration Process
(CLADMIN) start.

 2. The Cluster Database Directory Manager (CLDBDIR) task keeps the Cluster
Database Directory (CLDBDIR.NSF) up to date with the most current
database information. It also manages databases with cluster-specific
attributes such as databases marked out of service or pending delete.

 3. Cluster Replicator was unable to configure using Cluster Database Directory,
CLDBDIR.NSF. This is the first startup of the server as a cluster member.
This database does not exist yet, but it will subsequently be created (see
note #5).

• The Cluster Database Directory (CLDBDIR.NSF) database resides on
each server in a cluster and contains information about all the databases
and replicas within a cluster.
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 4. The RACK325_NT server is added to the cluster but at this time there are no
other cluster members found. At this point we have registered but not
installed the RACK325_OS2 server.

 5. The Cluster Directory Database (CLDBDIR.NSF) file is created. It uses the
CLDBDIR.NTF template.

5.9.8 Installing the OS/2 Domino Server
Now we are going to install Domino 4.5 on our second server in the cluster, the
OS/2 Server. The installation program is started in the usual fashion, except you
use the INSTPM.EXE command for OS/2.

Note: Recommendation: OS/2 Warp Server 4.0 with TCP/IP (required) installed.

 1. Select Advanced Services , press OK.

 2. Read the License Warning window. The Advanced Services license must be
purchased for every Domino server using Advanced Services features. If
you have proper licensing, press Yes.

 3. On the Install window update CONFIG.SYS, press OK.

 4. On the Install - Directories window, place the \NOTES directory and
\NOTES\DATA directory on the desired drive. On the Notes components
section press Select All. Press the Install button. The installation program
will then load the Lotus Domino for OS/2 Advanced Services code on your
server.

 5. At the conclusion of the loading process, you need to shut down and restart
the OS/2 server.

Before you shut down, though, we recommend that you test your TCP/IP
configuration to make sure that TCP/IP is configured correctly on the two
servers. From the OS/2 command prompt, try pinging the RACK325_NT
server:

C:> PING RACK325_NT

If correctly configured, RACK325_NT should provide a response. If no
response, open the TCP/IP Configuration (LAN) folder. Select the Hostnames
tab. On page 1, RACK325_OS2 should be in the This machine′s hostname
field. Select page 2, and make sure that there is an entry for RACK325_OS2
and RACK325_NT with their associated TCPIP addresses. Save and exit.
Again try pinging RACK325_NT. If RACK325_NT responds, ping
RACK325_OS2 from the RACK325_NT server (if it still fails, ping using only
the TCP/IP addresses for example, ping 9.67.240.122 to ensure TCP/IP and
wiring are correct). When TCP/IP is correctly set up, shut down and restart
OS/2.

 6. After the system has restarted, open the Lotus Applications window and start
the Lotus Notes Workstation program.

The Domino server code is now on the OS/2 server. This process also
placed the Notes Server and the Notes Workstation icons in a Lotus
Applications program group on your desktop. The first time you double-click
the Notes workstation icon, the Notes setup program automatically starts.
You must complete the server setup program before starting the server and
working with Notes.

• If you try to start the Notes server without first completing the Notes
server setup program, the server exits with the message: ″You must first
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type ″Notes″ to set up your system″. To restart the set up process,
double-click the Notes workstation icon).

• Reference the online Server Installation document for complete
instructions on the Notes setup program.

After completion of the Notes setup program, exit the workstation program
and start the Domino server.

 7. After successful OS/2 Domino Server startup, you will need to replicate the
Administration database (ADMIN4.NSF) from RACK325_NT onto
RACK325_OS2. After replicating this file, exit the workstation program and
stop the OS/2 Domino server (type QUIT at the Domino server console).
After the Domino server shutdown completes, restart the OS/2 Domino
server.

 8. Next start the Notes workstation program. Replicate CLDBDIR.NSF with the
RACK325_NT server.

• The CLDBDIR.NSF is an important Domino cluster file. The cluster
database records and stores information about the databases on a
Domino cluster. The Cluster Database Directory (cldbdir.nsf) is updated
regularly by the server ′s Cluster Database Directory (CLDBDIR) task. It
is used by the servers within a cluster when failover occurs. Each time
you add a database to a server, the Cluster Database Directory Manager
creates a document that profiles the database and adds it to the Cluster
Database Directory. This database document contains information such
as the database name, server, path name, replica ID, and other
replication and access attributes. (See Figure 67 on page 142.)

• The information in the CLDBDIR.NSF file is used by the cluster to
determine failover paths and to control access to a database.

We suggest performing the replication from the NT workstation program.

a. Open CLDBDIR.

b. Select Replicate - With options.

 c. Select To and From Servers.

d. After replication the CLDBDIR.NSF should show entries in databases
from both servers. (You might want to compare this CLDBDIR.NSF with
the diagram of this database displayed in the earlier discussion of the
Cluster Database directory.)
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Figure 67. The Cluster Database Records

e. Files must be replicated between the clustered systems before any
cluster replication for that file occurs. The next step, therefore, is to
replicate any of the files that you want automatically replicated by the
cluster replication service.

1) From the RACK325_OS2 server′s menu (in the N&A book),

select File - Replication - New Replica.

2) Next, select which server, in our case, RACK325_NT and press Open.

3) Highlight the database you want to replicate, then press Select.

4) On the New Replica screen, press the Create: Immediately button.

5) Press OK.

f. To verify whether cluster replication is working, make some changes to
the replicated database. You should see the changes replicated to the
other cluster member almost immediately. Also review the console on
both systems and at the database on the other system.

5.9.9 Changes to a Cluster Server ′s NOTES.INI File
After the server is added to a cluster there are new entries added to the server′s
NOTES.INI file. The next time the server starts, two new server tasks are
automatically started - the Cluster Database Directory Manager and the Cluster
Replicator tasks. The ServerTask statement in the NOTES.INI file of the server(s)
is appended with these two new task parameters:

• CLDBDIR  - All Domino servers within a cluster run a Cluster Database
Directory Manager (CLDBDIR) task that creates and maintains the Cluster
Database Directory. When you add or remove a database on a server, the
CLDBDIR task immediately changes the information in the Cluster Database
Directory to show the addition or deletion of that database.

All members of a cluster share a common Cluster Database Directory. When
one server updates its list of databases, the Cluster Replicator replicates the
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changes to the other servers in the cluster. In this way each cluster member
has an up-to-date directory of databases in the cluster.

• CLREPL  - The Cluster Replicator (CLREPL) task is responsible for the tight
synchronization of data among replicas in a cluster. Each server in a cluster
runs one Cluster Replicator by default although administrators may want to
increase the number of CLREPL tasks on a server.

Whenever a change occurs to a local database, the Cluster Replicator
pushes the change to the other replicas in the cluster. This behavior
ensures that each time you access a database, you are looking at the most
up-to-date version. The Cluster Replicator also replicates changes in private
folders that are stored in a database.

The Cluster Replicator task only pushes replications to other servers in the
cluster. The standard Notes replicator task (REPLICA) is still responsible for
replicating changes to and from servers outside of the cluster.

In addition to these parameters that are automatically added there is another
parameter that is important if you want MailRouter fail over:

• MailClusterFailover  - this parameter enables or disables Mail Router request
failover. If users have replicas of mail files located on multiple servers, you
can set this variable in the NOTES.INI file of all Notes Release 4.x servers in
the domain to enable users to receive mail from servers within and outside
the cluster when their home servers are down. The format of the parameter
is (MailClusterFailover=value). There is no default value for this parameter.
Use the following values to set this variable:

0 - disables Mail Router request failover

1 - Enables Mail Router request failover

• For example, MailclusterFailover=1 , will enable a MailRouter request
failover.

5.10 Recovering from Failures
What happens in the cluster when one of the members is unavailable? What
happens to database changes in the cluster when one of the members is
unavailable? When the Cluster Replicator task in a member of a cluster cannot
replicate database changes, it retains the information in its memory and tries to
replicate the changes until it is successful. To conserve resources that might be
wasted on unsuccessful replication attempts and to increase the probability of
achieving successful replication on the next retry, the Cluster Replicator
increases the interval between retry attempts from one minute up to one hour for
each failed replication.

When the destination (failed) server eventually restarts and replication succeeds,
all modifications performed on the source database that have not yet been
replicated are pushed to the destination database. That is, the Cluster
Replicator brings the destination database into synchronization with the source
database regardless of how many changes occurred on the source while the
destination database was unavailable.
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5.11 How to Set Up Failover and Workload Balancing to Work Together
As the cluster administrator, you should closely monitor your system for usage
patterns during peak periods and adjust cluster resources accordingly. Provide
failover for databases by creating replicas on two or more servers. You can
balance server workloads by adjusting the availability thresholds and maximum
user limits of each server. The Cluster Manager then monitors each server in
the cluster, triggers failover, and redirects requests accordingly. It also monitors
the number of active users and indicates to other cluster servers when a server
is in the MAXUSERS state and is not accepting new user requests.

To see how often requests are being redirected, check the Notes Log for failover
events. If redirection of the user request is unsuccessful, the user receives a
message, and is not allowed access to the server.

5.12 Summary
In summary, Lotus Domino clusters, introduced in Lotus Domino Server 4.5,
provides an ″application clustering″ solution for the Lotus Notes environment.
This implementation combines the important basic clustering functions of high
availability, scalability, and workload balancing.

In general, Domino clusters currently allow you to group up to six servers to
form a cluster. Because it is an application clustering solution it provides you
with a degree of operating system independence. In other words, if it is
supported by Advanced Services it can participate in the cluster. Besides the
flexibility of which operating system is supported, you can also mix and match
operating systems within a cluster.

Domino clusters also provide cluster scalability. It is easy to add or remove
servers to the cluster. As the workload increases simply add another server to
the cluster.

Another key clustering function is workload balancing. This necessary feature
lets the system distribute the workload as the demand fluctuates or in the event
a server fails. As an administrator you don′ t want to have to continually monitor
which server is getting overloaded. Workload balancing lets the clustering
technology try to distribute the workload dynamically, based on performance
thresholds set in each server.

Domino clustering is also easy to implement. There are no special hardware
requirements or rewriting of your Domino applications. If you currently have
Lotus Domino 4.5, basically all you have to do is install the Advanced Services
code, configure the cluster, and replicate your important databases throughout
the cluster.

As we have mentioned earlier, there are many new Intel-based clustering
solutions being touted in the marketplace today. If you review the clustering
functionality that really exists in each of these solutions you will probably notice
that many of these solutions provide only a subset of true clustering. For
example, some solutions merely provide for high availability. Although high
availability is certainly a key clustering function, quite simply, ″high availability″
by itself is not a clustering solution - it is a ″high availability solution″ and does
not address scalability or workload balancing.
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After comparing the current marketplace, you will see that Domino clusters
provide a comprehensive and advanced clustering solution for the Lotus Notes
environment. In many ways, you should conclude at this time that the Lotus
Domino clustering solution is leading the Intel-based server clustering pack.
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Appendix A. What ′s New in Domino 4.5

Lotus announces the release of Lotus Notes 4.5 Client and Lotus Domino 4.5
Server. This section contains information on the new features and known issues
in this release. Lotus has incorporated many changes to increase performance,
enhance administration process, provide software distribution utilities, enhance
security, and enhancements to the Lotus Notes Client. For now, we limit our
discussion to the following: Server features, Messaging features, Security,
Advanced Services and Windows NT Integration.

On October 30, 1996, Lotus announced a name change for its Notes server
product. Today, the server is now known as the ″Lotus Domino Server 4.5,
Powered by Notes″. All clients in Release 4.5 have remained as Notes clients.
This new structure has now positioned Domino as the leading Web application
server, integrating powerful Web server functionality with the proven messaging,
collaboration, and application development capabilities of Lotus Notes. The new
brand allows Lotus to appeal to a broader audience while continuing to invest in
the Notes brand.

A.1 Server Features
The new development of the Domino server technology, makes Domino the
premier Internet and intranet interactive web application server in the industry.
The notable features include:

Full Web Server

The Domino server includes a full Web server task that makes it possible to
use Domino′s rich application development environment to develop, manage
and host Web applications. Domino provides interactive Web client access to
dynamic data and applications on a Domino server. Here are a few
examples of this functionality:

 1. Secure, authenticated access

• Browser authentication via Basic Web Authentication (name and
password)

• A directory to store user names and password

• Secure Sockets Layer (SSL) support for server authentication and
encryption of data in secured sessions

• An Access Control Lists (ACL) for controlling individual and group
access to servers, application and even specific documents

 2. On-the-fly page generation based on time, database queries and/or user
identity

 3. The ability to delegate creation, editing, and deletion of pages on a site
based on user identity

 4. A built -in full-text search engine for searching a Domino hosted web site

The new Web server functions included in Domino 4.5 are:

• View Layout Control -

The ability to control the layout of views with greater flexibility.

• File Upload Support-
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You can now attach files to Domino documents form a Web browser.

• Calendaring and Scheduling -

Support for the many of new Calendaring and Scheduling (C&S) features
in Domino 4.5, including the ability to schedule appointments and view
your calendar.

• ActiveX Object Support -

Domino can serve embedded objects to Web browsers and can serve
ActiveX components for viewing from a Web browser.

• More Robust Lotus Script Support

• HTTP Server Enhancements -

Support for multi-homing, file system access control and server side
includes,

 1. Better formatting control - background images for forms (and
documents), cell background colors, and other table improvements.

 2. Enhance database access - support for the DbColumn and DbLookup
commands which are used to access both internal and non-Domino
external databases.

 3. Client-side SSL - for even more secure web communications

 4. Integration into the Domino server install program - for simpler Web
Server setup.

A.2 Messaging Features
Notes Mail has gained recognition as the premier solution for advanced
client/server messaging. Notes 4.5 builds upon the numerous features offered in
Release 4. The notable enhancements include:

• Group Calendaring and Scheduling

Notes 4.5 includes a rich set of calendaring and scheduling (C&S)
functionality that′s powerful and intuitive for end users, flexible for
application developers, and scaleable to even the largest enterprise. These
features include:

 1. Calendar views- C&S offers view of a daily, weekly, biweekly and monthly
calendars.

 2. Appointment/meeting creation - You can create appointments and
schedule meetings of groups and select time slots via a free time search
system.

 3. Meeting notification - Once a meeting is scheduled, each attendee is
notified with information such as date, time and place. The notified
attendee can accept, delegate, or reject the appointment as well as add
the meeting to their personal calendar.

 4. View other people′s calendars - You can view other people ′s calendar
from your client.

 5. Room reservations - When scheduling an appointment, you can choose a
meeting room directly from the appointment form. Notes performs a
lookup in a Room Resources database. Other resources, such as audio
visual equipment can be managed via the appointment form.
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 6. Delegation Profile - The Delegation Profile lets you allow other people to
view and/or manage your mail file and calendar or your calendar entries
only.

 7. Integration with Organizer - The free time system supports a plug-in API
which allows extensions to support free time searches in other
calendaring systems such as IBM OfficeVision and Lotus Organizer.

 8. SMTP/MIME MTA - Domino 4.5 includes native support for the Internet
mail standard SMTP/MIME.

 9. cc:MAIL network integration - Domino includes full featured integration of
cc:MAIL and Domino messaging environments. The cc:MAIL MTA
enables high-fidelity message and directory interoperability between
Domino and cc:MAIL.

10. POP3 support - POP3 clients can download Domino Mail messages and
can be configured to delete or save messages following download. POP3
support includes password level authentication and SSL support.

11. Mobile corporate directory - A new field-level replication option is
available for Address Books which dramatically reduces the amount of
disk space used by a local copy of the corporate Public Address Book.

A.3 Security
Notes and Domino are widely respected for their strength in unmatched security
models. This release extends the Notes security model with the following
features:

• Execution Control Lists

The Execution Control List (ECL) enables you to protect your data against the
threats of viruses, mail bombs or unwanted application intrusions
encountered when navigating the Internet. ECL provide a mechanism for
managing whether such executable files should be allowed to execute and
what level of access the program should be permitted.

• Password expiration and reuse

This feature protects the Notes system from a situation where a malicious
user obtains the ID file and password of a user and impersonates that user.
The feature enables Notes administrators to specify and enforce an
expiration period/date on passwords for user ID files. During the
authentication dialog, the user is notified that their password has expired
and must supply a new one. A list of previous passwords prevents users
from reusing any of their previous n passwords.

• Java applet source specification

This feature allows you to determine from where Java applets can be
brought to the Notes client, such as only inside your firewall, only from
certain Internet hosts, or from all Internet hosts except certain specified
hosts.
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A.4 Windows NT Integration
The previous release of Notes included support for a number of Windows NT
features including the inclusion of Notes statistics in the NT Performance Monitor
and working as an NT Service. Notes and Domino 4.5 continue to build on the
integration of the Windows NT operating system with the following features:

• NT Single Logon  - This feature enables you to enter only a single password
when logging into a Windows NT domain and not have to re-enter it when
they enter Notes. This feature is only available to Notes 4.5 clients running
Windows NT.

• Notes/NT User Management  - Notes 4.5 allows administrators to
automatically create and delete Windows NT user accounts when they create
or delete a Notes user in the Public Address Book. Administrators can also
create or delete Notes user accounts when creating or deleting Windows NT
user through the Windows NT User Manager for Domains.

• Integration with the NT Event Logger  - Domino events are redirected from the
Domino Event service to the Windows NT Event Logger. This provides single
Event tracking environment for both Windows NT and Domino operations for
activities such as alarms or informational events.

A.5 Advanced Services
Domino is the manageable messaging and interactive application server on the
market. Domino 4.5 builds upon these strengths by adding the following:

• Domino Server Clustering

Domino server clustering enables you to ″cluster″ together up to six Domino
servers to provide load balancing and failover capabilities in the Domino
environment. In order to perform clustering, Domino requires a minimum of
two Domino servers. Clustering also provides a real-time replication scheme
to ensure that applications hosted on servers in the cluster remain
synchronized. Load balancing enables administrators to define a specific
threshold which, when exceeded, establishes new sessions automatically on
another server in the cluster with more resources. The Failover feature
ensures that, if a Domino server fails, users accessing that server are
seamlessly switched to the same application on another server in the
cluster.

• Billing

Billing allows you to build your own custom billing applications to assist in
measuring the amount of mail traffic from users or sites or measure the way
specific applications are used. Here are some potential uses for billing:

− Accounting and billing for resources used by Internet Service Providers
(ISPs) and carriers.

− Internal chargeback by Information Systems organizations to the
department they serve.

− Information management - Determining the value of applications and
content based on measurements of the way they are used and who uses
them.

• Partitioned server
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Partitioned server allows you to run several logical Domino servers on one
physical machine. This feature is useful for the Internet Service Provider
(ISP) and telecommunications communities, reducing the overall investment
that you need to make in a Domino application or mail hosting service, or by
organizations who wish to do the same internally. For Domino 4.5, this
feature will be available on IBM-AIX, HP-UX, Solaris (SPARC and Intel
Edition) and NT (Intel and Alpha) platforms.
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Appendix B. Domino and the Internet

In this section we will discuss the various ways that Domino works with the
Internet to provide you with a complete Internet solution. Information regarding
Domino and the Internet is provided in much greater detail in Working with Lotus
Notes and the Internet. This documentation ships with current releases of
Domino 4.5.

B.1 The Internet and the World Wide Web
The Internet is comprised of a wide-area network (WAN) collection of networks
across the world. Those networks include regional networks, local networks at
universities and research institutions, local networks at business locations, and
many military networks. The term ″Internet″ refers to this entire set of networks.

The most popular application on the Internet is the Web. The Web is an
extensive hypermedia system that connects millions of pages of information
stored on Internet servers located all over the world. To access and display Web
pages, you use Web browser software. A Web browser will allow you to access
information that resides on various Internet servers that run different protocols.

Figure 68. A Web Browser Accessing Various Internet Servers

Web pages are identified by a unique address, known as a Uniform Resource
Locator (URL), such as:
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http://www.us.pc.ibm.com/server/

The first part of the URL (http) specifies the network protocol used to access the
page. The second part of the URL (www.us.pc.ibm.com) is the Internet server
name. The third part of the URL (server) is the actual file name of the page on
that server.

B.2 Types of Internet Connections
Today, you must make a decision to determine the type of connection that best
suits your organizational needs. Questions you need to ask yourself are how
many people will be connecting, how often they will be connecting, the speed
with which they will be communicating, and so on. Next, you need to contract
with an Internet Service Provider (ISP) to obtain your actual Internet connection.
An ISP is a company that offers different types of network connections to the
Internet. These connections range from simple dial-up connections to fully
dedicated leased-line connections. With Domino, you can use any type of
connection to hook into the Internet through an ISP. To locate an ISP in your
area that suits your needs, visit the following Web pages:

• http://thelist.com/

• http://lanshark.lanminds.com/isps/default.html

• http://www.herbison.com/herbison/iap_meta_list.html

The basic types of Internet connections you can obtain through an ISP are:

• Dial-up connection

• Leased-line connection

• Proxy connection
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Dial-Up Connection

A dial-up connection is considered a direct connection to the Internet. If you
have a dial-up connection, you connect your computer (for example, your
Domino server) to your corporate LAN and your computer communicates
through a dial-up modem that connects to an ISP.

Figure 69. Dial-Up Connection
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Leased-Line Connection

A leased-line connection is considered a direct connection to the Internet. If you
have a leased-line connection, you connect your computer to your corporate LAN
and communicate through a router to a leased phone line that connects to an
ISP.

Figure 70. Leased-Line Connection
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Proxy Connection

A proxy is a server that provides indirect access to the Internet. A proxy server
usually runs in conjunction with firewall software to pass incoming and outgoing
requests between servers on both sides of a firewall. Typically, firewalls are
placed at the entry point to a public network such as the Internet. If your
organization uses a proxy server for its Internet connection, you connect your
computer to your corporate LAN that communicates through the proxy and
firewall servers and on to an ISP.

Figure 71. Proxy Server Connection

For more information on ways to implement Internet security for your Domino
server, you should obtain the IBM redbook The Domino Defense: Security in
Lotus Notes and Internet, SG24-4848.
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B.3 Extending Your Notes Network Over the Internet
This section describes ways to put your Domino servers on the Internet and how
to access other Domino servers over the Internet.

You can extend your corporate network to allow your Domino servers to
communicate over the Internet. Your first step is to connect your Notes
environment to the Internet. Then, once your Internet connection is established,
you can:

• Put a Domino server on the Internet.

• Connect from one server to another server over the Internet.

• Use NotesNIC to locate and communicate with servers on the Internet.

Putting a Domino Server on the Internet

To put your Domino server on the Internet:

 1. Install the Domino Release 4.5 server software. Refer to the Notes Release
4.5 Install Guides for Servers.

 2. Obtain your Internet connection from an ISP.

 3. Install one of these types of network connections:

• TCP/IP protocol software for leased-line connections, or

• SLIP/PPP (dial-up versions of TCP/IP) for modem connections

 4. Set up a proxy server to connect your internal LAN to the Internet (optional,
but highly recommended).

 5. Test your Internet connection using a ping utility.

Connecting Servers to Servers over the Internet

You can connect a server to a server over the Internet so that you can perform
normal server tasks, such as replication and mail routing.
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Figure 72. Domino Server-to-Server Connections Over the Internet

To establish the connection:

 1. Find out the IP address of the destination Domino server with which you
want to connect.

 2. Create a Server Connection document in your server′s Public Address Book.

 3. Edit the Server document in your server ′s Public Address Book if you are
connecting through a proxy server (optional, but recommended with proxy
server).

 4. Establish the connection to the Internet outside of Domino.

 5. Connect to the Domino server.

Using NotesNIC to Communicate with Other Domin Servers

NotesNIC is a Notes directory service on the Internet that provides a way for
Notes sites to locate and communicate with each other. To accomplish this, all
NotesNIC servers belong to the ″NET″ domain. As a result, all NotesNIC servers
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share a replica copy of the ″NET″ domain ′s Public Address book, which provides
the information needed to locate and communicate with Notes Internet sites. Any
Notes site can register to become a part of the NotesNIC domain (NET). Once
registered, your Notes site can:

• Use scheduled replication to share and update information among sites
around the world.

• Use Domino Mail to send and receive mail to other Notes sites over the
Internet with no need for SMTP gateways.

• Use anonymous access/unauthenicated server access features to access
Domino servers on the Internet without proper prearranged cross-certified
authentication.

• Administer your global connections from the familiar environment of a
standard Notes Public Address Book.

The following figure illustrates how the NotesNIC ″NET″domain on the Internet
works along with internal corporate domains. In the figure, both ABC and XYZ
corporations physically host and maintain all their own Domino servers and
Notes workstations, including the Domino server that is in the ″NET″ domain.
Using a passthru connection through their ″NET″ server, they can communicate
not only with other servers in the ″NET″ domain, but with workstations and
servers in other corporate domains.

Figure 73. The NotesNIC Servers Network

For more information on NotesNIC, visit the home site for the NotesNIC:
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Notes site: welcome.nsf at home/notes/net (205.159.212.10)

Web site: http://www.notes.net/
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Appendix C. Lotus Notes NetBIOS Port Drivers

There are two Notes supplied NetBIOS port drivers available for the OS/2
Domino server. These are called NETBIOS.dll and IBMEENB.dll. These port
drivers use resources from the underlying NetBIOS protocol stacks provided by
the OS/2 LAN Requester and the OS/2 Multi-Protocol Transport Services (MPTS)
respectively.

We recommend that you use the NETBIOS.dll, if possible, because of its ease of
configuration and its efficient use of resources.

The NETBIOS.dll driver is limited to a system total of approximately 100-125
clients. Those familiar with OS/2 LAN Server might ask themselves ″Why is
Notes limited to only 125 NetBIOS clients? OS/2 Warp Server can support up to
1000 NetBIOS clients.″6 The reason for this limitation is in the design of the port
driver, not a limitation of the NetBIOS protocol itself. The port driver uses 16-bit
OS/2 system semaphores, two per client, and there is a system limit of 256 16-bit
system semaphores in OS/2.

Now that we have explained the capacity limitation, let′s discuss the two
NetBIOS implementations available for OS/2-based Domino servers. In the OS/2
environment, there are two NetBIOS APIs, the submit interface and the NB30
interface. The submit interface is supplied by the OS/2 LAN Requester and the
Notes driver NETBIOS.dll gets its network resources through this interface. That
is the reason for the requirement that the OS/2 LAN Requester must be active in
order to use this driver.

The NB30 (NetBIOS 3.0) is supplied by Multi-Protocol Transport Services (MPTS)
and it is this interface that is used by the IBMEENB.dll driver.

Since it uses the resources available to the OS/2 LAN Requester, the
NETBIOS.dll driver is dependent on the resources allocated to the requester that
are allocated in the IBMLAN.INI file. In other words, the network resources
(sessions, commands, and names) that both the Notes port driver and the OS/2
LAN Requester use come out of the same pool. In effect, the Notes port driver
and OS/2 LAN Requester must share these resources. Consequently, when you
configure IBM LAN Requester, you should make sure that you configure
sufficient resources for OS/2 LAN Requester AND the Notes port driver. You will
probably need to increase the number of Sessions, Commands (NCBs) and
Names from their default values in order to provide sufficient quantities for both
components.

The startup sequence of OS/2 LAN Requester and Notes is also important when
using the NETBIOS.dll driver. Since the Notes driver is dependent on the LAN
Requester, You must start the LAN Requester before starting Notes.

As stated earlier, the IBMEENB.dll driver makes calls to the standard NetBIOS
3.0 (NB30) interface instead of using the NetBIOS Submit interface. This means
you do NOT need to install or run the LAN Requester. However, this driver is
more difficult to configure and does not allocate resources as efficiently as the
NETBIOS.dll driver. This is explained below:

6 Using four LAN adapter cards.
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 1. Notes has several processes which perform communications. They are the
database server, database client, replicator, background replicator on the
client, and the periodic macro agent. Each of these uses the port driver to
handle the lower level tasks associated with the configured protocol.

 2. When the process is being initialized, it makes a call through the port driver
to NetBIOS asking for NetBIOS resources to be allocated to the process. The
number of resources can be explicitly specified or it can be left to default.

 3. In the case of NetBIOS using the IBMEENB.dll driver, Notes uses the default
value of 15 sessions per process for all cases except for the database
server. This means that 15 sessions are allocated whether they are needed
or not. This results in an inefficient use of NetBIOS sessions, which are a
limited commodity anyway.

 4. The Database server process on the Notes server is the one exception - it
uses the value specified on the port line in NOTES.INI. For example, if the
port line was

LAN0=IBMEENB,0,50,2000,,12288

then the database server process gets 50 sessions. This value can be
changed if required.

As an example, let′s say that you performed the following sequence on your
Notes server:

 1. Start the replication process

 2. Start the Notes client interface

 3. Access a database on another server

 4. Start a background replication

 5. Start a t imed macro to access another server

In order to perform the preceding sequence of events, you will need
50+15+15+15+15+15  =  125  sess ions ! These sessions must be available or
the process will fail at initialization time. (For the IBMEENB.dll driver using the
NB30 interface, the maximum number of sessions is defined in the Netbeui
section in the PROTOCOL.INI file.)

Contrast this resource allocation with the NETBIOS.dll driver. In this case, the
OS/2 LAN Requester allocates all the resources specified in IBMLAN.INI when
the requester service starts. Notes and any other application which use that
NetBIOS interface will share those resources with the LAN requester. So with
our  ear l ier  example,  Notes would only  need X+1+1+1+1+1 = X+5 sess ions,
where ′X′ equals the number of currently attached Notes users. As you can see
this is much more resource efficient.

Note: To modify the default resources, you need to modify the NOTES.INI file on
servers using IBMEENB.DLL or the PROTOCOL.INI and IBMLAN.INI files on
servers using NETBIOS.DLL.

For more information on setting up Domino on the IBM Warp Server, please
review Chapter 4: Running Lotus Notes on NETBIOS in Lotus Notes′  Network
Configuration Guide.
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Appendix D. NoteSizr Pro and WebSizr from Technovations Inc

The rapid growth of the Internet has created many challenges for businesses
and service organizations to provide their goods and services across the world.
The Web servers in themselves have created many challenges for content
providers, not the least of which is capacity planning and choosing Web server
software from a large and growing array of products. To help address these
immediate problems, a number of benchmarks have been introduced. The
NoteSizr Pro and WebSizr are two of them. The NoteSizr Pro and WebSizr are
tools used by system architects/engineers, application developers, and
administrators to size and benchmark Lotus Domino Servers and systems. Lotus
Domino is a Web application server with an integrated set of services that
developers use to create secure interactive Internet and intranet applications.
Our purpose of mentioning the NoteSizr and WebSizr is to help you in selecting
the ideal IBM PC Server to meet your Lotus Domino Server requirements.

This appendix has been provided to share specific information on the NoteSizr
and WebSizr. Information on these products can be viewed in greater detail at
Technovations′ website at http://www.technovations.com/.

D.1 Comparison of NotesBench versus NoteSizr
The benchmarking tool used today by Lotus Notes vendors is NotesBench.
NotesBench is used as a standardized, structured test on a variety of system
configurations. This means that when people refer to running the ′mail ′ test for
example, you know exactly what test was being performed. Presently,
NotesBench performs a variety of workload configurations. They are: mail,
mail/shared databases, shared databases, groupware_A, replication hub server,
mail hub server, idle, web buyer, web walker, calendar and scheduling, and
clustering. Notesbench enables an administrator to compare how a defined
workload runs on a variety of machine configurations. Along with the
standardized test, there is a certification process that ensures that the results
reported are valid and reproducible. NotesBench can also be run out of the
standard configuration, for example, varying parameters such as number of
recipients, size of messages, and size attachments. Data from single and
multiple clients can be obtained from a NotesBench configuration. NotesBench
is made available to vendors only. These vendors belong to a Lotus consortium
with the responsibility to publish certified reports and to make these reports
available on the web. A tool known as Server.Planner is provided to customers
to use in conjunction with published NotesBench reports to help customers in
their server selection. Whereas, NotesBench is available to vendors, NoteSizr is
made available to vendors and customers more as an individual company tool.

NoteSizr can be used in a similar capacity, although it is not a requirement. An
administrator could define a standard test through NoteSizr and run on a variety
of configurations, as well as create a certification process and validate the
results. NoteSizr was designed as an ease-of-use tool that would run simulated
workloads such as mail, mail and shared databases, full text indexing,
replication, and mail routing against any machine configuration under test. The
NoteSizr is primarily designed as an application and system measurement tool
as well as a tool to measure the performance of servers. It can accomplish a
superset of tasks and functions just like NotesBench. It can be customized to
work with your Notes Application and your specific Notes database. NoteSizr can
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also be used to simulate the traffic used in NotesBench, and if necessary can be
used to modify or customize these workloads for a customer′s specific workload
scenario or a customer′s specific hardware/software configuration.

NoteSizr is a system level benchmarking tool. This means that you can
benchmark the entire Notes system (or network) that is being deployed as
opposed to just benchmarking one Notes server. The NoteSizr can also be used
to target your Notes applications, which is a significant difference from other
benchmarking tools. Typically, the NoteSizr can simulate up to 1500 Notes users
on the same PC system. This saves test configuration cost significantly since it
avoids having farms of PCs to do the testing. Note that NotesBench will also
simulate many notes users on a client machine and depending upon the size of
your client will determine the number of users simulated. In addition to its
ease-of-use, NoteSizr requires much less time to set up than a NotesBench
environment. NoteSizr produces result output which is concise and easily
understandable.

D.2 Overview of NoteSizr
NoteSizr is an application which is used to simulate many real Notes clients
using a single personal computer. The tool executes a sequence of commands
against an IBM PC Server and a given database. The commands are specified
as input to the NoteSizr program through an easy to use script file. The tool is
run with a set of invocation options which set the defining characteristics for
each benchmarking test. Note that the NoteSizr program can execute several
scripts in batch mode against a system under test.

The set command verbs are described as follows:

• OPEN: This command opens a specific database. The name of the database
and the name of the server which hosts the database are implied by the
program startup command.

• CLOSE: This command closes a given database. Name is implied on the
command line as in the case of OPEN.

• PAUSE: This command is used to create event lists using the script file. It
takes at least one argument which specifies the number of seconds to pause.
It could optionally be overloaded with a second argument which is used to
create randomness in the PAUSE times for different threads and different
instances of the PAUSE command within the same script.

• ADD : This command is used to add notes to the database.

• UPDATE: This command is used to update notes that already exist in the
database.

• DELETE: This command deletes random notes in the database.

• READ: This command reads a random number of notes from the database.

• NAVIGATE : This command uses the given view to navigate through peer
levels.

• FTSEARCH: This command performs a Full Text Search on the database for
supplied queries.

• NABADDNOTE - NAN : This command is used to populate Person entries into
the Name and Address book (this works with the NAB design in Notes
4.5/Domino and previous Notes versions).
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• NABUPDATENOTE - NUN : This command is used to update Person entries
into the Name and Address book. This works similar to the NABADDNOTE
command, except that it updates an entry which already exists in the
database.

• NABADDGROUP - NAG : This command is used to populate Group entries
into the Name and Address book.

• NABUPDGROUP - NUG : This command is used to update Group entries into
the Name and Address book.

• RCONSOLE : This command is used to execute remote console operations.

• MAIL : This command is used to synthesize and push mail to the router. This
could be used in conjunction with other commands to develop the overall
workload or could be used independently to test the transfer/delivery
capabilities of the mail router.

• REWIND: This command allows a pattern in the script file to be iterated a
number of times.

D.2.1 NoteSizr Key Features
 The following are some of the features of NoteSizr which makes it an essential
tool for every major Notes analyst/administrator/power application developer.

• Easy of use : NoteSizr exposes a powerful set of functions with an intuitive
user interface. This makes performance testing an easily accomplishable
task.

• Robust architecture : The tool has been designed top-down to the rigorous
standards of a benchmarking tool. This results in more accurate correlation
of results from different runs. This is a difference from other tools which
may have been built to just test functionality.

• Built-in data analysis wizard : This feature can provide a quick synopsis for
the entire experiment by categorizing the calls made to the server.

• High performance : The tool can simulate more users on a single personal
computer by exploiting the use of Win32 threads as opposed to working in a
process based paradigm. The tool uses Win32 API and the Lotus Notes
C/C++ API and can simulate up to 1500 users on a single mid-range PC.

• Multi-platform : NoteSizr can be run on Windows95 or Windows NT 3.5 or
higher. We recommend that you run larger simulations on Windows NT.

• Multi-protocol : NoteSizr can work with any protocol that is being used
between the Notes client and the server. Since the tool piggy backs to the
Notes RPC through the API, this is seamless and no special setups are
necessary.

• Secure : NoteSizr is auto-secure based on the Notes IDs that are being used
by the client. If password is set on the Notes ID, the tool prompts for
passwords without echoing them to the terminal.

• V3/V4 compatible . NoteSizr auto-configures itself at install time to work with
Version 3 or Version 4.x of Notes.

• Flexible Test patterns : Test patterns can be specified to NoteSizr by
specifying them as part of the NOTESIZR.TXT file (default). This is useful so
pattern matching using FT searches will yield predictable results.

• Support long test runs : The tool is capable of doing long experimental runs
by using the REWIND command verb and by accommodating long script files.
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• Rich Text fields : The tool is capable of attaching rich text fields to Notes, in
addition to plain text files.

In addition to benchmarking, NoteSizr can be used as a companion for Notes
developers and administrators.

• Populating large numbers of notes within databases for testing. A task such
as this can be ideally accomplished using this tool because it has the
capability of adding notes with random byte fields and attachments.

• Logging command result data and doing ″batch″ executions of remote
console tasks. Administration tasks that need to be performed in a certain
sequence and on a regular basis would be good examples of such. The tool
can come of critical use when certain events that need to be monitored
which are out of the scope of the events that can be turned on by enabling
them with Notes. Another example would be cases when administration
commands need to be broadcast to several Notes servers.

D.2.2 Benefits of NoteSizr
NoteSizr provides a vehicle for static workload generation but also has the
capability of creating and playing workloads dynamically. This comes very close
to mimicking the activity of real users.

NoteSizr significantly reduces the learning curve, execution time and the cost of
performance analysis. It has a powerful framework that lets you take control and
customize your tests.

Here are some the advantages of using NoteSizr:

 1. Scalability : NoteSizr exploits the use of lightweight threads with minimal
semaphoring, thus being able to produce more simulated users on a single
personal computer.

 2. Ease of use : The user interfaces of NoteSizr are crisp and intuitive. The script
file which is input to each run has intuitive verbs and definitions.

 3. Reporting : NoteSizr reports five(5) types of output:

a. Statistics of throughput and response times for each experimental run.

b. Run-time monitoring of server performance (reported in Ops/Sec and
Avg. Ops/Sec).

 c. Run-time status of where we are in the experiment.

d. Log data for each command in the script file, and for each Notes user.

e. Error and status data for each run.

 4. Customizable : NotesSizr can be customized to work with specific database
designs and forms. This level of customization is important to understand the
performance and sizing characteristics of not only the Notes system, but the
application designed on top of Notes. Tools which work only with a standard
template may not be very representative of real customer environments.
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Figure 74, shows the NoteSizr Pro Basic Setup screen with default values for
different parameters.

The Notes Server Name could be ″local″, which is used to test local Notes
database services. This field could also be used to specify remote Notes servers.

The Script File is used to play scripts which contain commands which instruct
the NoteSizr run-time kernel about operations that we want to play through each
simulated user.

The number of concurrent simulated sessions is the entry used to specify the
number of Simultaneous Notes Users that we want to simulate in our
experiment.

The database under test is one that has the design qualities specified by fields in
the advanced setup screen (which we shall examine next). The template
NOTESIZR.NSF is supplied with the NoteSizr media and serves as the default
server under test.

The Log File is used to log information about each command into a file that can
be analyzed later.

Figure 74. NoteSizr Setup Screen

Once the options are set, you can either start the test or you can go to the
″Advanced Setup″ screen. (See Figure 75 on page 170.) Let′s now examine the
Advanced Setup screen options and commands.
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Figure 75. NoteSizr Advanced Setup Screen
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In Figure 75 on page 170, the Database Design options allow you to customize
your test to target the Forms and Fields within the context of the Database Under
Test (as specified in the Basic Setup Screen).

The Form Name is the name of the form that you want to target. There are 2 text
fields, a Time Field and a View that you can specify for the tests. If you DO NOT
want to use either of these fields, you can blank the input to ignore the field
altogether.

You can also view the script file that was specified in the Basic Setup screen.
This screen also gives you the ability to create a new log file for each test that
you run or the ability to concatenate all the logs for all the individual runs
(default is to create a new file for each run).

If you would like to go to the Basic Setup screen and review/modify your
settings, you can do this through the Basic Setup button. Once you have
completed the required setups in this screen, you can proceed to execute the
test by depressing the Start Test button.

What follows next is the screen that pops up when you hit the Start Test button.
This screen is the NoteSizr Run Time monitoring screen, which gives you a feel
for the progress of each test, along with a performance preview.

At the end of the test, we would see a View Test Results button which you can
depress to view the statistical results for the test that was just completed.

D.3 Overview of WebSizr
WebSizr (pronounced Web-Sizer) is a tool used to perform advanced sizing,
benchmarking and analysis on HyperText Transfer Protocol (HTTP) based
applications, including Notes/Domino applications. It provides the capability of
working with cookies, authentication, and active server pages. It is an
application which can be used to simulate many real Web-browser sessions
using a single personal computer. The tool is capable of playing a sequence of
commands. The commands are specified as input to the program through an
easy to use script file. WebSizr produces result output which is concise and
easily understandable.

Here are the supported set of command verbs:

• GET: This command targets a certain static page or dynamic program. It
takes arguments which specify the number of such operations which need to
be repeated back-to-back and the URL for the operation.

• AGET: This command targets a certain static page or dynamic program, but
uses user authentication (Username/Password) supplied in the setup screen.

• POST: This command POSTs information to a server.

• APOST : This command POSTs information to a server.

The difference between the POST and APOST is that the APOST command
supplies Username/Password authentication credentials while the POST
command does not.

POST and APOST requests are typically what happen when you:

Push Submit buttons on the web after filling out form information.
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• HEAD: This is one of the least used HTTP commands. It has the same syntax
as a GET command. This command is used to request only server
information and not content pointed to by the page.

• PAUSE: This command is used to create event lists using the script file. It
takes at least one argument which specifies the number of seconds to pause.
It could optionally be overloaded with a second argument which is used to
create randomness in the PAUSE times for different threads and different
instances of the PAUSE command within the same script.

WebSizr is targeted to not only benchmark HTTP servers, but to benchmark
Intranet and Electronic applications and understand their performance
characteristics as they are related to changes in some important parameters.

WebSizr can mimic about 20 popular browsers and apart from being able to use
the most commonly used HTTP operations, can also do cookies, Username and
Password authentication for each simulated user, and proxies. It offers many
other features that are very essential to developing/deploying a new application.

The key features and benefits of WebSizr are very similar to NoteSizr.

Figure 76 shows the WebSizr ProEval Basic Setup screen with default values for
different parameters.

Figure 76. WebSizr Setup Screen

In Figure 76, the Agent Name dropdown box allows you to mimic many popular
browsers. This is useful if your application is screening for such requests to
generate dynamic content.
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The Script File is used to play scripts which contain commands which instruct
the WebSizr run-time kernel about operations that we want to play through each
simulated user.

The number of concurrent simulated sessions is the entry used to specify the
number of simultaneous Web browsers that we want to simulate in our
experiment.

The Log File is used to log information about each command into a file that can
be analyzed later.

This screen also allows you to set up your proxy server name and port number.
It also allows you to specify how you want to use the proxy server.

As you can see, there is a knob to change the network buffer size for your
socket connection. This lets you understand the impact of the buffer size on your
tests, if this is interesting to you.

The basic setup screen allows a few other user definable options for your testing
convenience. The ″Follow Redirects Automatically″ option lets WebSizr field 302
Redirect requests from the server and lets it automagically extract and target the
new URL without any extra programming of your script. Once the above options
are set, you can either start the test or you can get to the ″Advanced Setup″
screen. (See Figure 77) Let′s now examine what the Advanced Setup screen
options and commands.

Figure 77. WebSizr Advanced Setup Screen

In Figure 77, some other options are shown that can help you drive your
experiment. Using this screen you can specify:

• What level of timing information you want presented from the test
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• If and how you want cookie information used during test

• How/if you want HTML pages logged (this could be very useful for debug of
your application and the WebSizr script being used). The HTML files can be
viewed using any standard browser that supports HTML.

You can view the script file that was specified in the Basic Setup screen. This
screen also gives you the ability to create a new log file for each test that you
run or the ability to concatenate all the logs for all the individual runs (default is
to create a new file for each run).

If you would like to go to the Basic Setup screen and review/modify your
settings, you can do this through the Basic Setup button. Once you have
completed the required setups in this screen, you can proceed to execute the
test by depressing the Start Test button.

What follows next is the screen that pops up when you hit the Start Test button.
This screen is the WebSizr ProEval Run Time monitoring screen, which gives
you a feel for the progress of each test, along with a performance preview. After
the test has been completed, a results screen shows different statistical
categories for data that was obtained during the test. The metrics are
self-explanatory.
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Appendix E. Special Notices

This publication is intended to help IS professionals perform server selection and
implementation for a Notes network environment. The information in this
publication is not intended as the specification of any programming interfaces
that are provided by Lotus Notes or OS/2 Warp. See the PUBLICATIONS section
of the IBM Programming Announcements for more information about what
publications are considered to be product documentation.

References in this publication to IBM products, programs or services do not
imply that IBM intends to make these available in all countries in which IBM
operates. Any reference to an IBM product, program, or service is not intended
to state or imply that only IBM′s product, program, or service may be used. Any
functionally equivalent program that does not infringe any of IBM′s intellectual
property rights may be used instead of the IBM product, program or service.

Information in this book was developed in conjunction with use of the equipment
specified, and is limited in application to those specific hardware and software
products and levels.

IBM may have patents or pending patent applications covering subject matter in
this document. The furnishing of this document does not give you any license to
these patents. You can send license inquiries, in writing, to the IBM Director of
Licensing, IBM Corporation, 500 Columbus Avenue, Thornwood, NY 10594 USA.

Licensees of this program who wish to have information about it for the purpose
of enabling: (i) the exchange of information between independently created
programs and other programs (including this one) and (ii) the mutual use of the
information which has been exchanged, should contact IBM Corporation, Dept.
600A, Mail Drop 1329, Somers, NY 10589 USA.

Such information may be available, subject to appropriate terms and conditions,
including in some cases, payment of a fee.

The information contained in this document has not been submitted to any
formal IBM test and is distributed AS IS. The information about non-IBM
(″vendor″) products in this manual has been supplied by the vendor and IBM
assumes no responsibility for its accuracy or completeness. The use of this
information or the implementation of any of these techniques is a customer
responsibility and depends on the customer′s ability to evaluate and integrate
them into the customer′s operational environment. While each item may have
been reviewed by IBM for accuracy in a specific situation, there is no guarantee
that the same or similar results will be obtained elsewhere. Customers
attempting to adapt these techniques to their own environments do so at their
own risk.

Any performance data contained in this document was determined in a
controlled environment, and therefore, the results that may be obtained in other
operating environments may vary significantly. Users of this document should
verify the applicable data for their specific environment.

The following terms are trademarks of the International Business Machines
Corporation in the United States and/or other countries:

AIX AIX/6000
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The following terms are trademarks of other companies:

C-bus is a trademark of Corollary, Inc.

Java and HotJava are trademarks of Sun Microsystems, Incorporated.

Microsoft, Windows, Windows NT, and the Windows 95 logo are
trademarks or registered trademarks of Microsoft Corporation.

PC Direct is a trademark of Ziff Communications Company and is
used by IBM Corporation under license.

Pentium, MMX, ProShare, LANDesk, and ActionMedia are trademarks or
registered trademarks of Intel Corporation in the U.S. and
other countries.

UNIX is a registered trademark in the United States and other
countries licensed exclusively through X/Open Company Limited.

Other trademarks are trademarks of their respective companies.

C + + EtherStreamer
LANStreamer IBM
LAN Distance NetFinity
OS/2 OS/2 Warp
PC Server

AppleTalk Apple Computer, Incorporated
Banyan, VINES Banyan Systems, Incorporated
DEC, PATHWORKS Digital Equipment Corporation
HP, OpenView Hewlett-Packard Company
Lotus, Lotus Notes, Lotus Domino, Lotus Development Corporation
Novell, NetWare, IPX Novell, Incorporated
Intel, Pentium, Pentium Pro, 486 Intel Corporation
SCO The Santa Cruz Operation, Incorporated
SCSI Security Control Systems, Incorporated
Sun, Solaris, Java Sun Microsystems, Incorporated
MS, Windows NT, Windows 95 Microsoft Corporation
NoteSizr, WebSizr Technovations, Incorporated
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Appendix F. Related Publications

The publications listed in this section are considered particularly suitable for a
more detailed discussion of the topics covered in this redbook.

F.1 International Technical Support Organization Publications
For information on ordering these ITSO publications see “How to Get ITSO
Redbooks” on page 179.

• IBM PC Server and Lotus Notes Integration Guide, SG24-4857

• IBM PC Server Selection Guide, SG24-4760

• IBM PC Server and Novell NetWare Integration Guide, SG24-4576

• IBM PC Server and OS/2 LAN Server Integration Guide, SG24-4577

• IBM PC Server and Windows NT Integration Guide, SG24-4763

• The Domino Defense: Security in Lotus Notes and the Internet, SG24-4848

• Secrets to Running Lotus Notes: The Decisions No One Tells You How to
Make, SG24-4875

F.2 Redbooks on CD-ROMs
Redbooks are also available on CD-ROMs. Order a subscription  and receive
updates 2-4 times a year at significant savings.

CD-ROM Title Subscription
Number

Collection Kit
Number

System/390 Redbooks Collection SBOF-7201 SK2T-2177
Networking and Systems Management Redbooks Collection SBOF-7370 SK2T-6022
Transaction Processing and Data Management Redbook SBOF-7240 SK2T-8038
AS/400 Redbooks Collection SBOF-7270 SK2T-2849
RS/6000 Redbooks Collection (HTML, BkMgr) SBOF-7230 SK2T-8040
RS/6000 Redbooks Collection (PostScript) SBOF-7205 SK2T-8041
Application Development Redbooks Collection SBOF-7290 SK2T-8037
Personal Systems Redbooks Collection SBOF-7250 SK2T-8042

F.3 Other Publications
These publications are also relevant as further information sources:

• IBM PC Server 310 System Library, S52H-3697

• IBM PC Server 320 System Library for Non-Array Models, S19H-1175

• IBM PC Server 320 System Library for Array Models, S19H-1196

• IBM PC Server 320 PCI/Micro Channel System Library, S30H-1778

• IBM PC Server 520 System Library, S52H-3695

• PC Server 704 System Library, S78H-5300

• PC Server 720 System Library, S30H-1782

• IBM PC Server Technical Reference Guide, S83G-7936

• Lotus Notes Network Design, SR23-7378
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How to Get ITSO Redbooks

This section explains how both customers and IBM employees can find out about ITSO redbooks, CD-ROMs,
workshops, and residencies. A form for ordering books and CD-ROMs is also provided.

This information was current at the time of publication, but is continually subject to change. The latest
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With an Internet e-mail address, anyone can subscribe to an IBM Announcement Listserver. To initiate the
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