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Description

Includes discussion pertaining to Private Rights of Action under Federal
Data Protection Law, Criminal Penalties under Federal Data Protection
Law, the Computer Fraud and Abuse Act (CFAA) 18 U.S.C. § 1030, and
the Cybersecurity Information Sharing Act of 2015 (CISA).

Outcomes

remember and understand

Students will be able to understand how some federal laws provide
private individuals and companies with a civil right of action against
cyber attackers.

remember and understand

Students will be able to understand how the federal government and the
private sector exchange data about cyber attacks under cisa.

remember and understand

Students will be able to recognize the outer bounds of cyber defense
and the legal implications of “hacking back.”

remember and understand

Students will be able to understand the how some federal laws
criminalize specific cyber activities.



