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Preface

This book was written to help you design and configure solutions using the IBM
Firewall for AIX. It deals with the issues involved in connecting private IP
networks to the Internet. It describes the different kinds of firewall technologies
that can be used for such connections, focussing on the implementation of those
functions in the IBM Firewall for AIX program product.

There are numerous configuration examples showing ways to set up the filtering,
application server and gateway functions of the IBM Firewall for AlX.

This book will help you to establish a solid fence between your network and the
outside world.

Some knowledge of TCP/IP protocols is assumed.

The Team That Wrote This Redbook

This redbook was produced by a team of specialists from around the world
working at the Systems Management and Networking ITSO Center, Raleigh.

Ellis Luk is a Network Security Specialist at Advantra Pty. Limited in Australia.
He holds a PhD degree in Electrical Engineering from the University of New
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years, specialized in network security in last five years. His areas of expertise
include security audit, firewalls and intrusion detection systems.

Klaus Majewski is a Services Specialist with IBM Finland. He has 2 years of
experience in Firewall field. He holds a M.Sc. degree in Computer Science from
Helsinki University of Technology. His areas of expertise include firewalls, DNS,
Web servers, Internet services, network computers.

Douglas Raxworthy is a Managed Operations I/T Specialist from New Zealand.
He has 5 years of experience in UNIX, specifically AlX, and 1 year of experience
in firewalls. He has worked at IBM for 3 years. His areas of expertise include
AIX Administration, Fault Determination and Resolution, AIX Connections and a
little Tivoli for good measure.

Jorge Ferrari is a Senior ITSO Specialist in Network Design Tools at the Systems
Management and Networking ITSO Center, Raleigh. He writes extensively and
teaches IBM classes worldwide on all areas of network design tools. Before
joining the ITSO in 1993, he worked in the SNAP/SHOT and Network Design
group in Raleigh, NC.

This publication is the result of a residency conducted at the Systems
Management and Networking ITSO Center, Raleigh.

Thanks to the following people for the invaluable advice and guidance provided
in the production of this document:

Andrew Yeomans, IBM UK

Pascal Rutten, IBM Netherlands
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Rob Macgregor, IBM UK

Valerie Aschman, Stacy Powers, Rex White, Jaime Claypool, Kevin Dunphy
from the Network Security Products Development, IBM RTP

Some of the material in this book was based on a previously published redbook:
Safe Surfing: How to Build a Secure World Wide Web Connection, SG24-4564. We
thank the author of that material:

Andreas Siegert
IBM Germany

Comments Welcome
Your comments are important to us!
We want our redbooks to be as helpful as possible. Please send us your
comments about this or other redbooks in one of the following ways:

Fax the evaluation form found in “ITSO Redbook Evaluation” on page 311 to
the fax number shown on the form.

Use the electronic evaluation form found on the Redbooks Web sites:

For Internet users http://www.redbooks.ibm.com
For IBM Intranet users http://w3.itso.ibm.com

Send us a note at the following address:
redbook@vnet.ibm.com
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Chapter 1. Here There Be Dragons (An Introduction to  Firewalls)

In the far-off days of old, maps of the world were simple affairs with the known
world at the center, and a lot of blank space around the edge. Map makers
inscribed warnings to would-be travellers: "Uncharted" and "Here There Be
Dragons". But people did travel, to map what lay beyond their horizon and
(most importantly) to try to become rich by finding precious cargoes.

In many ways the Internet of the past few years has been like the unknown world
of those early maps. Although there are many people in the Internet world, few
of them know this world really well and many see it as a source for future
growth and revenue. There are dragons lurking here too; crackers who will try
to disrupt and destroy. This book deals with some techniques for providing
Internet access, while keeping the bad guys out of your own network.

1.1 Commercialization of the Internet

The Internet is a worldwide IP network which links many different organizations.
The Internet is not a centralized organization but a collection of different
networks from various sources, governmental, educational and commercial.
There is a single administration for managing IP addresses and naming
domains, the Internet Assigned Numbers Authority, but no other central
administrative function. Internet routing is done by many Internet providers,
government departments and private service companies who establish
connections among themselves and build the base of the network.
Organizations connected to the Internet are usually bound to one provider and
SO0 may communicate with any other connected organization across the
inter-provider routes.

In the past, the Internet was suited to data processing and scientific people,
using unfriendly interfaces such as Telnet or FTP. Today, everybody who knows
how to use a keyboard and click a mouse may use a very friendly Web browser
client to navigate the World Wide Web. The Web has had a profound effect on
both the volume of traffic carried by the Internet and also on traffic patterns,
since by following hypertext links, a user may rapidly establish connections with
many different server machines. This means that:

1. There are many more sessions being set up, as a single client is likely to
communicate with many more servers than in the past.

2. There are many more client machines, because the interface is familiar and
easy to use and many organizations have rushed to provide Internet access
to almost anyone.

3. There are many more servers, partly because many companies and
organizations see the Internet as a way to disseminate information and
partly because low cost service providers have allowed individuals and small
organizations to provide their own Web sites.

So successful has the World Wide Web been, that to many people today it is the
Internet.

The Internet today is metamorphosing from a vehicle for academic discussion

and the sharing of research data, into a global information resource for private
and commercial use.

O Copyright IBM Corp. 1995 1998 1
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Like the merchant-adventurers of old, many companies feel that the world of the
Internet promises opportunities, in several forms:

Inter-Company Communications

The use of e-mail has radically changed the way that companies operate
internally, by speeding communications, increasing the reach of corporate
announcements and introducing a new egalitarianism (that is, people will
send E-mail to managers and directors to whom they would not dream of
telephoning or writing). Mail access via the Internet brings the same sort of
benefits to inter-enterprise communications as well as a way for individuals
to communicate.

Marketing, Sales and Support

The Internet offers a huge marketplace for promoting products and services
to a targetted audience. Some companies have flooded the net in a crass
and insensitive way, generating a lot of anger among the Internet
community. However, as the Internet becomes increasingly commercialized
and with the advent of new access methods such as the World Wide Web,
product promotion and support has become an increasingly important
portion of network traffic.

Productivity and Competitive Edge

No matter what subject you are interested in, you will find information about
it somewhere in the Internet. Providing rapid access to information sources
can give a major productivity boost. Also access to data allows employees
to make more informed decisions and to better explore business
opportunities.

Conducting Business

Until recently, business on the Internet was inhibited by the absence of good
security standards. Several developments have addressed this problem.
Probably the most far-reaching is the global availability of the Secure
Sockets Layer (SSL) by Netscape Corporation. This allows Web transactions
to take place with good privacy and authentication, using public-key
encryption techniques. Many other security technologies have been widely
used for some time, such as Pretty Good Privacy (PGP) for secure mail
transfer, but unlike SSL they required some technical knowledge from the
user. SSL is a generic solution to the problem of ensuring privacy, but it is
not an answer to everything. For example, the Secure Electronic
Transactions (SET) standard will enable secure credit card payments to
become a reality. In parallel with these new technologies, there has been an
easing of the U.S. cryptography export restrictions.

It is clear that there will be a lot more commercial activity with security
developments such as these that allow safe transfer of private data, credit
card numbers, etc.

This commercial interest in the Internet is fuelled by and also a cause of the
explosive growth in Internet hosts and traffic (see Figure 1 on page 3).

Protect and Survive Using IBM Firewall 3.1 for AlX
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Figure 1. Internet Host Growth. This information is published by Network Wizards and is available on the Internet
at http://www.nw.com/. Note that this is only the number of "visible" hosts. Many hosts are hidden by firewalls so
the real figures are likely to be much greater. This number of hosts also translates into an even larger number of
users, because each host may have multiple users.

So much for the opportunities; what about those dragons? There has been much
press comment about crackers on the Internet, some of which has
over-sensationalized their exploits. The threat that crackers have posed to date
is less severe than the popular image. Most of the publicized incidents have
been perpetrated as a means to grab attention and not with any real malicious
intent. However, the ingenuity of the crackers in defeating system defenses has
not been overstated. The really frightening prospect, therefore, is if one of these
wily crackers has some personal or commercial reason to do you harm.

1.2 What Does "Security" Mean?

There is always a trade-off to be made between making a computer secure and
the function it can provide. In the extreme case, the most secure computer is
one that is turned off. With networked computers the problem is compounded
since the communication channel itself is open to attack. We can characterize
attacks in two ways:

Chapter 1. Here There Be Dragons (An Introduction to Firewalls) 3




1. Passive attacks: Tapping or tracing the communications. These are very
difficult to detect. You should assume that someone is eavesdropping on
every communication you send across the Internet.

2. Active attacks: That is, a cracker is trying to take over your machines. Even
if you are certain that your own machines have not been compromised, you
cannot be certain about the machines at the other end of the connection.
Realistically you have to extend your circle of trust to some of those
machines, or else you will not use the Internet at all.

It seems that once you start getting paranoid about computer security you can
reach a point where nothing seems safe anymore. s this justifiable? After all,
we don't (normally) worry about people tapping our telephone conversations or
reading our mail, and we happily send credit card numbers, private messages,
gossip and scandal using those media. The difference with the Internet is that
the carrier is not a regulated, well-defined entity. In fact you have no idea
whose computers your message passes through on the way to its destination.

1.3 Reducing Your Exposure

This book concentrates on protecting the points of entry, where the Internet
meets your private network. However, we will also consider authentication and
encryption of data passing across the Internet, using secure tunnels and
alternatives for secure terminal emulation.

The any-to-any connectivity of the Internet can, alone, give you many security
problems. You will need to protect your own private data and also protect
access to the machines inside your private network against abusive external
use.

The first step to achieving this is to limit the number of points at which the
private network is connected to the Internet. The best configuration is where the
private network is connected by just one gateway. If you only have this unique
path, you have gained a choke point, where you can exercise control over which
traffic to allow into and out of the Internet. We call this gateway a firewall.

When considering the details of your firewall it is important to keep in mind that
the whole concept relies on the fact that it is the only gateway. If an attacker
can find an alternative, uncontrolled, access point your firewall effort has been
wasted. Every point of entry must be subjected to the same rigorous standards
of security.

Depending on what your security requirements are and how much money you
have, you can develop different firewall strategies. The most important advice is
to keep the strategy simple.

1.4 The Firewall

Concept

To understand how a firewall works, consider this example: Imagine a building
where you want to restrict access and to control people who enter in. You
define in the architecture of the building a single lobby as the only entrance
point. In this lobby, you have some receptionists to welcome, some security
guards to watch over, some video cameras to record, and some badge readers
to authenticate people who enter the building.

4 Pprotect and Survive Using IBM Firewall 3.1 for AIX



This works very well to control a private building. But imagine that a
non-authorized person succeeds in entering, no matter how. To protect the
building against any actions from this person is more difficult. However, if you
supervise his or her movements you at least have a chance to detect any
suspicious behavior and repair any damage.

When you are defining your firewall strategy, you may think it is sufficient to
prohibit everything that presents a risk for the organization and allow the rest.
However, because of new attack methods, you may not be able to prevent every
attack and, as in the case of the building, you need to monitor for signs that
somehow your defences have been breached. Generally, it is much more
damaging and costly to recover from a break-in than to prevent it in the first
place.

In the case of the firewall, the classic solution uses a screening router. Although
that is not sufficient today to ensure security, it is still the starting point for
firewall defenses. A better strategy is to permit only the applications you have
tested and have confidence in. If you follow this strategy, you have to
exhaustively define the list of services you must run on your firewall. Each
service is characterized by the direction of the connection (from in to out, or out
to in), the list of users authorized, the list of machines where a connection can
be issued, and perhaps the range of time of day you authorize this service.

— If you want to refresh your knowledge about TCP/IP

In the following sections we assume a fair understanding of IP protocols,
addressing, and router configurations. If you want to increase your
understanding of TCP/IP, we recommend you read TCP/IP Tutorial and
Technical Overview, GG24-3376. Also, if you encounter words or phrases that
you do not understand, you may find an explanation in the glossary.

1.4.1 Screening Filter

The first and most commonly used strategy is to separate the private IP network
from the Internet by inserting a router between them, as shown in Figure 2.

Figure 2. Screening Filter

This router filters all IP packets passing through and is called a screening filter.
This way you can prevent access to machines or to ports in the private network
and also do the reverse; prevent an inside machine from accessing the Internet.
But if you do this, there is no way to control what's happening at the application
layer. That is, you may want to allow one type of traffic across the gateway but

Chapter 1. Here There Be Dragons (An Introduction to Firewalls) 5



1.4.2 Bastion

not another. You could manage this at the application host itself, but the more
machines on which you have to impose controls, the less control you have.
Nonetheless a screening filter is a very useful tool to use in conjunction with
other tools as a security building block.

A bastion is a machine placed between the secure and nonsecure network
where the IP forwarding is broken, which means no IP packet can go through
this machine. As the routing is broken, the only place from which you can
access both networks is the bastion itself. Therefore, only users who have an
account on the bastion, with a double identification (one for the bastion and one
for the remote host), can use services on both the networks, as shown in
Figure 3.

Figure 3. Bastion

This has some disadvantages, because the bastion may have to support many
users. It is important to enforce good password control here since if a cracker
manages to break into a user ID he or she can then impersonate the user and
get into the private network. Besides this security point, supporting a great
number of users will require a big machine. To avoid having users logged in to
this machine and to reduce load on the machine, more general-purpose bastion
applications exist, such as the SOCKS server (see 2.1.3, “SOCKS Server” on
page 15).

1.4.3 Dual-Homed Gateway

One good solution is to combine a screening filter and a bastion, as shown in
Figure 4 on page 7.
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Figure 4. Dual-Homed Gateway

In this case, you can protect the dual-homed gateway from external attacks with
filtering. For example, if you forbid external access to the telnet daemon, you
reduce the threat of an external attack. If you have some nomadic machines
that are hosted outside but need to connect to hosts inside the private network,
you can limit the exposure by using a proxy server and perhaps using smart
card authentication techniques.

The problem with this configuration is that the firewall machine can become very
complex, so if a cracker does break into it, it may take some time to track him or
her down. For example, there are a great number of IP ports used by so-called
well-known services. Some of these are, in fact, not well-known at all and
crackers regularly use them as a back door into a computer. So it is important
to block as many such ports as you can, without impacting the services that you
do want to work.

1.4.3.1 Bastion Behind a Screening Filter
A better solution is to use the same solution as above but use two machines as
shown in Figure 5.

Figure 5. Bastion Behind a Screening Filter

In this configuration, the bastion is protected from external attack by the
screening filter. This one is a very simple router without a daemon inside. This
implies it is very hard to break into this machine. In this manner, you could hide
the structure of your private organization, and protect a complex daemon such
as sendmail.
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1.4.3.2 Screened Subnet

A further development of this is to use the subnetwork between the screening
filter and the bastion as a site for application services. This is increasingly
common, as organizations want to provide machines that are widely available
(such as Web servers) but still have strong protection for their private network.
The screening filter provides some protection for the service machines, without
unduly limiting access. A possible example of this is shown in Figure 6. This
network is composed of two screening filters and one or several bastions. When
you start considering this sort of solution, the cost becomes a major factor since,
for reasons of integrity, each component in the design should ideally be a
dedicated machine.

Figure 6. Screened Subnet

The architecture is very simple and each machine on this subnet performs only
simple task(s), depending on the number of bastions you have. It is often
referred to as a demilitarized zone (DMZ).

Cheaper and another common solution to provide DMZ is to use three adapters
on the firewall. DMZ is still in the area where secure traffic never flows and we
can limit activities in the DMZ with the firewall. Figure 7 shows you the idea.

2577\ 2677a22

Figure 7. Screened Subnet Implemented with Three Adapter Firewall
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1.5 Firewall Objectives and Firewall Rules

We have seen that there are a number of ways to configure a firewall, depending
on the size of your organization and what you are trying to achieve. Before we
look in detail at how to use the IBM Firewall 3.1 to achieve some of these
configurations, let us state some high-level objectives and rules.

There are a number of objectives that are common to all firewall cases:

You want to only allow traffic to flow that you have determined is safe and in
your interest.

You want to give away a minimum of information about your private network.

You want to be able to keep track of firewall activity and be notified of
suspicious behavior.

These common objectives translate into a number of rules that you should
always keep in mind:

Anything that is not explicitly permitted should, by default, be denied.

What this means is that when you set up your firewall you should be able to
state exactly what traffic you want to pass through it. It should not be
possible for any other traffic to pass.

You should keep outside users out of your internal network wherever
possible.

Even if you are providing a legitimate service for outsiders to use, you
should not trust them. If possible such services should be placed outside the
firewall (possibly within a DMZ), isolated from your internal systems.

You should do thorough auditing and logging.

You should assume the worst, that at some time your systems will be
compromised by a cracker. At this point you need good logging functions to
allow you to detect the cracker, retrace his movements, and prevent further
damage.

1.5.1 Beyond the Firewall: Filtering Content

Firewall technology must wage a continuous battle against the ingenuity of the
cracker. This means continuing to be vigilant in preventing misuse of legitimate
IP network services and new security holes.

One area that has become part of this battlefield in recent times is the potential
for exploitation of “smart” client function. As the Web browser becomes the
complete do-everything client, Web-based applications start to rely on client side
execution of programs, using techniques such as Java, ActiveX controls and
other plug-in function.

1.6 Firewall and High Availability

Firewall is a very critical component of the network and it should be operational
24 hours per day. IBM Firewall 3.1 can be combined together with another IBM
product called High Availability Cluster Multi-Processing (HACMP). Together
they will provide a high availability firewall. The basic idea behind high
availability is to have two or more machines providing the same kind of services.
All the machines are sending heartbeat signals to each other. When one
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machine stops sending the heartbeat signal, the other machines know it is in
trouble and take over its services. The failing machine will shut down itself.

Look at Appendix E, “IBM Firewall Related Products” on page 285 for more

information about HACMP.

Load balancing between firewalls can be handled with an IBM product called
Interactive Network Dispatcher. The Network Dispatcher has many different
algorithms to divide the network traffic between several firewalls. It will also
provide some level of high availability. When one of the firewalls is down, the
Network Dispatcher will guide the network traffic to available firewalls. Look at
Appendix E, “IBM Firewall Related Products” on page 285 for more information
about Network Dispatcher.
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Chapter 2. Introducing IBM Firewall 3.1

Firewalls have existed since the 1980's and continue to evolve to allow both
better user function and increased security for private networks. The IBM
Firewall for AIX was first released on December 1994. It was based on IBM
technology that has been actively securing IBM assets since 1987.
Subsequently, IBM Firewall has been updated to meet the increasing concern of
inter-network security, and on July 1997, the IBM Firewall Version 3.1 was
released.

The IBM Firewall has changed names through the years; a brief history of these
changes would be:

1987: Internal release
December 1994: 5765-473 IBM NetSP Secured Network Gateway V1.2

October 1995: 5765-626 IBM Internet Connection Secured Network Gateway
V2.1

July 1996: 5756-626 IBM Internet Connection Secured Network Gateway V2.2
June 1997 5765-C16 IBM Firewall V3.1 for AIX

You can think of IBM Firewall as a tool box you use to implement the functions of
different firewall architectures, both screening filter and bastion. Once you
choose your architecture and your security strategy, you can build the practical
implementation using the tools it provides.

IBM Firewall for AlX is built on standard system hardware and a standard
commercial operating system. Although it starts out as a standard base system,
by the time the firewall code is installed it has been hardened to such an extent
that it becomes a fortress on the network.

There are two user interfaces for configuring IBM Firewall on AlX:

« A graphical user interface (GUI) which is a Java application invoked from a
Web browser.

« A set of menus under the AIX systems management interface tool (SMIT).

We recommend that you use the GUI for firewall configuration because it
provides a better visualization of the firewall setup. This will reduce the chance
of misconfiguration. In general we will use the GUI for the examples in this
book.

IBM Firewall provides comprehensive logging of all significant events, such as
administrative changes and attempts to breach filter rules. The logging method
used by IBM Firewall is the UNIX syslog daemon, so it is very easy to process
event messages (you will find examples of this in Chapter 14, “Logging” on
page 251).
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2.1 IBM Firewall Components

2.11

IP Filters

Because the firewall is, at heart, an IP gateway, it divides the world into two or
more networks, composed of one or more nonsecure networks and one or more
secure networks. The nonsecure network is, for instance, the Internet. The
secure networks are usually your corporate IP networks. The tools that the
product provides for you are:

IP filters

Proxy servers

SOCKS server

Specific services such as domain name service and mail handling

A secure IP tunnel

Firewall

Figure 8. Firewall with IP Filtering

IP filters are tools to filter packets at the session level, based on IP address,
direction, and packet type (TCP or UDP ports, or ICMP ID). The filter rules work
with the IP gateway function, so the machine is required to have two or more
network interfaces, each in a separate IP network or subnetwork. At least one
adapter is declared nonsecure and the other(s) declared secure. The filters act
at all of these adapters. That is to say, the filters do not only control what can
flow from the secure side to the nonsecure side of the gateway but also what
can flow in and out of each adapter individually. This is an important distinction,
because it means that filters are an essential part of any firewall configuration,
even if all traffic through the firewall is handled by a proxy application instead of

12  Protect and Survive Using IBM Firewall 3.1 for AIX



passing straight through. As we said in 1.5, “Firewall Objectives and Firewall
Rules” on page 9, our prime design objective is to give away as little useful
information as possible about our network without impacting the legitimate
traffic. IP filters are a key component of this.

2.1.1.1 Implementation

In IBM Firewall you do not normally directly select the IP filters that you want.
Instead, you define the connections that you want the firewall to support and the
configuration dialog generates the appropriate filters. The result is a series of
entries in the /etc/security/fwfilters.cfg configuration file where each line defines
a filter using the following criteria:

Source IP address and mask
Destination IP address and mask
Type of IP protocol

Source and destination service addresses (for example, TCP/UDP port
numbers)

Direction of the IP packet
Network interface
« Whether routed through the firewall or not

« Whether the IP packet is fragmented or not

These criteria are described in detail in 3.1, “Fundamentals of IP Packets” on
page 23.

Whenever a packet arrives at the IBM Firewall it is compared with each line in
the filter file in turn, until one is found that matches it. At that point the
processing stops and the filter directive (permit or deny) is applied.

2.1.1.2 Objective of the Filters

IP filtering provides the basic protection mechanism for the firewall, allowing you
to determine what traffic passes across it based on IP session details, thereby
protecting the secure network from outsiders that use unsophisticated
techniques (such as scanning for secure servers) or even the most sophisticated
techniques (such as IP address spoofing). You should think of the filtering
facility as the base on which the other tools are constructed. It provides the
infrastructure in which they operate and denies access to all but the determined
cracker.

2.1.2 Proxy Servers
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Firewall

Secure network Non-secure network

Figure 9. Firewall with Proxy Server

Proxy servers provide network security at the application level (that is why they
are called application-level gateways as well). For a user to make connections
through a proxy server firewall, the user is required to connect to the proxy first,
and then request the proxy to connect to the destination. Since connections are
terminated at the firewall, the proxy server can examine the data of the
connection before sending the data to the destination. In this way, the proxy
server can provide access control based on the application data, such as
authenticated user name. The difference between proxy server and IP filter is
that connections through proxy servers do not require/involve packet routing at
all.

For example, users use FTP client program to access Internet sites. They have
to connect and authenticate (using a password) to the proxy. Having

successfully accessed the proxy (and thus authenticated themselves) they now
have to again issue the command to reach the desired machine on the Internet.

This method is usable also from the nonsecure network to the secure network,
but this raises other important security problems. If you use the Internet to
connect to the bastion, you have to enter your login name and password to be
identified. But, as we have said, you can't know what machines your session
may pass through and some cracker may be looking for login names and
passwords, by wire tapping or using IP trace commands. If they catch your ID,
they may impersonate you and thus get into the organization with your identity.
(Of course, this would only get them to the firewall; they would need to trace the
second command to get past it.) In this scenario, with the proxy server, you can
use a more sophisticated tool of authentication, such as a security identity card.
This mechanism generates a unique key which is not reusable for another
connection. Two security identification cards are supported by IBM Firewall: the
SecureNet card from Axent and the SecurelD card from Security Dynamics.

Even sessions established using such strong authentication techniques can be
attacked using hijacking, so the only totally secure way to allow incoming Telnet
connections is to encrypt the session between the end user and the firewall, as
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explained in 6.22, “Secure Terminal Emulation” on page 133 and Chapter 7,
“Secure IP Tunnel” on page 137.

2.1.2.1 Implementation

In IBM Firewall 3.1, the proxy services available are Telnet, FTP and HTTP. The
Telnet and FTP proxy servers, by default, require users to authenticate
themselves at the firewall. Users who access the gateway in this way get a very
restricted operating environment. It allows you to establish sessions onward
into the nonsecure network, using commands such as telnet. They do not allow
you to issue any commands to look at or modify the firewall itself, for example
you cannot do IS, cat, echo , etc.

However, Telnet and FTP proxies can be operated in the transparent mode.
Under this mode, users can use the proxies but do not need to be authenticated
at the firewall, so long as their connections are originated from the secure
network. This reduces the proxy user administration on the firewall, and
provides a more user-friendly interface to firewall users.

The HTTP proxy provides a more efficient way to handle the HTTP protocol and
provides better logging information (such as URL) for firewall administration. It
should be noted that the HTTP proxy does not support user authentication.
Therefore we recommend that you use the IP filter to allow access from the
secure network only.

2.1.2.2 Objectives of Proxy Applications

When you connect via a proxy server, the TCP/IP connections are broken at the
firewall, so the scope for compromising the secure network are reduced.
Compared with IP filtering, proxy servers can provide more comprehensive
logging based on the application data of the connections. For example, the
name of the files transferred through the FTP proxy is logged. When using
Telnet and FTP, users have to authenticate themselves if they are connected
from the nonsecure network. As long as their password remains secure, the
firewall itself is safe.

Once connected, the appearance and the behavior are unchanged. But, this
method needs to have a double connection: one from the client machine and one
from the firewall machine. This is time consuming and will have an impact on
performance.

One of the major advantages of the proxy approach is that you do not need a
special version of the client program on the client machine. Therefore, once you
have installed your firewall, every user recorded in the firewall can have access
to the nonsecure network without any additional software installation.

2.1.3 SOCKS Server
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Figure 10. Firewall with SOCKS Application-Layer Gateway

SOCKS is a standard for circuit-level gateways. It does not require the overhead
of a more conventional proxy server where a user has to consciously connect to
the firewall first before requesting the second connection to the destination.

The SOCKS server results in a similar bastion configuration, since the session is
broken at the firewall. The user starts a client application with the destination
server IP address. Instead of directly starting a session with the destination
server, the client initiates a session to the SOCKS server on the IBM Firewall
host. The SOCKS server then validates that the source address and user ID are
permitted to establish onward connection into the nonsecure network, and then
creates the second session.

SOCKS needs to have new versions of the client code (called SOCKSified
clients) and a separate set of configuration profiles on the firewall. However, the
server machine does not need modification; indeed it is unaware that the
session is being relayed by the SOCKS server. For a comprehensive list of
socksified clients see 8.11, “Using SOCKS Services” on page 195 and E.1,
“Aventail AutoSOCKS” on page 288.

2.1.3.1 Implementation
The SOCKS daemon uses a configuration file, /etc/sockd.conf, to allow or deny
connections through the bastion.

Each line of this file defines a rule that controls access through the firewall. The
following information is present:

User ID or list of user IDs

Address of client and mask

Address of remote server and mask

Operation field and port to define what service or what range of services

Command to execute (very useful to log or to alert)
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Authentication of the user ID is optional, but if you choose to use it, the SOCKS
server calls the identd server on the client machine. The ident server answers
with the identity of the calling user. This procedure is described in more detail
in 8.8, “Using the SOCKS Server” on page 190. Once a connection is
established, the SOCKS server acts as an application-level router appearing as a
client to the real application server and as a server to the client.

2.1.3.2 Objectives of the SOCKS Server

For outbound sessions (that is, from a secure client to a nonsecure server)
SOCKS has the same objectives as a proxy application server, that is to break
the session at the firewall and provide a secure door for access control. It has
the advantage of simplicity for the user, at a cost of a little extra administrative
work. SOCKS server is not intended to handle inbound sessions, since it does
not provide for secure password delivery, and the identd user ID checking could
possibly be subverted by a cracker. SOCKS server is also, arguably, likely to be
more secure than a proxy server, since it is a relatively small piece of code
written solely with security in mind.

2.1.4 Domain Name Service

Access to the domain name records for the secure network is of great
assistance to crackers, since it gives them a list of hosts to attack. A subverted
DNS server can also provide an access route for a cracker; see 16.1.1.8, “8. The
Inverse DNS Tree Can Be Used for Name-Spoofing” on page 264.

From the outside view, the name server on the firewall only knows itself and
never gives information on naming inside the private IP network. From the
inside view, this name server knows the Internet network and is very useful for
accessing any machine on the Internet by its name

2.1.4.1 Implementation
Configuration is performed through either the GUI or SMIT. You have to specify
the following:

Nonsecure domain nhame

Secure domain name

Nonsecure name server

Secure name server
This generates all the necessary configuration files for the firewall domain name
server. Itis still necessary to configure the name server in the secure network
to use the firewall service, however. We show some examples of this in
Chapter 11, “Domain Name Service” on page 215.
The operation of DNS on the firewall relies on three features:

1. The forwarders function, so that the name server inside the secure network
can receive information about hosts outside its domain from the firewall
name server, but the reverse cannot happen.

2. The caching capability which allows the firewall name server to get name
information from the nonsecure network without pre-definition.

3. The fact that name resolution requests can be directed to any name server,
whether or not the host from which the request is coming is a name server
itself. This allows the firewall to be able to resolve names inside the secure
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network, without giving those names away to hosts in the nonsecure
network.

Figure 11 shows how name resolution requests flow for different combinations of
requester and node.

Domain Name Resolution request from secure host from non-secure address =

1
= =
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Figure 11. Name Resolution Flows

Notice that only the names and addresses that we want to reveal (and have
defined in the firewall name server) are available to an external host. Notice
also that name requests originating on the firewall itself are treated as those
from any secure network host, since /etc/resolv.conf refers to the secure network
name server.

2.1.4.2 Objectives of the DNS Server

Running the DNS server on the firewall has the dual advantage of preventing
name resolution requests flowing across the gateway and hiding secure network
hosts from the nonsecure world.
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2.1.5 Secure Mail Handling

Mail is one of the primary reasons why an organization would want to access
the Internet. IP mail is transmitted via the SMTP protocol, which is a simple
client/server architecture allowing store and forward or direct delivery.

Normally, you want to have relatively free access in and out of the secure
network for mail traffic. Unfortunately, however, the standard mail daemon,
sendmail, has proved to be a fertile breeding ground for bugs over the years,
many of which have been exploited by crackers. In previous versions of IBM
Firewall, the AIX sendmail daemon is used as a mail relay, but this sendmail
daemon has been replaced. Now the IBM Firewall supports its own secure mail
gateway called SafeMail. It can be configured to forward mail to a mail gateway
within the secure network.

2.1.5.1 Implementation

The implementation assumes that there is a secure mail gateway within the
secure network. The main reason why you would have such a gateway is for
reasons of control, for example:

A single point to handle misrouted files

A common definition for all your distributed nodes

A logical point to perform transformations to other mail formats
A single point to handle aliasing.

For example, you may want your users to have personal mail handlers that
are not related to the machines to which they log in.

You have an option in the system administration folder, the secure mail server,
to configure the IBM Firewall secure mail gateway. If you do so, the firewall mail
relay is automatically started, forwarding traffic between the gateway and the
outside world.

From the point of view of hosts in the nonsecure network, the only mail gateway
they see is the firewall. This is advertised by the addition of an MX record to the
firewall name server definition. Hosts inside the secure network can be defined
either to route internet traffic to the firewall directly, or to route to the internal
mail gateway, which can then forward mail to the firewall. Some examples of
SafeMail are shown in Chapter 12, “Mail Handling” on page 231.

2.1.5.2 Objectives of the Mail Relay

As for the proxy, SOCKS and DNS servers, this relay means direct sessions do
not have to be carried across the firewall gateway. It also hides the internal
mail gateway from the nonsecure network. Only the firewall secure mail server
is advertised outside the secure network, which is much more resistant to attack
than the real mail gateway.

2.1.6 Secure IP Tunnel
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Figure 12. Secure IP Tunnel between Firewall and Tunnel Partner

The secure IP tunnel is a mechanism provided by IBM Firewall that permits a
private communications channel to be created between the secure network and
an external trusted host over an intervening public network such as the Internet.
The external trusted host can be another firewall (IBM or other vendor), a
Windows 95 PC or an AIX machine.

The firewall and the external trusted host establish a connection between them
and they encrypt and authenticate traffic passing between the private networks.

2.1.6.1 Implementation

In order to configure the secure IP tunnel, you will have to add tunnel definitions
and specific filtering rules to tell the IBM Firewall how to encrypt/authenticate
traffic.

Chapter 7, “Secure IP Tunnel” on page 137 shows how secure IP tunnel
operates between IBM Firewall and different external trusted hosts (for example,
Windows 95 secure remote client and AIX IPSec client).

2.1.6.2 Objectives of the Secure IP Tunnel

Outsiders can eavesdrop on all traffic that goes through the public network. The
secure IP tunnel allows you to obscure the real data being sent between the IBM
Firewall and the external trusted host. It also allows you to be assured of the
identity of the session partners and the authenticity of the messages.

2.1.7 Combining the Tools
We have now briefly introduced the tools provided by the IBM Firewall 3.1. In
reality, you may not need to use all of the tools available, but it is likely that you
will need to use tools in combination. For example, most of the server functions
need to be protected by a set of IP filters to prevent them from being bypassed.
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2.2 Tier Pricing

The IBM Firewall 3.1 is offered in three different options:
Up to 50 users
Up to 250 users

Unlimited users
Of course, each option has a different price; it is called tier pricing.

The IBM Firewall 3.1 determines the number of users by tracking all the packets
from the secure network, and registering the IP addresses of the secure hosts in
a table, until the number of different IP addresses reaches the limit. After that,
the IBM Firewall logs all packets from the secure network that have new IP
addresses (not in the table), but those packets are not processed.

As you can see, only the IP addresses of the secure network count for
establishing the number of users, not the IP addresses of the nonsecure side.

The entries in the table are not deleted. This means that if you bought a 50
users license, only the first 50 secure IP addresses that send packets to or
through the firewall will be registered in the table. This table is deleted only at
reboot. The only way to modify the limit of users is to upgrade the firewall
software to a different tier.

Installing a new version is disruptive; the user must uninstall the existing firewall
version and then install the new version. The existing configuration files can be
saved for the new installation (i.e., using installp -ug FW will leave all the
existing configuration files intact).
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Chapter 3. Getting to Grips with IP Packets

As we have described, a firewall needs to intercept every IP packet that it
receives and then process it according to the policy that you define. In this
chapter we discuss the packet characteristics that the firewall can use to make
processing decisions.

3.1 Fundamentals of IP Packets

The IBM Firewall machine operates between two or more IP networks,
sometimes acting as a router (passing packets between the secure and
nonsecure sides), sometimes providing a proxy server function to break the
session in two. IBM Firewall uses IP filters to control which packets are passed
and which are blocked on each side.

The information it uses to decide whether to block or pass a packet is largely
contained in the packet headers. Some of the filtering criteria are:

- The source and destination IP address

« The direction of flow

« The IP protocol (ICMP, TCP, UDP or other protocols)

« The interface where the packet is detected (secure or nonsecure)
Before we show detailed examples of how to set up the firewall controls, we will

consider the characteristics of the different IP protocols to gain a better
understanding of what the firewall looks for.

3.1.1 An Introduction to IP Packets

Normally, a firewall does not look at the content of a packet, but only at the
header. An IP packet consists of a formatted header, followed by the packet
payload. The payload itself may include a further header containing
session-level protocol information (for example, a TCP or UDP header).

Figure 13 shows the format of the IP packet header.

Version Length Type of Service Total Length
dentification Flags Fragment Offset
TTL Protocol Header Checksum

Source IP Address

Destination 1P Address

Options

Figure 13. IP Packet Header Format

The following are the important fields in the IP header:

- The source address
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The destination address
The fragmentation indicator (in the flag field)

The protocol ID

The source address, destination address and protocol ID are used by the firewall
filters to define which machines can access which particular service.

The fragmentation indicator is used to instruct IBM Firewall on how to handle
fragmented packets. Different types of networks support different maximum
packet sizes, so sometimes a router has to break a packet into smaller
fragments to pass it from one network to another. The packet-filtering firewalls
have to be aware of packet fragmentation because only the first fragment
contains the header information of higher-layer protocols, such as UDP and TCP.
Later fragments in a packet could override header fields, such as the source and
destination port.

The IP specifications allow packets of very small sizes. The minimum packet
size that can be sent according to RFC 791 is 68 octets. The problem here is
that this packet size is not enough to carry the complete information for upper
layer protocols. This leads to an attack technique called the tiny fragment
attack.

The reassembly algorithm contains a mechanism by which later fragments can
overwrite the data portions of previous fragments. An attacker could create a
series of packets in which the first fragment will be allowed by the filter, but later
fragments will overwrite relevant information (such as TCP source and
destination ports). In this way the filtering rules can be bypassed if you allow
fragmented packets. This is called the overlapping fragment attack.

Ideally you should configure your firewall to only support nonfragmented
packets. See RFC 1858 Security Considerations for IP Fragment Filtering for a
complete discussion about this point.

3.1.2 An Introduction to ICMP Packets

24

ICMP is a protocol designed to communicate errors and information between
hosts that are processing IP datagrams. You can find the specification of ICMP
in RFC 792. It is used for purposes like informing that a host is unreachable or
that a sender is sending packets too fast.

The ICMP messages that most people are familiar with are the ones that are
generated by the ping command, but in fact there are many different types of
ICMP messages. Ping generates an ICMP echo request message and expects to
receive an echo reply message in response. Echo request is a relatively safe
message, but any of the ICMP messages can be used by an outsider in order to
gain some knowledge of your network or to directly attack your system. Also,
like every protocol that you allow, ICMP messages can be used to overwhelm
your systems in a denial of service attack.

Each ICMP message consists of a type plus a code, both of which are small
integer values. Unlike the higher layer protocols, such as TCP or UDP, there is
not a source port nor a destination port, just the message type and code.

Every ICMP message has the following format:
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Type Code Checksum

unused

Internet Header + 64 bits of Original Data Datagrams

When configuring firewall filters you could disable all ICMP messages in both
directions, if you don't care about the different types of message. This may
make it difficult for you and your users to troubleshoot access problems, but will
be safer and simpler for you. You also have to consider that some ICMP
messages are used by network management applications (principally echo and
address mask).

We now look at each of the ICMP message types. For each message type we
describe ways in which it could be abused by an attacker and suggest a suitable
filtering policy. We show examples of the firewall connection definitions to
implement our suggestions in 6.20, “Filtering Specific ICMP Messages” on

page 130. There is a summary of all the ICMP message types and codes,
including RFC information where appropriate, in Appendix B, “Summary of ICMP
Messages Types” on page 273.

3.1.2.1 Echo and Echo Reply Messages

Type Description Code
8 Echo 0 - No code
0 Echo reply 0 - No code

Description:  The echo (also called echo request) message is used to check if a
host is up or down. When a host receives the request, it sends back an echo
reply message. These messages are usually generated by a ping command, but
may also be generated by a network management station that is polling the
nodes of a network.

Firewall Considerations: Echo request can be used by an outsider to map your
network. We suggest you allow the outgoing echo request and incoming echo
reply. Disable the incoming echo request and outgoing echo reply.

You could consider enabling this facility to some key hosts, such as the router of
your network provider. You might allow incoming pings to the nonsecure
adapter of the SNG.
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3.1.2.2 Destination Unreachable Message

Type Description Code

- Net Unreachable

- Host Unreachable

- Protocol Unreachable

- Port Unreachable

- Fragmentation Needed and DF Set
- Source Route Failed

- Destination Network Unknown

- Destination Host Unknown

- Source Host Isolated

- Communication with Destination
Network is Administratively Prohibited
10 - Communication with Destination Host
is Administratively Prohibited

11 - Destination Network Unreachable for
Type of Service

12 - Destination Host Unreachable for
Type of Service

13 - Communication Administratively
Prohibited by Filtering

14 - Host Precedence Violation

15 - Precedence Cutoff in Effect

3 Destination unreachable

O©oOo~NOOhh WNEO

Description:  These messages are generated by hosts or intermediate routers in
order to notify that a session cannot be established.

Firewall Considerations: An outsider can force nodes of your network to
generate these packets in order to obtain knowledge of your network; for
example, they can use a port scanner to learn which services you are providing.
If you reply with a port unreachable, they will know that you are not providing
this service (this type of information can also be gathered for TCP services by
using stealth scanning).

You should receive these messages, as they may provide useful information for
troubleshooting. You should only send them through the secure interface,
because if you send them through the nonsecure interface, it will help outsiders
to map the services that you are offering.

3.1.2.3 Source Quench Message

Type Description Code

4 Source Quench 0 - No code

Description:  This message is generated by a host or a router when it wants the
sender to slow down the rate at which it is sending packets. The IP stack
passes this packet to the upper layers, and they are responsible for slowing the
rate down.

Firewall Considerations: This message could be used by an attacker (probably

combined with IP spoofing) in order to make a very effective denial of service
attack. Unfortunately it is more often a legitimate message, so if you decide to
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filter it, you may cause problems due to lost packets. We suggest you allow it to
be sent and received, but also log the received messages for later analysis.

3.1.2.4 Redirect Message

Type Description Code

5 Redirect 0 - Redirect Datagrams for the Network
1 - Redirect Datagrams for the Host

2 - Redirect Datagrams for the Type of
Service and Network

3 - Redirect Datagrams for the Type of
Service and Host

Description:  This message is generated by a router when it receives a packet
from a host and forwards the packet to another router that is on the same
network as the host from which it received the packet (not the original sender,
the last hop sender). This message is intended to modify the routing table of the
receiver so that the router does not have to do unnecessary work. The example
in Figure 14 helps to explain how this works:

Routing Tahla
nouting abe

mz.hz. hz.hz| h.i.m.m

Mz. hz. hz. hz M2

IVI|1 mi.h1.h1

rz. M. M. N RZ fz.Nz. Nz. Nz N2
L |

m
L I RO PO SO
| |

Routing Table

‘ me2. nz. nz. nz

fz.ni.ni.m |

4A57IA5TT01

Figure 14. ICMP Redirect, Configuration

Suppose that machine M1 in network N1 wants to send a packet to machine M2
in network N2. As it is not directly connected to network N2, it looks at its own
routing table in order to find who it must send the packet to. So it sends the
packet to router R1 (see Figure 15 on page 28).

Chapter 3. Getting to Grips with IP Packets 27




28

Routing Table

mz.hz. hz.Nz| .n.m.m

Mz. Nz2. Nz. Nz M2
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Mz N 1 R 2 N 2
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Figure 15. ICMP Redirect, M1 Sends Packet to R1

Router R1 receives the packet. As it is not directly connected to network M2, it
looks at its own routing table in order to find who it must send the packet to. It
forwards the packet to router R2 (see Figure 16).

Routing Table

mz.hz. hz.Nz| l.n.m.m

Mez.Nz.hz. Nz M2

M‘I m1.n1. Rt P

{ NL [N T Fio tz. hz. Ne. Nz f Nn \
LA B = | e )
AN e | | N\ /
s Packst for
/ Mz
I:11 romonm
L |
Routing Table
|mz.n2.nz.nz rz.n1.ni.m i

Figure 16. ICMP Redirect, R1 Sends Packet to R2

Router R1 realizes that it sent the packet through the same interface on which it
was received. So instead of R1 receiving messages for M2 from M1 and then
resending them to router R2, it sends a redirect message to M1 telling it to use
R2 as the router in order to reach M2 (see Figure 17 on page 29).
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Figure 17. ICMP Redirect, R1 Sends Redirect Message to M1

Machine M1 receives the ICMP redirect message from R1 and updates its
routing table in order to be more efficient (see Figure 18).

Routing Table
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Figure 18. ICMP Redirect, Dynamically Updated Routing Table in M1

Firewall Considerations: Redirect has, as described, a very specific legal use.
However it can be abused by a cracker to subvert the routing table and thereby
allow IP address spoofing. Redirect is not supposed to cross a router (the
packet is only sent when the sender and both routers are on the same physical
network). It may be legal to receive this in the firewall directly if your routing
tables are not properly set up. For the same reason, you might allow the firewall
to send this type of message.

Our recommendation is to send and log this packet, but not to receive it, as your
routing tables should be determined only by you. Itis also recommended to
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notify the owners of the machines to which you sent redirects so that they can
correct their routing tables.

3.1.2.5 Time Exceeded Message

Type Description Code

11 Time exceeded 0 - Time To Live Exceeded in Transit

1 - Fragment Reassembly Time Exceeded

Description:  Time to live exceeded is generated by a router when it has to
forward a packet with a time to live (TTL) value of zero. Fragment reassembly
time exceeded is generated by a host when it does not receive all the fragments
needed to reassemble a packet.

Firewall Considerations:  Enable this for incoming packets so your hosts can
perform error recovery. For outgoing packets, allow all fragment reassembly
time exceeded messages but not the TTL exceeded messages.

The reason that we recommend blocking TTL exceeded messages from going
from the secure network to the nonsecure network is that an attacker can use a
tool called traceroute to find out which hosts are the routers in your network.
This tool manipulates the TTL option of a UDP packet, in order to receive an
ICMP TTL exceeded message in response (see 6.15, “Traceroute” on page 118).
Blocking the outgoing TTL messages will help you hide your network structure.

3.1.2.6 Parameter Problem Message

Type Description Code

12 Parameter problem 0 - Pointer Indicates the Error
1 - Missing a Required Option (RFC 1108)
2 - Bad Length

Description:  This message is generated when a host that is processing a
packet finds a problem in the header parameters that forces the packet to be
discarded.

Firewall Considerations: ~ An outsider will gain no information with this packet,
so allow it to flow in both directions in order to report problems.

3.1.2.7 Time Stamp and Time Stamp Reply Message

Type Description Code

13 Time stamp message 0 - No code

14 Time stamp reply 0 - No code
message

Description:  The time stamp message is used to know the time in milliseconds
since midnight. It receives as an answer a time stamp reply message.
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Firewall Considerations:  This protocol may be used by an attacker as a
mapping tool (an alternative to ping). We didn't find any reason for allowing it.

3.1.2.8 Information Request Message

Type Description Code

15 Information request 0 - No code
message

16 Information reply 0 - No code
message

Description:  This message is used by a host that is booted across the network
to learn in which IP network it is located. It sends an information request packet
with both the source and target fields set to zero. The replying host will send
the reply with the complete address specified, so the host will now know which
IP address it must use.

These messages are obsoleted by new protocols, like RARP, BOOTP and DHCP.
Also RFC 1122 says that a host should not implement this protocol.

Firewall Considerations:  This message is for local networks only, so it does not
need to cross a router. The IBM Firewall should not generate requests, because
it knows its IP interfaces, and certainly there is some better place to generate
the replies than your firewall, so block it.

3.1.2.9 Address Mask Request and Address Mask Reply

Type Description Code
17 Address mask request 0 - No code
18 Address mask reply 0 - No code

Description:  The address mask request message is sent when a node wants to
know the address mask of an interface. It expects to receive as an answer an
address mask reply message containing the mask of that interface.

Firewall Considerations:  This message can be used by outsiders to learn the
topology of your network. There were also cases in which a TCP/IP stack took
inappropiate actions when it received an unsolicited address mask reply. The
address mask request message may be generated by a network management
station, such as Netview for AIX. AIX 4.1.4 by default will not answer this request
unless you explicitly enable this using the no command icmpaddressmask option.
Do not allow them in any direction.

3.1.2.10 Router Advertisement and Router Solicitation Message

Type Description Code
9 Router advertisement 0 - No code
10 Router solicitation 0 - No code
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Description:  These messages are used by hosts in order to dynamically
discover the routers in a network. It is specified in RFC 1256, and the current
status of the protocol is elective (as listed at the time of writing in the latest RFC
of Internet Official Protocol Standards, RFC 1880). When the host boots, it sends
a router solicitation message in order to discover the neighboring routers. The
routers reply with router advertisement messages. The router also advertises
periodically its routes in an unsolicited way.

Firewall Considerations: These messages are supposed to be for local networks
only. They may be received by your firewall, but you should not trust any
information they give you. Block these messages.

3.1.2.11 Domain Name Request and Domain Name Reply

Messages
Type Description Code
37 Domain name request 0 - No code
38 Domain name reply 0 - No code

Description:  These messages are used by hosts in order to learn the domain
associated with an address. The host sends a domain name request message
and receives as an answer a domain name reply. It is specified in RFC 1788,
and the current status of the protocol is experimental.

The idea of this protocol is to substitute the IN-ADDR domain defined in the
domain name server (the one that is used in order to translate IP addresses to
domain names). Using this protocol, each host will be responsible for the
translation of its own IP addresses. The RFC requires every host to implement
an ICMP domain name server and also suggests that every host should
implement an application for sending the ICMP domain request.

Firewall Considerations:  Block it, because it is not currently used.

3.1.2.12 Traceroute Message

Type Description Code
30 Traceroute 0 - Outbound Packet successfully
forwarded

1 - No route for Outbound Packet; packet
discarded

Description:  This message is used in order to implement traceroute (a useful
network debugging tool) in a more efficient way. It is specified in RFC 1393, and
the current status of the protocol is experimental.
The implementation has two parts:

A new I[P option

The new ICMP traceroute packet
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When a host wants to discover the path to a node, it sends a packet (for
example, an ICMP echo request) with the new IP option. Then every router that
forwards the packet will also send an ICMP traceroute message to the sender,
informing it whether the packet was succesfully forwarded or if it was discarded.

Firewall Considerations: Incoming, (used to trace routes from the secure
network to the unsecure network) this packet can be allowed. If you want to hide
your internal network structure (you probably should), the outgoing packet must
be blocked.

3.1.3 An Introduction to TCP Packets

TCP is the transport layer protocol that is used by most IP applications. For
example, ftp, telnet, smtp (mail) and http (World Wide Web) are all higher-layer
protocols that use the TCP transport layer. TCP is defined in RFC 793.

TCP provides the application with a reliable end-to-end connection. It takes care
of retransmission, lost and duplicate packets and reordering of packets. When a
host establishes a connection to another machine using TCP/IP, both hosts will
be able to use the same connection in order to send information (that is, it is a
two way channel).

Figure 19 shows the format of the TCP header.

Source Port Destination Port

Sequence Number

Acknowledgment Number

Data U|A[P|R|S|F
Offset | Reserved |R|C|S|S|Y|l Window
G|K[H|T NN
Checksum Urgent Pointer
Options Padding
Data

Figure 19. The TCP Packet Header

From the firewall point of view, the most important parts of the TCP packet are
the source port, destination port and ACK bit. The source port and the
destination port are used to identify which process is using a TCP connection. A
TCP/IP connection is uniquely defined by:

< Source Address, Source Port, Destination Address, Destination Port >

There are some particular ports that are reserved for specific applications, while
others are dynamically allocated for the processes that need them. The
reserved ports are normally referred to as well-known ports. For example, port
number 23 is reserved for incoming Telnet connections. Port numbers below
1023 are usually described as privileged, meaning that an application needs root
authority to use them. This is only a convention, so you cannot base your
security policy on it, but one side-effect is that the client end of a TCP session
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normally uses a port number above 1023. We enforce this by policy in our
firewall rules.

Let us now see how a TCP connection is established. A TCP session is initiated
by a three-way synchronization sequence as shown in Figure 20.

Client Server
1 SYN >
2 < SYN/ACK
3 ACK >

Figure 20. TCP/IP Synchronization Sequence

The acknowledgement (ACK) flag is used by one end of a session to tell the
other end that its previous packet was received. The result is that the only
packet in the TCP/IP session without the ACK flag set is the SYN packet that
creates the session in the first place. So when a connection is created, the first
packet does not have the ACK flag set, but all the following packets will have it.
Firewall rules use this to control the direction in which a session can flow. If we
want to prevent someone from creating connections from the outside (unsecure
network) to the inside, we can specify a rule with a protocol specification of
tcp/ack. This will block the first packet, thereby preventing the establishment of
a connection.

This is an effective way to prevent unwanted sessions from being established
from outside the secure network. However, for complete security, you should
aim to use proxy servers or SOCKS wherever possible.

3.1.4 Use and Abuse of TCP Ports

34

If a service normally uses a well-known protocol, that does not mean that it can
not use another port. For example, the Telnet server usually uses port 23, but
nothing prevents it to be run on another port, for example, port 5234.

This must be considered because it might be used to circumvent the firewall
restrictions, either by an outsider or an insider. Often, holes in the firewall
security are not directly created by attackers, but by unhappy insiders who
consider the firewall to be unnecessarily restrictive. An insider that wants to
provide an outside access that is not permitted may use a nonstandard port in
order to do it. For example, if you prevent your users from providing HTTP
servers but allow connections from outside to nonprivileged ports, a user can
provide HTTP access using port 5234.

3.1.4.1 Source Porting

An outside privileged port might be used by an outsider to circumvent your
security policy. If, for example, you allow outside access from tcp/20 (a port
usually used by an FTP server for data transfer), an outsider may use this port in
order to run another service, for example, a Telnet client. Use of the tcp/ack
protocol flag can prevent incoming connections, but if you allow an incoming
connection from a particular port (as is needed if you want to provide FTP
access for your users without implementing a proxy), you will open a security
hole in your firewall. We will come back to this point when we describe firewall
definitions for FTP services in 6.4, “FTP. File Transfer Protocol” on page 86.
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3.1.4.2 Stealth Scanning

We have seen how a firewall can control the direction of TCP connections using
the ACK bit of the packets. When you want to disable a connection from one
direction or the other, you just block the first packet (the one that does not
contain the ACK bit), preventing the establishment of the connection.

If an outsider is trying to scan your network in order to discover which machines
you have and which services you provide, they will use a port scanner. Usually
port scanners try to open a connection to the port. If you use the ACK bit
checking in the firewall, this will block the attack.

However, it is possible to scan a network without sending any packet with the
SYN bit on. In order to do this, the attacker sends a packet that looks like
something from the middle of a legitimate session, that is, with the ACK bit on.

If the destination port is active, the host will realize that it is not part of a
session in progress and send a reset response. If the port is not active, there
will be no response. Other types of TCP packets may be used to perform similar
types of scanning, such as a packet with SYN:FIN, ACK in the header or one with
the flag field set to 0. All of these packets will be rejected, but the fact that they
are rejected provides some information about the target machine. This is called
stealth scanning.

If you want to allow IP forwarding on the firewall and rely on the SYN control,
you must be aware that your network might be scanned using these techniques.

Should you care about this? After all, the attacker cannot establish a useful
session this way. The danger is, that it provides a way of mapping the contents
of your secure network. This knowledge may not be directly useful, but it can
become useful if combined with some other back door access. The lesson is
this: wherever possible your firewall should be completely dual-homed and not
allow any IP routing.

3.1.5 An Introduction to UDP Packets

UDP, like TCP, is a transport layer protocol, but it is less widely used by
applications. Common applications using UDP include the domain name service
(DNS) and the simple network management protocol (SNMP). UDP is defined in
RFC 768.

Unlike TCP, UDP does not provide the application with a reliable end-to-end
connection. Once a UDP packet has been sent, the sender has no knowledge
about whether it has arrived or not. It is therefore up to the application to
provide acknowledgment and sequence control, if required. UDP is
connectionless. That is, each message is a separate entity with no expectation
of responses or subsequent request messages. Applications will often mimic the
operation of a connection-oriented protocol, for example, a client may use a
dynamically allocated port to send a message, and then listen on that same port
for a response.

Figure 21 on page 36 shows the format of the UDP header.
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Source Port Destination Port

Length Checksum

Figure 21. The UDP Packet Header

From the firewall point of view, the only important parts of the UDP packet are
the source port and destination port. The source port and the destination port
are used to identify which process is using a UDP connection. A UDP/IP
connection is uniquely defined by:

< Source Address, Source Port, Destination Address, Destination Port >

As in the case of TCP, certain well-known ports are reserved for specific
applications. For example, DNS uses port 53, and SNMP uses ports 161 and 162.

Because of its connectionless nature, UDP does not have the three-way
synchronization sequence of TCP (see Figure 20 on page 34). This means that
we do not have the ability to create rules based on the direction in which a
session is established. As a result you should avoid routing UDP sessions
through the firewall directly. If you do allow them through, you should only allow
specific pairs of known end points.
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Chapter 4. Installation

The installation of IBM Firewall 3.1 is a two-stage process:
1. Install and configure AIX operating system.

2. Install and configure IBM Firewall 3.1.

When installing IBM Firewall 3.1 please keep the following points in mind:
Keep It Simple and Secure (KISS).
Physically secure your system in a locked area.

Make a checklist of things you change so you can periodically check to make
sure those settings are still the same.

Consider how secure the network structure is between your firewall and the
secure network.

Run the minimum number of services necessary (KISS).
User IDs should be kept to a minimum and set up using IBM Firewall 3.1.

Remove any compilers, assembler or any other computer language that
allows system calls.

Remove tracing tools, for example tcpdump and iptrace.

Use the audit and logging functions to monitor the system.

4.1 Requirements

The software and hardware requirements for IBM Firewall 3.1 include the
following:

« AIX Version 4.1.5 or later (we recommend 4.2.1)

« A Uniprocessor RISC System/6000 supported by AIX 4.1.5 or above
- At least two network interfaces

« At least 64 MB physical memory

The firewall software will require approximately 50 MB of disk space. You
should also expect to use at least 50-200 MB for log files.

4.2

Install AIX

AIX is a multiuser, multipurpose operating system. It offers a wide variety of
services that are not needed when installing a firewall.

We recommend that you install AlIX from scratch for IBM Firewall 3.1 and aim to
install a minimal system. A fresh install of AIX will ensure you don't have any
other software installed except the minimum you will need to run IBM Firewall
3.1

Take the option to install the Trusted Computing Base, as it can only be installed
during AIX installation. This will give you the option of later using it to add a
further level of security to your system.
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4.2.1 Post-AlX Installation

38

Once AlIX was installed, we performed a number of tasks before installing IBM
Firewall 3.1.

4.2.1.1 Additional Filesets
To allow us to run DNS, diagnose performance issues, and back up the system,
we installed the following filesets:

bos.net.tcp.server For DNS software

bos.acct System performance & accounting
bos.sysmgt.sysbr AIX Backup utilities

Use Islpp -I fileset.name to see if these are installed. Use smit install_latest

to install them.

—— Handy AIX Install Tip

Use the preview option in smit before every install/patch. It will help you
identify problems before you actually begin modifying things.

4.2.1.2 Install AIX Fixes

Install the current set of AIX fixes. You can obtain these fixes by contacting your
local IBM Service Center or download them using the fixdist tool available at
http://service.boulder.ibm.com/rs6000

We installed the following fixes for AlX 4.2.1:

bos.net.tcp.server 4215
bos.net.tcp.client 4219
bos.up 4.2.1.6
bos.net.ppp 4211
bos.rte.security 4215
bos.rte.libc 4.2.15
bos.net.tcp.smit 4211

Note: These are the patches that were available in November 1997.

IBM also distributes security fixes quarterly in a package. Download 1X72520, or
search for a more recent fix package.

Use smit update_all  to install fixes.

—— SNMP Support

To enable SNMP support in IBM Firewall 3.1 you will need to install the
SystemView agent filesets:

SystemView Agent for AIX 1420
SystemView Agent for AIX SNMP 1420
Mapper
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4.2.1.3 Cleanup

We performed several tasks to help simplify and secure the system.
1. Enable AIX skulker in cron to clean up /tmp and /var/tmp nightly:
crontah -e

2. Check for world-writeable files. These files can be updated or deleted by
any user, making them an area of concern. Search for them with the
command:

find / -perm -0002 \( -type -0 -type d \) -print
Only /tmp and some of the directories under /var should be world writeable.

3. Create a valid dump device to ensure a valid system dump is made if the
system crashes.

a. Determine dump device size requirement with sysdumpdev -e .

b. Create a logical volume in the root volume group for a dedicated dump
space. We created a 5 x 4 MB dump logical volume called hd7 for our
dump space:

mklv -y hd7 -t sysdump -a e rootvg 5

c. Assign the dump device you created as the primary dump area with:
sysdumpdev -P -p /dev/hd7

d. Assign the base paging area as the secondary dump area (just in case)
with:
sysdumpdev -P -s /dev/hd6

4. Uninstall as much of CDE as you can as it will be disabled by the firewall
hardening process. We removed these filesets:

« X11.Dt.bitmaps

« X11.msg.en_US.Dt.helpmin
- X11.Dt.ToolTalk

- X1l.loc.en_US.Dt.rte

- X11.Dt.rte

5. We kept X-Windows (X11 filesets) installed. However we recommend that
you remove X-Windows and use the Remote Configuration tool on another
system to administer the firewall. The X-Windows software is a good
example of software you can do without on the firewall and should remove to
keep it simple and secure.

6. We also suggest to move root's home directory to /home.root (could use
/home/root instead). This means that any special profiles, smit.* files, and
any other files used in testing and installing can be kept away from the main
/ directory, which means a) the system is tidier, and easier to clean our junk
safely, and b) you can restrict the permissions on /home.root just in case
anyone does get in. Use /home.root (in / partition) just in case of errors
when other logical volumes fail to mount correctly; other people prefer to
use /home/root (in /nome partition) to ensure that root's temporary files,
especially smit.*, cannot fill the root partition.
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4.2.2

Users

4.2.1.4 Filesystems

As the system typically will need to spool mail and log plenty of syslog output, it
pays to keep /var big enough right from the start. Larger sites might have 1 GB
or more of spool space. Of course the root file system should be big enough to
not accidentally run into a full root file system problem. In our case we
expanded the / filesystem to 8 MB and /var to 200 MB.

Log files from smit (Smitlog smit.script ) can erode space in the root file
system. Keep an eye on them, or link to somewhere else, for example /tmp
(don't forget skulker?).

Use smit chfs  to increase the size of the filesystems. We used chfs -a
size=16384 /| to increase root to 8MB and chfs -a size=409600 /var to increase
var.

Note: A separate filesystem to store log files will help avoid problems with the
log filesystem filling up.

Keep an eye on the amount of paging space your system uses with Isps -a .

During the installation of IBM Firewall 3.1, all users other than root, daemon, bin,
adm and nobody will be removed. The root account will be disabled for remote
logins.

For all user IDs in the system that are not used for regular logins, you should
define a mail alias that transfers the mail to a local administrator. Otherwise,
mail could pile up accidentally in a mailbox without anyone ever noticing it.

Note: You can further optimize the performance of your system using
Understanding IBM RS/6000 Performance and Sizing, SC24-4810-00.

4.3 Firewall Installation
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Install the

Installing IBM Firewall 3.1 is a straightforward AIX installp function and we
installed the firewall using SMIT in about 10 minutes.

After the installp process is complete it is necessary to reboot the machine. The
installp messages tell you to do this, but it is easy to overlook them.

Code

Before you begin the installation of the firewall software, move the smitlog and
smit.script files aside. The firewall installation will log all its activity to these
files. You will be able to use these files to list the changes made to the system
by the install process.

Start the installation program at the AIX command line with smitty
install_latest . You need to define the installation media (CDROM or Local Disk)
and select the components that you need to install. These are:

3.1.1.0 Base IBM Firewall

3.1.1.0 IBM Firewall Common Libraries and Catalogs
3.1.1.0 IBM Firewall Remote Configuration Client
3.1.1.0 IBM Firewall Report Generation Utilities
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+ 3.0.0.0 Netscape Navigator

We tried to install only the Base and Common Libraries, but ended up installing
the lot as the others are requisite filesets of the base.

The install options we initially selected can be seen in Figure 22.
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Figure 22. Preview Install of IBM Firewall 3.1 Using smitty

After a successful preview we changed the preview option to no and restarted
the installation.

We have a second RS/6000 we will use to administer the firewall. On this
system we installed the IBM Firewall 3.1 Remote Configuration Client filesets:
+ 3.1.1.0 IBM Firewall Common Libraries and Catalogs
+ 3.1.1.0 IBM Firewall Remote Configuration Client
- 3.1.1.0 IBM Firewall Report Generation Utilities
« 3.0.0.0 Netscape Navigator

4.3.2 Firewall Hardening

A major part of the IBM Firewall 3.1 installation is a process called hardening.
System resources that might compromise security are disabled to help further
secure the system. The IBM Firewall 3.1 hardening process does the following:

« If the AIX Common Desktop Environment (CDE) is installed on the system,
the installation process disables it.

« All unnecessary programs are removed from inittab (for example, nfs and
printer daemons).

« Startup entries are removed from /etc/rc.tcpip.
The remaining entries are:
- syslogd

- named
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- inetd

Startup entries are added to /etc/rc.tcpip for IBM Firewall 3.1 components.
All unnecessary functions are removed from /etc/inetd.conf.

The remaining functions in /etc/inetd.conf are:

- ssid

- Proxy ftp

— Proxy telnet

- Remote configuration



4.3.3.2 IP Forwarding

IBM Firewall 3.1 adds a line to /etc/rc.net which enables ipforwarding. This and
other no options will be honored by IBM Firewall 3.1 unless contradicted by a
rule. IBM Firewall 3.1 already turns off IP source routing so you don't need to
turn it off by changing this line.

4.3.3.3 Setting the Secure Network Adapter

Before you can proceed any further you have to tell IBM Firewall which of its
interfaces is connected to the secure network. You configure the secure
interface from SMIT by selecting IBM Firewall , then System Administration , then
Secure Interface , and Add, then select the interface you would like to be secure.

Note: The fast path to this menu is smit fw_set secure_adapter

4.3.3.4 Enable Remote Configuration
Will you be administering your firewall from the console or with the remote
configuration client on another machine in the secure network?

The recommended method is to configure the firewall remotely with the remote
configuration client.

Local configuration is possible with SMIT, but the GUI is easier to use. If you
want to use the GUI locally you will need X-Windows, which really shouldn't be
installed on a firewall.

To allow the remote configuration client to connect to the firewall, we made two
changes to the /etc/security/rcsfile.cfg file:

1. Replace local=yes  with local=no

2. Replace encr=none with encr=ssl

You also have to install the remote client configuration software on a machine
with a Java-enabled browser in your secure network.

— Don't Forget!

If you enable the default rules in IBM Firewall 3.1 you won't be able to
remotely access the machine until you modify the rules to allow remote
access.

4.3.3.5 Generate an SSL Key
You will need an SSL Key to securely communicate with IBM Firewall 3.1 using
the Remote Configuration Client.

Complete instructions for generating an SSL Key with the mkkf command are in
Chapter 5, "Using the Make Key File Utility (MKKF)" of IBM Firewall For AIX
Reference Version 3.1.1, SC31-8418-00.

Note: The default key file is called fwkey.kyr. If you want to use a different
keyfile name, make sure you change /etc/security/rcsfile.cfg to point to your new
keyfile name.
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4.3.3.6 Create an Administrator User
The three levels of user security in IBM Firewall 3.1 are:

1. Root
2. Firewall Administrator

3. Firewall User

You can only create a user a security level below yourself. For example only root
can create a Firewall Administrator.

To make initial creation of users simpler we enabled remote login for the root

user with the command chuser rlogins=true root . This will allow us to log in as
root from the remote configuration client. We will turn this ability off later using
chuser rlogins=false root . Allowing remote logins for root is a very bad idea, but

not an unreasonable step during installation.

Note: You can create a firewall administrator user account with smit fw_add usr
on the console as root if you wish to avoid enabling remote root login.

To create an administrator user we followed several steps.

First we logged onto our administration RS/6000, then set our DISPLAY
environment variable for X-Windows. We then started the IBM Firewall 3.1
Configuration Client with the command fwconfig

The system presented us with the logon screen shown in Figure 23.

Figure 23. Remote Logon

Note: If you would like more information on the options on the following panels
use the online help or refer to Chapter 10, "Administering Users at the Firewall"
of IBM Firewall for AIX Users Guide, GC31-8419-00.
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After authenticating yourself to the firewall you should be presented with the
main IBM Firewall 3.1 Netscape screen, shown in Figure 24 on page 45.
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Figure 24. Remote Configuration Client Main Screen

From here we selected Users to get to the User Administration screen shown in
Figure 25 on page 46.
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Figure 25. List User Screen
As you can see we have already created a couple of administrator accounts.
We will now create one more administrator account by selecting <NEW>.

The Add User panel shown in Figure 26 on page 47 is used to create
administrator and proxy users. As we are root we will select Firewall
Administrator as the authority level for our new user.

Next we changed the Secure Interface Shell to /bin/ksh so our administrator
would be able to fully access the command line. We left the Nonsecure Interface
Shell as /bin/restrict.sh  because we don't want to allow access to the firewall
from the nonsecure interface.

For the Authentication settings we deny any nonsecure access. As we would
like the administrator to have broad access to the system, we allowed password
authenticated access for all secure side activities.

You can modify these settings later to be more restrictive after you have
completed your installation if you like.
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Douglas Raxworthy

Figure 26. Add User

We selected the Password tab to see the Set Password panel seen in Figure 27
on page 48.

Here we set the password for the new user. The default password settings were
sufficient for our needs.
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Figure 27. Defining the Password for a New User

The final tab in the Add User screen is Administration (see Figure 28 on
page 49). We selected this but were happy with the defaults here also.

This is where you can begin to assign different jobs to different administrators.
The disabled options become enabled if you select Enterprise .
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Figure 28. Administration Functions

— Don't Forget

A newly created user will need to set their password. The initial password
can be set in IBM Firewall 3.1 but the user must still set a new password
before they will be able to log on with the Remote Client.
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4.3.4 Checking Network Security

After having set up the firewall, how do you check its security? There are many
ways to do checks; you will have to find a combination of the tools and
commands available that suit your needs. We discuss using testing programs to
probe for weaknesses later in this book using a variety of tools. See Chapter 13,
“Testing Your Configuration” on page 243.

4.3.5 Checking System Security

If you have followed all of our recommendations on system setup there should
not be too many additional things to check.

The key to your firewall's protection is its logs. This is how it warns you of
attacks and other problems. In Chapter 14, “Logging” on page 251, we discuss
ways to extract information from your log files, and other useful tools that can
help you.

4.3.6 IBM Firewall 3.1 Configuration Replication

If you want to replicate or back up your IBM Firewall 3.1 configuration, all the
files that the firewall modifies can be obtained from the file:

[etc/security/fwconfig.map

The only exceptions are any *.modem files in /etc/security.
Note: Don't forget your user information is managed by AlX.
Unfortunately we did not have sufficient time to run a replication test and must
caution you not to try this without thorough testing.
A basic outline of the steps involved follows:
Install IBM Firewall 3.1 on machine A
Don't create any proxy or administration users
Back up the files referenced by fwconfig.map
Install IBM Firewall 3.1 on machine B
Restore files backed up in /etc/security
In theory the same principle applies to an Enterprise Managed Firewall. The

only difference is that the /etc/security files for managed firewalls are stored in a
separate directory for each firewall.

Again we advise caution: fully test any replicated configuration before
implementing in production.

4.3.7 Command Line Proxy User Generation

The various command line utilities (which will be expanded upon in a PTF
currently under test) can allow you to generate proxy users from a list. An
example of a script file using the fwuser command, which can be used to define
proxy users when a file containing the user's data is already available, follows:
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#
s

#lbin/ksh
function genusr

# Generate Proxy User Function

Jusribinffwuser cmd=add username="${USERID}" \
fullname="${NAMEZL} ${NAME2}" \
password=yes \
pwdvalue="${PASS}" \
secftp="${SECFTP}" \
secauth="${SECAUTH}" \
remauth="${REMAUTH}" \
remip="${REMIP}"

}

cat user.lst \

] awk -F: '{printf("%s %s %s %s %s %s %s %s\n"$1,$2,$3,$4,$5,$6,$7,$8)}' \

] while read USERID NAME1 NAME2 PASS SECFTP SECAUTH REMAUTH REMIP
do

genusr

done

exit

The file used with the above script is the following:

# Sample User List File

pepe:Jose Garcia:raton:password:password:password:password
alicer:Alice Rogers:forgot:password:password:sdi:password
johns:John Silver:donno:password:password:deny:deny
juanp:Juan Plata:platino:password:deny:deny:deny

This file contains the user ID, the user name, the password, and the
authentication method for FTP from the secure side (secftp), telnet from the
secure side (secauth), telnet from the nonsecure side (remauth) and remote
IPsec client from the nonsecure side (remip).

We selected a few parameters of the fwuser command; you can modify the script
to accept other parameters.
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Chapter 5. IBM Firewall 3.1 Rule Base

The control mechanism of the firewall is defined by a rule base. Here we
describe the contents of the rule base and work through some simple examples
of defining rule base objects. In the next chapter we look at a humber of
services that you may want your firewall to handle and describe the rule base
objects you will need to define.

5.1 Rule Base

The IBM Firewall uses a rule base to determine whether IP packets are passed
or blocked at the firewall. The rule base contains a number of components, all
related to each other. The main components are called connections, each of
which exactly defines a specific type of IP traffic to be allowed or prohibited
between two network components. Connections are built of one or more
services. A service is a set of rules. A connection also defines the network
endpoints (source and destination) to which the services apply. These are
defined as objects, or groups of objects. Figure 29 shows the complete
structure.

The recommended way to configure the rule base is to use the browser-based
GUL. ltis also possible to set up the rule base by using SMIT, but because it is
easy to follow the same route in SMIT, we will only describe the GUI
configuration.

I
|
|
I worinecuons
|

Rules Base

257Adrwri00

Figure 29. Rule Base Structure
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5.1.1 Connections

A connection defines the IP traffic that is allowed or denied between two network
components. A connection is built of a source and a destination component, that
are connected by a service component, as shown in Figure 30. A service
defines the type of IP traffic that is permitted or denied between the source and
destination. The source and destination in a connection are each defined by an
object or a group of objects.
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Figure 30. Connection

For example, imagine you have a connection that permits Telnet between a
client in the secure network and the proxy server on the firewall. The service in
this case is Telnet. To be precise, it is a session from an unprivileged client port
to TCP port 23. The source object in this case is any IP address in the secure
network, and the destination object is the firewall.

We normally think of a connection definition as something that permits a
connection to happen. However they can also be defined to block the defined
service. It is most important that the firewall only allows the services for which
you have permit connections defined. To ensure this happens, it applies a
default “block everything” rule to any packet that does not match any rule in a
connection definition. Objects, groups and services are described in detail in the
following paragraphs.

5.1.2 Objects and Groups

54

An object is a representation of a network component. It is defined by an IP
address and an address mask, so it is possible for one object to represent a
whole range of network addresses. A group is a collection of one or more
objects. Possible objects are:

Host: A node in your network with mask 255.255.255.255.
Network: A set of IP Addresses with a specific mask.
Firewall: The firewall interface with mask 255.255.255.255.
Router: A unique IP address with mask 255.255.255.255.
Interface: A network adapter with mask 255.255.255.255.

« VPN (Virtual Private Network): Network outside of the tunnel.

User: A remote client without IP address or subnet mask defined.
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5.1.3 Services

When you want to define a new object or group, you must select the option
Network Object , at the left of the main page, of the GUI (see Figure 24 on

page 45). For convenience, you can also enter the dialog directly if you find you
need to add a new source or destination object when creating a new connection.

The variables in an object definition are:

Table 1. Object Field Meanings

Description

Meaning

Object Type

One of the possible objects named previously.

Object Name

This is the name of the object. You should try to apply a name
convention to keywords used in this name to make it easier to
find them again within a list. Don't use the pipe symbol ],
simple quote ' or double quote ".

Description

This describes the object.

User Name

Use this if you select object type user.

Filter Lifetime

The lifetime of the object rule.

IP Address

The specific IP Address or the range of IP addresses for this
object.

Subnet Mask

Depends on the type of object you are defining. The subnet
mask automatically changes, but you can override it if needed.

The only default object is The World, an object that is matched by any IP

address.

A service defines the type of IP traffic that is permitted or denied between a
source and destination object. For example, you could construct a service to
permit Telnet, or a service to deny Ping.

A service is built of one or more rules. IBM Firewall provides you with a large
collection of commonly required rules and when building a service you can
usually find the rules you need predefined. If you don't find the rule that you
need, you have to create an extra rule before you define the service. You also
have the ability to move rules up or down in the service, to create a specific

order in the rules.

In the service configuration window you have the following fields:

Table 2 (Page 1 of 2). Service Field Meanings

Description

Meaning

Service Name

This is the name of the service. As for objects, you should use
a name convention for keywords used in this name, to simplify
searching.

Description

This describes the function of the service.

Chapter 5. IBM Firewall 3.1 Rule Base 55




Table 2 (Page 2 of 2). Service Field Meanings

Description Meaning
Service You must add the rules that you need for this service, and you
Composition can move rules up or down to establish the correct order of

the rules in the service. Order may be important, because
some rules contained in a service may be more restrictive
than others. If the less restrictive rule is at the top of the rule
list, the packet may never be tested against the more
restrictive rule.

The other element of the service composition section is the
flow button. This defines whether the rule applies for packets
going from the source to the destination object, or to returning
packets (those going from destination to source). Very often a
service contains an even number of rules, in pairs, with one of
the pair controlling the flow in one direction and the other
controlling the reverse direction.

Override Log Has the value yes, no or no override. No override (the default)
Control will let the settings in the rules apply. If you select yes a log
record will be generated for every packet that matches the
rule, regardless of the log control setting in the rules that
make up the service. This is useful for debugging, but you will
not normally want to log so intensively. If you select no, no
log records will be generated regardless of the settings in the

rules.
Override Frag. Allows you to override fragmentation settings in the rules.
Control « no override - default, rule settings apply
+ yes - match any IP packet
+ no - match only non-fragment packets
« only - match only non-fragment headers and fragments
without a header, do not match non-fragments
« headers - match only non-fragments and fragment
headers, do not match non-fragments
Override Tunnel If you enter a tunnel ID into this field the session will be
ID passed through the specified secure tunnel.
Time Controls With this feature you can activate and deactivate the service

dependent on the time, date or day of week. You have the
following fields available:

« Control By Time of Day: begin and end time selection in a
day.

« Control By Days: begin and end day selection for days of
the week, or calender days.

« Time Control Action: specify if service is active/inactive
during specified period.

When you configure a service you do not specify the objects (that is, network
addresses) between which it operates; you define the objects when you place
the service in a connection definition. However, you do need to know what type
of objects a rule applies to, because you have to define the direction of flow for
each rule within the service definition. For example, a service that defines a
TCP session from a client to a proxy server on the firewall will only operate as
intended if it is included in a connection whose destination object is a firewall IP
address.
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The flow is indicated b
on page 57.
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y an arrow at the left of the rules, as shown in Figure 31

Figure 31. The Flow Indicator

If the rule has a green

arrow (arrow points to the right) the filter defined by the

rule applies to packets flowing from the source to the destination object. If the

rule has a blue arrow

(arrow points to the left) the source object and destination

object are swapped, so the rule applies to flows from destination to source. For

example:

Table 3. Green Arrow

Source Object

The World

Destination Object

Secure Network

Rule

Permit tcp gt 1023 eq 80

Resulting Filter

Permit The World Secure Network tcp gt 1023 eq 80

Table 4. Blue Arrow

Source Object

The World

Destination Object

Secure Network

Rule

Permit tcp gt 1023 eq 80

Resulting Filter

Permit Secure Network The World tcp gt 1023 eq 80
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5.1.4 Rules

We have already discussed how rules are combined within services which are,
in turn, embedded within connection definitions. Let us now look at rules in
more detail.

There are two types of rules: deny rules and permit rules. They define which IP
packets are blocked (denied) or allowed to pass (permitted) at which firewall
interface. The packets can be filtered on all characteristics described in
Chapter 3, “Getting to Grips with IP Packets” on page 23. The following fields
must be entered when defining a rule:

Table 5 (Page 1 of 2). Filter Rule Field Meanings

Description Meaning

Rule Name This is the name of the rule. Use a name convention for
keywords used in this name, so rule names will look
consistent. This makes it easier to search for them within a
list.

Description This describes the function of the rule.

Action Has the value permit or deny. Any IP packet that matches the

other fields in the filter definition will either be passed or
blocked depending on the value of this field. You can also
specify a protocol by number or name.

Source Port/ ICMP
Type

The first field specifies the type of operation, the second the
desired port number (for ICMP packets it is the ICMP Type of
the message). The port operation field is an arithmetic
operator field which can have values of: any, equal to, not
equal to, less than, greater than, less than or equal to, greater
than or equal to. The operator is applied to the desired port
field, so, for example, if the two fields were greater than 1023,
we would only match packets with a source port number of
1024 or higher.

Destination Port/

This pair of fields is used in the same way as the source port

ICMP Code fields to define which destination port(s) we want the filter to

match. For ICMP packets, it refers to the ICMP Code field.
Interfaces This defines which interface the packet is flowing through:
Settings

e Secure
¢ nonsecure

« specific (a specific interface can be defined, for example,
when there is more than one secure interface)

+ both (the rule applies when the packet flows through any
of the firewall interfaces)

Direction/ Control

In some cases the firewall may act as a router, in which case
packets flow through it. In other cases the packets may go to
an application on the firewall machine itself (such as a proxy
server). This field defines whether the packet has a
destination or source of the firewall, or whether the destination
and source are both addresses other than the firewall (in
which case the firewall is behaving as an IP router). Possible
values are:

+ local (coming to or from the firewall itself)
+ route (going through the firewall)
+ both (the rule applies in all cases)

58 Protect and Survive Using IBM Firewall 3.1 for AIX




Table 5 (Page 2 of 2). Filter Rule Field Meanings

Description

Meaning

Direction

Defines whether the packet is coming into or going out of the
adapter where the rule is applied. Remember that the rule
can apply at any of the firewall adapters, controlled by the
Interface definition (above). Possible values for the direction
are:

+ inbound
+ outbound
+ both (rule applies whichever way the packet is going)

Log Control

This field defines if the packet should be logged or not. The
default log control setting for permitted packets (those that
pass the rule) is no and for denied packets is yes. It is
important to log intensively on a firewall, because you cannot
tell in advance which piece of seemingly unimportant log data
will reveal an attack. However, logging every successfully
transmitted packet is usually more than you need. Options
are:

* NO

.+ yes

Fragmentation
Control

The possibilities are:

+ yes - matches header, fragments and nonfragmented
packets

+ no - matches only nonfragmented packets

« only - matches only fragment headers and fragments
without a header

+ headers - match only non-fragments and fragment
headers, do not match non-fragments

Tunnel ID

Identifies the tunnel through which the packet must be sent.

5.1.5 Names and Descriptions Convention

In this section we explain the reasons why we suggest you should use a
convention when you define a name for a new object, rule, service or connection

and its description.

Three characteristics are important when you design a name or description:

Identify

When you add a new definition (connection, service, rule or object) to the
rule base it joins the large list of pre-loaded definitions. You need to be able
to identify easily the purpose and function of the new definition. A short
name and a good description can help you to do it.

Reuse

When you need to define a connection or service, it is most easy to create

this service using existing rule templates. So if you create the rules with
easy names, you can more easily select the appropriate rules for new

services.

Change

Reuse of definitions is certainly a good thing, but caution is needed.
Sometimes it may be better if you create a new rule for a special service,
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instead of re-using an existing rule, because when you change a rule used
by multiple services, the change will affect all the services, which may not be
what you want.

We give some suggested rules for a naming convention which you may want to
follow, or use as a basis for your own. For the names we use only 2 or 3 words
and for the description we explain the name better. We place the most
descriptive word first in the name, so that all of the definitions that are related to
each other appear together when they are presented in an alphabetical list. For
example:

Table 6. Names and Description Convention
Name Description
Object Firewall secure This is the secure firewall interface
Rule TCP-80 permit Permit TCP port 80 secure inbound
inbound
Service and HTTP outbound Permit HTTP from secure network to
Connections permit nonsecure network

Remember don't use the pipe symbol |, quote ', or double quote " in the names
and description. Also, remember that you can see any of the rule elements as
fields in the rules list; you just need to click the button labelled with the name of
the field that you need (so, for example, in Figure 39 on page 66 we could add
the Directon field to the rule list display by clicking on the button at the top of the
list).

5.2 Rule Base Design

60

To set up the rule base for your firewall in a structured way it is important that
you have a clear picture of your network infrastructure and the services that you
want to provide. In this way it is easy to configure your firewall and maintain a
consistent set of connections, objects, services and rules.

When you want to implement your connections there are basically two possible
types of connections. The first type, and most easy to implement, is a standard
connection. This connection can be built with predefined services. The following
services are predefined:

Telnet

FTP

HTTP

SOCKS

SSL

SMTP
RealAudio
Identd

SNMP

Ping

DNS

SecurelD
Tunnels

Remote Logging
Firewall Configuration
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The other type of connection cannot be built of predefined services and you must
define your own service instead. When defining the service you will probably
have to define your own rules as well. Note that some protocols have more than
one predefined service and that sometimes a predefined service does not
contain the exact rules you need.

We will first describe how to set up a standard connection (one made up of
predefined services and rules) and after that a non-standard connection.

5.2.1 Standard Connections

In this part we explain how to define a connection in the IBM Firewall. The
example we use is a Telnet connection between the secure network and the
firewall secure interface. This is something you are very likely to need to set up,
to allow an administrator to log in to the firewall for maintenance purposes.

First, start the configuration GUI using the fwconfig command and then select the
connection option from the navigator pane on the left of the display. A list of
existing connections will appear, as shown in Figure 32. In the list select NEW
and click on Open to create a new connection.

Add a Mew Connection

Remaote Canfiguratian Remate Firewall Canfiguration

Ping from Secure Metwork to F
Remote Telnet Telnet from Secure Metwork to
ShATP Internal Permit SMTP between firewall
ShATP External Permit SMTP between firewall

Traceroute Internal Permit Traceroute fram firewall

Figure 32. Connection List

Figure 33 on page 62 shows the new connection screen, where you must define
all the parameters. First, enter the name and the description of this connection.
Remember to use a convention for all the names, as this will make future
definitions and modifications easier.
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Telnet Secure net to PW

Telnet from secure network to fire

Figure 33. Add New Connection

Secondly you need to define the source object and destination object. Click on
Select to select each one from the object list. If you have not already defined the
object, you can select New to define it. The only object predefined is The World,
so we will have to define both the source and destination objects to construct
our example. Figure 34 on page 63 shows the definition for our source object,
representing any address in the secure network. After you have defined the
object click OK, then select the new object in the object list and click OK to place
the object in the source object field. This procedure must be repeated for the
destination object, the firewall itself. Figure 35 on page 63 shows our definition
for this object.
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A.Secure Network

Figure 34. Source Object

A.Secure FW I/F

Figure 35. Destination Object

Finally you need to select the service between these objects. Click on Select
and a list of all the defined services will appear. In this case we are using a
standard service, so select the line named "Permit Proxy Telnet Outbound" and
click on OK. Figure 36 on page 64 shows the services list.
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Telnet direct out Permit Telnet outhound from secure network to non-s
Telnet Intermet to Fi¥ Telnet Intermet to Fi¥

Telnet prozy in 142 Fermit Telnet inbound from non-secure network to fire
Telnet proxy in 272 Fermit telnet in from firewall to secure network
Telnet:p

Telnet proxy o Fermit telnet out fram firewall to non-secure netwark

Telnet routed from Internet {Telnet routed from Internet
Tunnel (307} / inhound £ tefl

Figure 36. Services List

Figure 37 on page 65 shows the final result. Click on OK to save the connection
definition.
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Telnet from secure network to fire

#Telnet proxy out 1/2 Fermit Telnet ou

Figure 37. Connection

Now you need to activate the rule base and the filters file will be rebuilt. We
describe this in 5.2.3, “Rule Base Activation” on page 69.

5.2.2 Non-Standard Connections

A non-standard connection is one that cannot be built from predefined services.
For example, imagine you have a new application (we call it "CUST") which has
a proxy server running on your firewall. It listens on TCP port 400 and you want
to be able to access it from the secure network. This is visualized in Figure 38
on page 66.
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Client Firewall

TCP

>1023 TOP/ACK 400

2577\drwr13

Figure 38. Non-Standard Connection

To be able to build this connection we are going to create a service that is
called: "Permit CUST". First, we have to decide whether we need new rules for
this service. Therefore you have to know which rules already exist, by checking
the list of rules. Do this by selecting Traffic Control then Connection Templates
and Rules from the initial GUI navigator panel (see Figure 24 on page 45).

In this example we need a rule that permits inbound TCP packets on port 400 of
the secure interface. This does not exist so we must create a new rule.

dda il
DME - Long Client GQueries TCF port 53
DMS - Long Replies TCF/ACEK port 53

DMNS - Long Server Queties TCP port 53

DME Replies

DMS Server queries

Figure 39. Define a New Rule

It is very important to assign a clear name to a rule. For example, do not use
the name of a source or destination in the rule name, because they are
independent of the rule. A good name may be: "Permit CUST Inbound 1". By
giving rules clear names, it is also easier to reuse your rules. In the rule list
double click on <NEW> as shown in Figure 39. Fill in the parameters for the
new rule, as shown in Figure 40 on page 67. Notice that we have been very
specific in defining the rule: it will only allow packets for our CUST application to
pass if they appear inbound on the secure side of the firewall.
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Permit CUST Inbound 1/1

Permit CUST from secure network to firewall

Figure 40. Parameters for "Permit CUST Inbound 1/2"

This rule only deals with one direction, client to server. We also need to create
a rule for the response packets from the server to the client. The construction of
this rule is visualized in Figure 41 on page 68. The differences from the first
rule are:

« The protocol is now TCP/ACK.
« Source and destination criteria are swapped.

- The direction is now outbound.
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Permit CUST Outbound 2/2

Permit CUST response from firewall to secure network

Figure 41. Parameters for "Permit CUST Outbound 2/2"

After creating this rule we can build the "Permit CUST" service that invokes the
new rules. Select Traffic Control then Connection Templates , and Services . from
the initial GUI navigator pane (see Figure 24 on page 45). You will see the list
of existing services. In the list double click on <NEW> to see the new service
dialog screen shown in Figure 42 on page 69.
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Permit CUST

Permit CUST from secure network to fire

w# Fermit CUST Inhound /1 Permit CUST fram s

Figure 42. Create Service "Permit CUST"

Notice that the flow of the second rule has to be changed, because it applies to
packets in the reverse direction (destination to source).

Finally, we can configure a connection, in the same way as for the previous
example (see 5.2.1, “Standard Connections” on page 61) with the following
content:

« Source object Secure Network (created in the previous example).
- Destination object Secure Firewall (also created in the previous example).
.+ Service Permit CUST.

5.2.3 Rule Base Activation
After you have defined the rule base you have to activate it. This will also create
the filters file that IBM Firewall uses to control its packet filtering function
(letc/security/fwfilters.cfg).
Figure 43 on page 70 shows the options in the rule base activation window:

- Regenerate Connection Rules and Activate. If you choose this option the
filters file will be created, using your definitions of connections, objects,
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rules, services and socks. Packet filtering will be done according to the
filters file. You cannot edit the filters file manually, because every time that
you activate the rule base, the file fwfilters.cfg is overwritten.

Deactivate Connection Rules. If you choose this option your rule base will
be deactivated and packet filtering will be disabled.

Note: The firewall will not route packets if the connection rules are disabled.

List Current Connection Rules. If you choose this option you will see the
content of the filters file /etc/security/fwfilters.cfg.

Validate Rule Generation. If you choose this option the syntax of the rules in
the rule base will be validated.

Enable Connection Rules Logging. Choose this option to enable logging.

Disable Connection Rules Logging. Choose this option if you don't want
logging. This is not recommended!

Figure 43 shows the activation screen.

Figure 43. Connection Activation
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Chapter 6. Examples of Rules for Specific Services

The objective of an Internet connection is to provide access to services:
To allow your users to access services in the Internet

To allow Internet users access to services that you provide

In most cases a firewall is configured to allow access to a combination of
services of different types. In this section we will analyze some of the different
services that you will want to provide, such as terminal emulation, file transfer or
World Wide Web. We will consider the most important alternative ways to
deliver them and give examples of rules to control them.

For a more extensive discussion about all the possible services, we recommend
referring to Building Internet Firewalls (Chapman and Zwicky).

6.1 What Services Should You Provide?

One of the most important points is to decide which services you will provide.
You should provide only those services that your users need, not the ones that
they merely want. This point cannot be stressed enough. A service should be
provided only if there is a business requirement, not if it's a "nice to have"
feature.

It is good practice to use deny rules at the end of each section of rules that
permit a given service, instead of relying on the implicit default deny everything
rule (see 5.1.1, “Connections” on page 54). This will prevent problems that may
arise if the rules file contains a later misconfigured permit rule.

In most of the examples below, we show two diagrams. The first is a schematic
diagram of the network connection we are trying to achieve. The second
represents the combination of rules, services and objects that make up the
connection definition in the firewall rule base.

The schematic diagrams contain IP address information that is specific to a
given installation. In order to make the samples in this chapter as generic as
possible, we have substituted symbolic notations for IP addresses, masks and
functions. The following list summarizes these notations:

S.8.8.5 Secure network IP address
sm.sm.sm.sm Network mask of secure network
s.s.s.1 IP address of firewall secure interface
n.n.n.1 IP address of nonsecure firewall interface
M.M.M.M Internal mail server IP address

SN Abbreviation for secure network

NSN Abbrevation for nonsecure network
N.V.6.K Network manager (using SNMP)
S.Y.S.L syslog host (destination of logging)
D.N.S.I Internal DNS

N.S.E.R Internal news server

N.F.E.E External news feeder

p.p.p.p Proxy

PPP1, PPP2, etc Generic port numbers
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The connection diagrams use a convention to illustrate the relationship between
the different rule base components, as shown in Figure 44 on page 72.

Connection: Connectionhame

Sarvice: Servicename

P,

Permit cutbound TCP packets 4
s et W i s
W pPOIL T ITUIN any pourt ridiriver P
above X on the Non Secure o .
e w ~ Ruis: Ruiename 1
Siae a1 1ne 1Tirevall ‘\ |
[~ _———

hy % _p—— 2K\ _pr—
P { JEENAE , A 2 EENWE.TS]
Asterisk indicates a L \ Emaam j - \~/
non-standard rule. e rule has ~N_Y

to be created for this purpose —

—-
Rule: Rulenarme 2 (*)

Deny all packets with the

AN O oot b TOD
AwIEG S8 TOIM 1w

port Xto TCP port Y in either
irection on the Non Seciife —

dl[UUIIU" (*]1] - I‘IUII oeCuUure [ = wlilhiad
side of the firewall. -

Rule: Rulename 3

EW

Permit packets to UDP port m

Z 1o be routed through the OK )= ﬂ -‘
Z

firewall in either direction

SourceObject: Degg;;izm
Objectname Objecthame2

2577\257716

Figure 44. Key to the Connection Diagrams

6.2 Connection Rules that Should Always Be Present

No matter what services you are offering, you should always start your rule base
with a set of rules that provide general protection, by explicitly denying several
types of attack:

+ Rules to block attempts at IP address spoofing

« Rules to control ICMP message flow

A rule to isolate private networks from the Internet

« A rule to protect the SOCKS service on the nonsecure interface
A rule to protect the Syslog server on the nonsecure interface

« A rule to protect from misuse of the loopback network

« A rule to block access to the system resource controller

You may also wish to place other rules near the top of the rule base, for
example, to control broadcasts or prevent routed traffic. We will consider each
of these in turn.
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6.2.1 Rules to Block Attempts at IP Address Spoofing

In an IP address spoofing attack, the attacker impersonates the IP address of
another machine. This is typically used to attack services that rely on IP
addresses for user authentication. This attack is different from the
source-routing attack, although many people confuse them. In both cases the
attacker sends packets that appear to come from a trusted machine. The
difference is that in attacks which subvert IP routing, the attacker expects also to
receive packets that are intended for the trusted machine, whereas in the IP
spoofing attack, the attacker sends packets that are harmful enough to do
damage without the need for a direct reply. In this case, the attacker doesn't
need to receive any IP packet; it is enough to be able to send packets.

A classic attack of this type is the TCP sequence number prediction attack. In
this attack, the attacker does not need to receive any packet from the attacked
host. It needs to be able to send packets and it also has to predict the TCP
sequence number that will be used by the attacked machine in its replies to the
impersonated machine (so that it can acknowledge them).

Figure 45 on page 74 illustrates this. In this example, we have a truster
machine that trusts a machine with IP address 9.24.104.241. The attacker wants
to send packets with the trusted address as source, instead of its own. To do
this the attacker has to do the following three things:

1. It must somehow cause the real trusted machine to not respond to the
truster. Any denial of service attack could be used, including the Ping 'O
Death and SYN flooding attacks. Alternatively the attacker could just wait
until the machine was down for some legitimate reason.

2. Next it sends TCP/IP packets to the truster, constructed with a source
address of the trusted in the header. The truster will respond in the normal
way, believing that it is receiving requests from the real trusted.

3. The responses have nowhere to go, and normally the timeout processing on
truster would detect that trusted was not respondindg. In order to maintain
the illusion, therefore, the attacker must be able to predict the sequence
numbers of the packets that the truster sends. It can then fabricate requests
and responses which appear to acknowledge the truster's messages.
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9.24.104.241
Trusted X.X.X.X
ottt Source Destination Command
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9.24.104241| t.t.t.t @
&7 Y

Truster 257 \drw3d

Figure 45. IP Spoofing Attack

To protect your network from address spoofing and routing corruption attacks,
you should add a couple of connections to reject packets that have a source
address within the secure network, but which appear on the nonsecure interface
of the firewall (see Actually Useful Internet Security Techniques by Larry Hughes
for a more complete discussion).

The following connections implement this policy. These should be the first two
connections in your rule base.
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6.2.2 Rules to Control

The simplest thing to do is to block all ICMP messages from crossing the

Connection: Block Inbound Spoofing

Service: Deny |IP Spoofing

Rule: Deny |P Spoofing

!
ey,

7 et
- 2

(™

O

Destination Object:
The World

Saurce Object:
Secure Network

Connection: Block Cutbound Spoofing

Rule: Deny IP Spoofing Outbound

o 4

7.
eng e i
g//""/‘;/n,,

=

’

P N
Y
N

Saurce Object:
The World

Destination Object:

Secure Network

Figure 46. Connection Definitions to Prevent IP Spoofing

The two rules used in these connections are not part of the standard rule base,
so you have to create them and the two services that use them.

The filter definitions resulting from these connections are:

deny s.5.5.5 sm.sm.sm.s

m 0 0 all any 0 any 0 nonsecure both inbound

deny 0 0 s.s.s.s smsm.sm.sm all any 0 any 0 nonsecure both outbound

ICMP Message Flow

firewall. A simple connection to do this would be as follows:
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Connaction: Control ICMP

Service: Deny ICMP

W

«///,
K% Zid
L,

Rule: Deny ICMP

&~ (& —©

Destination
Object:
The World

Source Object:
Secure Network

Figure 47. Connection Definition to Block All ICMP Messages

However, if you want to be more selective about which ICMP messages you want
to allow to flow, you may want to add the connections described in 6.20,
“Filtering Specific ICMP Messages” on page 130.

The filter definition resulting from this connection is:

deny 0 0 0 0 icmp any 0 any 0 both both both

6.2.3 Rule to Isolate Private Networks from the Internet

76

RFC 1597 defines ranges of IP addresses that are reserved for private, isolated
networks. What this means is that the address ranges can be used within an
organization, but they can never be one end of a session that crosses the
Internet. The Internet backbone routers are configured not to route them.

You should implement the following connections to prevent these addresses
from leaking into or out of your network:
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Connection: |solate Private Networks

Service: Deny Source on NonSecure

W

Rule: Deny All Nonsecure

Source Group: All Private Ranges

Source Object:
Private A
Source Object:
Private B

Destination Object:
The World

Figure 48. Connection Definition to Control RFC1597 Addresses

The three network objects in this connection, which are collected together in the
All Private Ranges group are all the nodes in the ranges defined in RFC1597.
That is to say, the following:

Private A: Address = 10.0.0.0 Mask = 255.0.0.0
Private B: Address = 172.16.0.0 Mask = 255.240.0.0
Private C: Address = 192.168.0.0 Mask = 255.255.0.0

You may think that you do not have these addresses in your network, but in
practice they are often used for testing purposes, so they may appear without
warning.

The filter definitions resulting from this connection are:

deny 10.00.0  0xff00000 0 0 O all any 0 any 0 nonsecure both hoth
deny 172.16.0.0 0xfff0000 000 all any 0 any 0 nonsecure both both
deny 192.168.0.0 0xffff000 000 all any 0 any 0 nonsecure both both

6.2.4 Rule to Protect the SOCKS Service on the Nonsecure  Interface
The SOCKS server normally only operates inside-out. That is, it provides a
facility to allow secure network clients to access nonsecure servers, but not
vice-versa. You should therefore place an explicit connection that prevents a
nonsecure node from connecting to it:

Chapter 6. Examples of Rules for Specific Services 7



Conneclion: Protect Socks

Service: Deny NonSecure Socks

L

Rule: Deny NonSecure Socks

@

Destination Objfect:
The World

SourceObject:
The World

Figure 49. Connection Definitions to Protect SOCKS

The filter definition resulting from this connection is:
deny 00 0 0tcp any 0 eq 1080 nonsecure both both

This rule can also be set by using the Security Policy panel (see 6.23, “Using

Security Policy” on page 134).

6.2.5 Rule to Protect the Syslog Server on the Nonsecure Interface

Syslog has a facility for logging to a remote machine, using UDP port 514. The
following connection prevents a nonsecure machine from attempting to connect

to the server:

Cannection: Protect Syslog

Service: Protect Syslog

o B
P
oo

Destination Object:
The World

SourceObject:
The World

Figure 50. Connection Definition to Protect Syslog

The filter definition resulting from this connection is:
deny 0 0 0 0 udp any 0 eq 514 nonsecure both both
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6.2.6 Rules to Protect From Loopback Network

Loopback is a logical IP interface that IP uses for internal communications. The
loopback addresses should never appear on any real network interface. The
following connection makes sure that they don't:

Connection: Protect From Loopback

Service: Deny All

%
e
r,//f’&:{,

Rule: Deny All
e B 2 @ o
- an m an ==
any

N

SourceObject:
Loopback Network

Destination Object:
The World

Figure 51. Connection Definition to Protect Loopback

The filter definition resulting from this connection is:
deny 127.0.0.0 0xff00000 0 0 0 all any 0 any 0 hoth both both

6.2.7 System Resource Controller
The system resource controller is used by AlX to control the resources of the
system. It uses UDP port 200, so it should be blocked from outside access as it
is a point that can be used to compromise your firewall (for example, by starting
or stopping a service).

Connection: Protect Resource Controller

b
:

Rule: Deny UDP 200 on NonSecure

@

SourceObject:
The World

Destination Object:
The World

Figure 52. Connection Definition to Protect SRC

The filter definition resulting from this connection is:
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6.2.8 Broadcast

deny 0 0 0 0 udp any 0 eq 200 nonsecure both inbound

Broadcasts should be blocked in order to reduce network traffic on the firewall.
You also should be aware of multicast traffic, for example, the all host multicast
address (224.0.0.1). See RFC 1112 Requirements for Internet Hosts --
Communications Layers for information about IGMP (Internet Group Management
Protocol) and multicasting. Denying broadcast and multicast packets can cause
excessive logging, so it is recommended to switch logging off for these "denial
services".

A~

orineciion: Deny Broadcasis on NonSecure

o,
k4
fn,.t’//(,l/‘

gy

Rule: Deny All NenSecure

TN
- VS S N

Destination Object:
Broadcast Address
NonSecure

SourceObject:
The World

Figure 53. Connection Definition to Block Broadcasts

A similar connection can be implemented to reduce traffic on the secure
interface.

The filter definitions resulting from this connection are:

deny 0 0 224.0.0.1 Oxffffffff all any 0 any 0 nonsecure both both
deny 0 0 255.255.255.255 Oxffffffff all any O any O nonsecure both both

The second rule only stops broadcast to 255.255.255.255; you may want to modify
it for your specific case. You should use the inverse of the subnet mask used for
the nonsecure interface as the broadcast address to stop.

Similar rules can also be set by using the Security Policy panel (see 6.23, “Using
Security Policy” on page 134). The rule created when you check on "Deny
braodcast to non-secure interface on the Security Policy panel is:

deny 0 0 0.0.0.255 0.0.0.255 udp any 0 any non-secure both both

This rule works for broadcasts to class C addresses only.
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6.2.9 Routed Traffic

If you are running a dual homed firewall (in this context a non-routing firewall),
you should already be preventing the firewall from routing traffic with the no -0
ipforwarding=0  option in /etc/rc.net. However, it is a good idea to have a rule to
block routed traffic as well, in case the IP forwarding option is activated by
mistake. The following connection will also prevent routing.

Connection: Block Routed Traffic

Servica: Deny All Routed

>
s i
oy

Rule: Deny All Routed

- SourceObject: Y 4 Dastination Object | W |
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T— e S
e e —— e S

Figure 54. Prevent Routed Traffic

The filter definition resulting from this connection is:
deny 0000 all any 0 any 0  hoth routed both

6.3 Telnet

Telnet is a protocol used to emulate terminal sessions. Telnet servers normally
use TCP port 23, while the client uses one of the nonprivileged ports (starting
from port 1024). Telnet uses passwords in order to authenticate the user. These
passwords cross the network unencrypted.

The Telnet client may also be used to access other TCP-based services, for
example, electronic mail (SMTP).

6.3.1.1 Possible Scenarios

We recommend you do not allow Telnet from the nonsecure network to the
secure network. As Telnet sends the password unencrypted, an outsider can
use a sniffer to grab passwords from the network and use them later. In the
past there have been attacks to the main Internet nodes, in which attackers have
installed sniffers in order to capture passwords (see CERT Advisory CA-95:18).

Even if you use one-time passwords, there are some serious security concerns.
There have been attacks in which intruders anticipate a user connection being
made. Once the user is authenticated the intruder hijacks the connection and
starts to send its own packets (see CERT Advisory CA-95:01).

The only case in which you can safely allow incoming sessions is if you are
using some encryption technique, such as the Secure IP Tunnel provided by IBM
Firewall or the ones described in 6.22, “Secure Terminal Emulation” on

page 133.
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from Firewall to Secure Network:

Firewall Telnet Server
n.n.n.i | s.s.s.1 X X.X.X
| TCP
| -
PPP1 23
| TCP/ACK
| -
|
ASTISTI30

Figure 55. Telnet from Firewall to Secure Network

The following connection permits you to log in to a host in the secure network
from the firewall, using Telnet. The first rule in the service allows traffic to be
initiated by the firewall to any Telnet server in the secure network (TCP port 23).
The second rule allows the Telnet Server (TCP port 23) to reply. The connection
uses standard, predefined rules and service.

Connaectlion: Telnet from Firewall to SN
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Source Object:
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Secure Network

Figure 56. Connection Definitions for Telnet to Secure Network

This connection generates the following filter rules:

permit s.s.5.1 Oxffffffff s.5.5.5 sm.sm.sm.sm tcp gt 1023 eq 23 secure local outhound
permit s.5.5.1 sm.sm.sm.sm s.s.5.1 Oxffffffff tcp/ack eq 23 gt 1023 secure local inbound

Notice that we are using the tcp/ack format to prevent misuse of port 23 to
establish a session (for example, a connection from port 23 to the SOCKS server
in port 1080).

Telnet Using Proxy: Telnet with a proxy is a two-step connection. First the user
logs into the firewall with a normal Telnet session. Once on the firewall, they
use Telnet again to reach the final destination (which might be some other TCP
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service, not necessarily Telnet on port tcp/23). The second log in may be
entered explicitly or automatically. We will describe how to configure the Telnet
and FTP proxy server in Chapter 8, “Configuring Proxy Services and SOCKS” on
page 171.

Client Firewall Server
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Figure 57. Telnet from Secure Network to Nonsecure Network Using Proxy

A connection definition can only reference one pair of network objects (source
and destination). Because there are two parts to the session, one on either side
of the firewall, we need to define two connections to describe it, as follows:

Connaction: Telnet from Secure Network to Firewall

Service: Permit Proxy Telnet Outbound
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Destination Object:
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Secure Network

Figure 58. Connection from Secure Network to Proxy Telnet Server
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Connectlion: Telnet from Firewall to NSN
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Figure 59. Connection from Proxy to Remote Telnet Server

These connections generate the following filter rules:

# Telnet from secure network to the Firewall
permit s.5.5.5 sm.sm.sm.sm s.s.s.1 Oxffffffff tcp gt 1023 eq 23 secure local inbound
permit s.s.5.1 Oxffffffff s.5.5.5 sm.sm.sm.sm tcp/ack eq 23 gt 1023 secure local outbound

# Telnet from Firewall to the Nonsecure Network

permit n.n.n.1 Oxfffffif 0 O tcp gt 1023 eq 23 nonsecure local outbound
permit 0 0 n.n.n.1 Oxffffffff tepfack eq 23 gt 1023 nonsecure local inbound

Telnet Using SOCKS: Telnet using SOCKS is a three-step connection:

1. The user client connects to the SOCKS server on the firewall (using TCP port
1080).

2. The firewall connects to the identd server in the user's machine (this is an
optional step, rarely used in practice).

3. The firewall establishes a connection to the final destination.
You will find a more detailed description of this process in 8.8, “Using the

SOCKS Server” on page 190. As the ident authentication is optional, it is
described in its own subsection (see 6.13, “ident” on page 116).
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Client Firewall Server
c.c.c.c s.s.s.1 | n.n.n.1 X.X.X.X
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Figure 60. Telnet from Secure Network to Nonsecure Network Using SOCKS

The first part of the session is very similar to the proxy case, except using the
SOCKS port instead of tcp/23, as follows:

Connection: Socks from Secure to Firewall
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Figure 61. Connection from Secure Network to SOCKS Server
The second connection in the session is the same as Figure 59 on page 84.

These connections generate the following filter rules:

# Connection from the client to the Socks Server
permit s.5.5.5 sm.sm.sm.sm s.s.5.1 Oxfffffff tcp gt 1023 eq 1080 secure local inbound
permit s.s.5.1 Oxffffffff s.5.5.5 sm.sm.sm.sm tcp/ack eq 1080 gt 1023 secure local outbound

# Telnet from Firewall to the Nonsecure Network
permit n.n.n.1 Oxfffffif 0 O tcp gt 1023 eq 23 nonsecure local outbound
permit 0 0 n.n.n.1 Oxffffffff tcplack eq 23 gt 1023 nonsecure local inbound

Telnet with IP Forwarding Enabled: We discourage you from allowing Telnet
through your firewall without proxy or SOCKS to break the session and provide
authentication. In general it is good practice to avoid allowing any routing
through the firewall. That is, the best approach is to run it not as an IP router at
all, but in a dual-homed mode.
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Client Firewall Server
¢.C.C.C s.s.s8.1 n.n.n. X.X.X.X
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Figure 62. Telnet from Secure Network to Nonsecure Network, IP Forwarding

6.4 FTP. File Transfer Protocol

86

FTP also uses stream-oriented (TCP) sessions. However, it is more complicated
than Telnet since it actually uses two different ports, one for the commands and
the other for the data. It also has two different possibilities for establishing the
connection, called normal-mode FTP (also called active-mode) and passive-mode
FTP.

6.4.1.1 Normal Mode

The server is listening on tcp/21. The client, using a nonprivileged port,
connects to the server establishing the control session. When the user enters a
command like dir, get or put, the server, using port 20 (ftp-data), establishes a
connection to a nonprivileged port of the client.

Client Server

TCP
e ———
PPP1 TCP/ACK 21

lol}——————

TCP
PPP2 | = TCP/ACK

]
(=]

AE7TASTTAY

Figure 63. FTP Normal Mode

In this case there is an incoming connection that must be allowed from port 20 to
an unknown port. This allows outsiders to misuse port 20 (see 3.1.4.1, “Source
Porting” on page 34) so it is recommended to allow incoming connections only
to the proxy server where you can limit the number of services that you provide.

6.4.1.2 Passive Mode

The server is listening on tcp/21. The client, using a nonprivileged port,
connects to the server establishing the control session. When the user enters a
command like dir, get or put, the client establishes a second connection from a
nonprivileged port to a nonprivileged port of the server.
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Figure 64. FTP Passive Mode

This avoids the problem of the incoming connection, but requires you to access
nonfixed ports for the data channel connection (see RFC 1579, Firewall Friendly
FTP for a complete discussion about FTP in a firewall context).

Normal Mode Routing, from Secure Network to Nonsecure Network:  This cannot
be allowed, as it requires incoming connections from TCP port 20, which would
expose you to an attack by someone misusing the ftp-data port as a source port
(see 3.1.4.1, “Source Porting” on page 34).

Normal Mode FTP from Firewall to Secure Network: The following connection
allows the outbound control session to port 21 and the inbound data session
from port 20. All of the rules within the connection are from the predefined set.
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Connaction: FTP from Firewall to SN
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Figure 65. FTP from Firewall to Secure Network

# FTP From Firewall to SN. FTP Control Session
permit s.5.5.1 Oxffffffff s.5.5.5 sm.sm.sm.sm tcp gt 1023 eq 21 secure local outbound
permit s.5.5.5 sm.sm.sm.sm s.s.s.1 Oxffffffff tcp/ack eq 21 gt 1023 secure local inbound

# FTP From Firewall to SN. FTP Data Session
permit $.5.5.5 sm.sm.sm.sm s.s.s.1 Oxfffffff tcp eq 20 gt 1023 secure local inbound
permit s.s.s.1 Oxffffffff s.5.5.5 sm.sm.sm.sm tcp/ack gt 1023 eq 20 secure local outbound

FTP Proxy from Secure Network to Nonsecure Network:  This can be allowed,
but remember to protect any tcp services that the Firewall is providing on
nonprivileged ports (normally this is only SOCKS, unless you have added some
other service).

In this case the FTP client connects to an FTP server on the firewall. Once there,
it is authenticated by the server in the normal way. Once the user uses the
quote site command, the proxy connects to the server. To this point, we only
have control sessions from the client to port 21 on the firewall and from the
nonsecure side of the firewall to port 21 on the target server. When the user
gets or puts a file, the FTP client will specify a mode for the transfer (either
normal or passive). The FTP proxy will use the same type of transfer to connect
to the final server.
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The following is an example of this with normal-mode FTP.

Client Firewall Server
Secure Network FTP Proxy Non-Secure Network
sss.1 nnni
PPP1 PPP4 21 20 PPP2PPP3 21 20

ftp firewall
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/
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Figure 66. Normal Mode FTP from Secure Network to Nonsecure Network Using Proxy

The following connections provide FTP access from secure network to nonsecure
network using the proxy server:
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Connection: Proxy FTP from SN toFirewall
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Figure 67. First Connection, Secure Network to FTP Proxy
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Connection: Proxy FTP from Firewall to NSN
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Figure 68. Second Connection, FTP Proxy to Nonsecure Network

The resulting filter rules are as follows:

# FTP From SN to NSN. FTP Control Session from Client to Firewall (1)
permit s.5.5.5 sm.sm.sm.sm s.s.5.1 Oxffffffff tcp gt 1023 eq 21 secure local inbound
permit s.5.5.1 Oxffffffff s.5.5.5 sm.sm.sm.sm tcp/lack eq 21 gt 1023 secure local outbound

# FTP From SN to NSN. FTP Control Session from Firewall to Server (2)
permit n.n.n.1 Oxffffffif 0 O tcp gt 1023 eq 21 nonsecure local outbound
permit 0 0 n.n.n.1 Oxffffffff tcplack eq 21 gt 1023 nonsecure local inbound

# Normal Mode
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# FTP From SN to NSN. FTP Data Session from Server to Firewall (3)
permit 0 0 n.n.n.1 Oxfffffff tcp eq 20 gt 1023 nonsecure local inbound
permit n.n.n.1 Oxffffffif 0 O tepfack gt 1023 eq 20 nonsecure local outbound

# FTP From SN to NSN. FTP Data Session from Firewall to Client (4)
permit s.s.5.1 Oxffffffff s.5.5.5 sm.sm.sm.sm tcp eq 20 gt 1023 secure local outbound
permit s.5.5.5 sm.sm.sm.sm s.s.s.1 Oxffffffff tcplack gt 1023 eq 20 secure local inbound

# Passive Mode

# FTP From SN to NSN. FTP Data Session from Server to Firewall (3)
permit n.n.n.1 Oxfffffif 0 O tcp gt 1023 gt 1023 nonsecure local outbound
permit 0 0 n.n.n.1 Oxffffffff tepfack gt 1023 gt 1023 nonsecure local inbound

# FTP From SN to NSN. FTP Data Session from Firewall to Client (4)
permit s.5.5.1 Oxffffffff s.5.5.5 sm.sm.sm.sm tcp gt 1023 gt 1023 secure local inbound
permit s.5.5.5 sm.sm.sm.sm s.s.s.1 Oxffffffff tcp/ack gt 1023 gt 1023 secure local outbound

FTP from Secure Network to Nonsecure Network Using SOCKS: The rules for
FTP using SOCKS are very similar to the ones for the proxy. The difference is
that in this case, the client only uses passive mode. You have to change the

destination of the client's connection from 21 and gt 1023 to the SOCKS server

on port 1080 and define only the passive mode rules.

You can create this connection by using the standard SOCKS connection
definition for your secure network and a connection which uses a service that
can be created easily by copying the service "Permit Proxy FTP Outbound 2/2"

and removing 2 rules, see Figure 69 on page 93.
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Connection: Socks FTP from Firewall to NSN Proxy FTP from Firewall to NSN
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Figure 69. FTP from Secure Network To Nonsecure Network Using Socks

These connections generate the following filter rules:

# FTP From SN to NSN. FTP Control & Data Session from Client to SOCKS Server.
permit $.5.5.5 sm.sm.sm.sm s.s.s.1 Oxfffffff tcp gt 1023 eq 1080 secure local inbound
permit s.s.5.1 Oxffffffff s.5.5.5 sm.sm.sm.sm tcp/ack eq 1080 gt 1023 secure local outbound

# FTP From SN to NSN. FTP Control Session from Firewall to FTP Server
permit n.n.n.1 Oxfffffif 0 0 tcp gt 1023 eq 21 nonsecure local outbound
permit 0 0 n.n.n.1 Oxffffffff tcplack eq 21 gt 1023 nonsecure local inbound

# FTP From SN to NSN. FTP Data Session from Firewall to FTP Server (Passive Mode)
permit n.n.n.1 Oxfffffif 0 0 tcp gt 1023 gt 1023 nonsecure local outbound
permit 0 0 n.n.n.1 Oxffffffff tcplack gt 1023 gt 1023 nonsecure local inbound

6.5 SMTP: Simple Mail Transfer Protocol

Mail formatted using the Simple Mail Transfer Protocol (SMTP) is one of the
largest contributors to Internet traffic. In TCP/IP terms, SMTP is a
straightforward, stream-oriented application. The SMTP server (the receiver of
incoming mail) listens for connections on TCP port 25. The client uses any TCP
port, usually one of the nonreserved ports (above 1023). In fact, with sendmail
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version 8, there is a security option flag (F=R) that causes sendmail to connect
from a privileged port, so the filter rules need to cater for this feature. For more
information about this option, we recommend you to refer to DNS and BIND in a
Nutshell, by Cricket Liu and Paul Albits (published by O'Reilly and Associates,
ISBN 1-5659-20104).

As the SMTP protocol doesn't provide any control, a very important point in this
service is to educate your users. Any user on the Internet could send E-mail
messages with a forged origin, so you should tell your users that the apparent
source of an E-mail message cannot always be trusted, unless the message is
signed by a strong authentication mechanism such as Pretty Good Privacy
(PGP). Fortunately, IBM Firewall will log the IP host name of the message
sender, not the one that is specified in the SMTP connection handshake (in the
HELO command)

There are many possible configurations for handling mail using IBM Firewall.
We will discuss a few of them in Chapter 12, “Mail Handling” on page 231. For
the purpose of this filter rule example we assume a desired configuration of a
mail server in the secure network (M.M.M.M) and the use of the safemail
gateway provided by IBM Firewall to deliver mail between the secure network
and the nonsecure network.

Intemal Mail Ssrver Firswall Mail Rslay Intamist Nods
MMMM s.88.1 n.n.n.1 X.X.X.X
O ‘ (@) 1op
- ' g = T
25 " TCP/ACK PPP1 | | 25 | T TCPIACK PPP2

- , -

@ TCP @TCP
PPP4 TCP/ACK 25 ‘ PPP3 TCP/ACK 25
- ————————————| -
257 kw24

Figure 70. SMTP Mail Configuration

Since the sessions between the mail daemons may be set up in either direction,
depending on where the mail arrives from, the connections have been designed
to cater for either case.
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Figure 71. SMTP Mail from Secure Mail Server to Firewall Safemail Gateway
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Connection: SMTP Exemal
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