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NetOp/ATOS®

Remote Support Tools

Managing Complexity
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Xhet system-Integrator:

s Retail Connectivity (EDEKA, ALDI, ...
s Sales Organisations (Kellogg'‘s, PHILIPS, ...)
= Remote Control Systems (DATEV, HUK-Coburg,

Uni-Klinikum Aachen, Boehringer-Ingelheim...)
m  Security-Systems and Administration
s Infrastructure-Management
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Software company specialized on:

* Remote Control Software -

NetOp

* Teaching & Learning Software -

NetOp School
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Principles of Remote Control

Screens
File transfers

Keystrokes, mouse actions
- .
File transfers

GUEST

GUEST = Support-employee (does remote control)
HOST = Dektop or Server (is remote controlled)




* Remote Control
* File Transfer

* Chat

* Inventory

* Messanger



NetOp REMOTE CONTROL

* The most customers are
using different Operating
Systems.

* The Benefit of NetOp is,
that the customer is using
Just ONE SOFTWARE for
all Desktops and Servers




NetOp REMOTE CONTROL

*IBM 0S/2 1.3 - WARP 4

* MS Windows NT 3.51 4.0
* MS Windows 2000 / XP
* MS Windows 9x / ME

* MS Windows CE
* Symbian OS

* LINUX
* Mac OS X




NetOp REMOTE CONTROL
*IBM OS/2 WARP Server

* MS Windows NT Server

* MS Windows Server 2003
* CITRIX TS

* MS Terminal Services

* LINUX
* SOLARIS
* Mac OS X Server
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* Windows Server 2003 (32 bit)
enabled Guest, Host, Name Server,
Security Server and Gateway

* Macintosh OS X enabled Host

* Windows CE (X86) enabled Guest 4
and Host Mac
* SuSE Linux 8.1, 8.1, 8.2 enabled
Guest and Host SuSE
redhat
* Red Hat Linux 7.x, 8.0, 9.0 enabled
Guest and Host e SIN COM.

@Sun
* Solaris 8.0, 9.0 enabled Guest and
Host



* Directory Services > i il
Authentication - § |

Verify the Guest -
identity via LDAP B
Ciiztinguazhed bames | O g g
* Directory Services | r—— =

AUthorization = Login o 192.168.103.66
Control allowed Guest s |
actions via LDAP Password: |

Directary Server: |

Ok | Cancel | Help




* TCP/IP - Speed increased
with up to 40% on LANs

* Cross-platform speed
improved - faster remote
control of Windows Hosts
from other platforms and
lower CPU utilization on the
Host during session
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* Directory Service o
Name Resolving (2 D
Connect :

— resolve names
Host

into IP addresses
against a iﬂ Dj
Directory Service

Guest Directory Server

Resolve
name




* A u t O — Authentication

v iCache login passwords

authentication

Cache NetOp and =
Directory Service o :
credentials

ak | Cancel Help




* File Transfer

Interface enhanced,
new functions includirg
opening Host files from

the Guest
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* Transfer Host
sound

Hear the sound from
the Host computer
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Canfirm when

[v Exiting Guest while having connections

* Confirm Guest
exit

Exiting the Guest module with
active sessions will
Optionally dISplay d \‘\?‘) There are currently active sessions. Do you want to terminate amyway?
warning




* Request Help
Notification

Optional pop-up message
when requests are
received

* Request Help
Action

Send message or/and run
local application when
requests are received

Help Request Notification x|

MHew Help Request has arived:
krA002

16:41:26
by Excel spreadsheet macro dossn't wark,

Whiould you like to view the Help Bequest window?

‘ﬂ Message from: KMADOL - 28-04-2003, 16:04:41
File Edit Search

S A

Danware Internal Helpdesk

This is an auto-generated reply that acknowledges
yolr reguest for technical support.

Your request will be talken care of as soon as a

Helpdesk emplovees is available. ~|




* S = Inventory
Cript — Support for
[Fventony step Complete ﬂ
Inventory, more advanced iverton e path: (0795
Fietri
schedules and other |,
enhancements
Wait Dialog
Conneck ko Hosk Type: |F|epeate weekly o day ﬂ
Connect using : Comrnunication profile ﬂ Dietails
(o I | == W aik - Select days
Communic:ation profils : Tirne - |ﬁ Iﬁ Iﬁ
|TI:F'HIP' ﬂ Select days :
TCP/P Address : oelect dayis)
|192.1EE.1.1| ma fi an {u] fr [n zm
] Cancel |
Ok Cancel Help
Ok Cancel Help




* Commmunication

=101 x|

enhancements r|||] o |E||?|ﬂ|f|l
Security Server o [oosee __ Touwe |
Group ID on

Name Server, IP

Broadcast range,

show IP address

for TCP




* Inventory

User defined items,
IP address, interface

enhancement, subfolder -2 France =] e [vae____2]
+ (zermany Time Zone Romance Davlight
S u p po rt - Great Bricain Windowes Direchory: E: W IMMT
+-"7 Liverpool Swstem Directory E:WINMT| Svstem
-5 London EIDS Date 01-10-1999, 0000
-3 17. Floor SMBLOS '-.f'ersuzun 4.51 .F'G 2.02 .
Custom Inventory Items ﬂ + 15, Floor Boot Device DevicelHarddisk]
- ' Mermory Physical Tokal 261 MB
S pecify custom inventory item + Basement Mermory Physical Available 45 ME
_ = Server Room Memary Wirkual Tatal £31 ME
Marme: £) 192,168.24.1 (29- Mernory Wirtual Available 439 MB
| 9 192,168, 103,65 (] Page File Space 369 MB
ltem type: ) 192.168.105.66 (; || P2a® Fle Tota) .
|En\.fir|:|nment warnable ﬂ db Generation HZ?::IE D:sek Space Taokal TS Ezge e
E rvironment wariable _E—_I IR Hard Disk Space Awvailable 3669 ME
Reqistry key +|-& Hardware IP Address
IniFile +|- g Components MaC address 0000102050533,
File Information + 15J Software Metiop Install Direckory E:\Program FilesiC
DLL + Custom Irems | | Metop Install Yersion 7.60 (2003105) -
4] r 1| | »

Help

o]

Cancel |
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* Terminal Server

m Call any Host within a session

m Call the Terminal Server
Console

m Call any Host from a Guest
within a session

m Call any Host within a session
from outside the Terminal

Server via the NetOp Gateway

Terminal Server

/ ;Host ;Host \

zgzg

Call Route call

P 7

Guest
Gateway

Call




TCP/IP
LAN/WAN

WTS-Server

Firewall

|-|1

i

Filter:

ATOS/NetOp

TCP
IP

NFT AD ~8bcr
AL =N B = B =)

GATEWAY

ATOS / NetOp

auf WTS (schematisch)
ZENTRALE DIENSTE

I
TAPE

Desktop-PC (auf dem Desktop al's
e —— / published Application)
ICAClient
Fileserver FS
[ | OClEY
SAN
ICA #1 XDS Dienst ||
Netzwerk- 7y
ICA #2 fwerk V-Scanner
' .
Platte T - Echtdatenprojekt
WTS-Sessions — - Virengelle
1 —7 » - Entwicklung
@ﬁse
—
|
Anmeldung Filmarchivierung
MOVIE
NETOP
SECURITY SERVER soL-
SERVER - t > s
- Managemen
- Revision bank
- Archivierung
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Customer needs:

* Remote Control, Command Line, File Transfer
for 8.000 systems (Integration)

* heterogeneous environment: 0S/2, Win, UNIX
* standardized and centralized Security

* Multiuser support, Logging and Scripting

* Session Archive and Revision Control



# 1.
# 2.
# 3.
# 4.
# 5.

CLI - REMOTE COMMAND EXEC
SCRIPTING

SESSION CAPTURE

Remote Control (RC) = NetOp

File Transfer (SFTP)




-

A

HTOS systerm architecture

<< ATOS SERVER >>>

ADMIH, COHTREOLLIHG

SESSION SESSION
LOG LOG
ARCHIVE ACOUISE
ATOS

ADMIN AUTHEHTI-
COHSOLE R

F A

ATOS

e | CLIEHT

| COHSO0LE

A OPERATOR

4

ATOS
» HOST

USER
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Remote Support Tools for

* System Administrators
* Network Administrators
* User-Help-Desk Staff

* Second Level Support
* Development Department

* Service Providers (SLA)



ATOS - Console

Host - Systeme

* Windows XP/2000

* LINUX - United Linux
* Sun Solaris / AIX

* 0S/2
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¥ ATOS COHSOLE »»> |._||E| =

Connections Modes Macro Tools Windows Help

€ E&eece”

QUIGE
COMMECGT




Y5 ATOS COHSOLE »>>
Connections Maodes Macro Tools Windo

- o - o
E £ 8 C°7

Bt ADDREESS BOOK.
SRR M &7 Host settings

Host name  artur

|| Default user name atos
‘. [#] Host Address pasix
|- |E]ATOS services
Lo [3] ATOS TCP Port
b gk EEZH protocal disabled
" [2] User name

Z|standard services

Host filter Iartur

‘oo [#] User name

Cefault user name far access o
Host's DS ar IP address,

Pararmeters for accessing ATO!
TCP port used far listening on
Enable ar disable remote exect
User narme using in ATOS syste
Croup provides Parameters for
User narme using far non nativ




Quick Connect W

* DNS Name OI" allaS Quick connect
* 1.e. RT58A559

* IP Address
*j.e. 192.38.101.23

* Full qualified domain name
* 1.e. atos.station.xdsnet.gmbh.de

* Optional: Data Base Requester, LDAP
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<doc>
<HOST address="192.168.200.11" user="victor" name="tilia" />

<HOST address="xcom" user="xnet" name="xcom" />
<HOST address="toshix" user="victor" name="toshix" />
<HOST address="0s2" user="xnet" name="0S2_Labor" />

<HOST address="0s2_ severl" user="admin" name="0S2_server"

/>
<HOST address="LINUX72" user="hugo" name="SRV100LI72" />

<HOST address="Com_Srv_001" user="victor"
name="ComServer" />

<HOST address="RT56A336" user="admin" name="RT56A336" />

</doc>



I ATOS Console - [cisco_2600] E]@

onnections Tools Windows Help

PHOHE TELHET FTP
BOOH G

Cizco Internetwork Operating System Software -
I0% (twm) C2600 Software [(CZ2600-D5-M), Wersion 12.0(5.5)T, MAINTENANCE INTERIM S0FTWARE
Copyright (c)] 1386-1993 by cisco Systems, Inc.

Compiled 3un 253-Jul-99 03:35 by ccal

Image text-baze: 0x500080583, data-hase: OxXS0CEYEF4

EOM: System Bootstrap, Wersion 11.3(2)x4d, BELEASE SO0FTWARE [(fcl)

logpol-tmra uptime iz 19 weeks, 1 day, 9 hours, 18 minutes

System returned to BOM by power-on at 07:26:18 CEAT Mon Sep 30 2002
System restarted at 00:58:14 CEAT Mon Now 25 Z002

Gystem image file is "flash:cZe00-ds-mz 120-5 5.T"

cisco 2610 (MPCS60) processor (rewision O0x202) with 32T68KE/8192K bytes of memory.
Proceszsor board ID JaADO339516l (1l869055367)
M&al processor: part humber O, mask 49

——More—- i
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Operating System/Z wird verdendet

Winetstat
destimation router 2] ; metric flags intref
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LD

) UGHE3 Land

=

10,11,
10.11.
127.8.
10.11

Pud Pl R




—

U7 ATOS Console - [SuSe 7.1]

Connections Tools Windows Help
- - -
= o <>
- W - W
PHOHE _ I-::_. TELHET FTP

# Sample .profile for SulE Linux

# rewritten by Christian Steinruscken <cateinfsusze.de:
#

# This file is read each time a login shell iz started.

# L1l other interactiwve shells will only read .bashrc:
# important for language settings, see below.

test -z "FPROFILEREAD™ e . Afetc/profile

thiz iz particularly

# Most applications support seweral languages for their output.

# To make uze of this feature, simply uncomment one of
# add your own one [see fusrfshareflocaleslocale.alias
#

the lines below ok
for more codes)

#export LANG=de DE.I30-3359-1 # uncomment this line for German output
Fewport LANG=fr FR.I30-5559-1 # uncomment this line for French output

profile lines 1-1% 1%
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Remote and SECURE Configuration:

* Router

* VPN-Gateway
* FireWall

* UNIX Server

* Windows Server

* Windows Desktop
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Telnetdend | En, "o |
TelnetRacsivelnTll{on, "™ |
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i
end
ERCIEEE, Calilad
end
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TelostSend (o, tabhle, "™
weThosp=l
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* Session Capture - Movies

* Command Line (S-RCE, Secure Shell)

« Keyboard-Input
« Screen-Output

* Remote Control (GUI)

« Movies
« Entire Sessions

* User defined log events



NEW! products released in 2003:

* Network CAPI for OS/2
* ATOS- Host for OS/2
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Xnet Communications GmbH Xnet Systems GmbH

Stresemannstr. 375 Robert-Bosch-Str. 29
22761 Hamburg Langen Frankfurt/Main
Germany Germany
Voice: +49-40-89702-0 Voice: 0700-001-XNET
Fax: +49-40-89702-100 Systems.xdsnet.de

Xnet Communications, Ltd.
Zawady 29
60601 Poznan
Poland
Voice: +48-61-8750-817 mail: sales@xdsnet.de



